Windows Forensic



Recycle Bin

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Enable-WindowsOptionalFeature iidne -Featurelane Microsoft-Windows-Subsystem-Linux,

»

Run this command in power
shell on server 2019.




Recycle Bin

5  Documents (\\VBoxSvr) (Z:)

=
File Home Share View
&

T == > ThisPC Documents (\\VBoxSvr) (Z:)

# Quick access
[ Desktop
& Downloads

Analysis
Ewvidence
PWF

Documents System Volume Information

& Pictures Tools

8 This PC VirtualBox VMs
VMWare \
¥ Network

Ubuntu file convert zip file.

1 selected 543 MB




Recycle Bin

Extract Documents (\\VBaxSvr) (Z:)

Documents (\\VBoxSvr) (Z:)

# Quick access
[ Desktop
& Downloads

Analysis
Evidence
PWF
Documents System Volume Information
& Pictures ¢ Tools

VirtualBox VMs
8 This PC rtualBo

VMWare VMs

¥ Network Ubun(uZDOd-ZZO‘tr

g items n selected 943 MB




Recycle Bin

#* Quick access
= Desktop
& Downloads

Documents
& Pictures

& This PC

@ Network

This PC

Downloads

Name

AppxMetadata
[Content_Types]
AppxBlockMap

f ¢ Open ~ Select all
_I | H
1 < Edit Select none
e Copy Delete Rename New

¥. folder T Invert selection

select

AppxSignature.p7x

Ubuntu_
Ubuntu_2004 4
Ubuntu_2004,
Ubuntu_2004

_ARMB4.appx
ple-100.3ppx
cale-125.appx

_scale-150.appx

Ubuntu_2004.4.2.0_scale-400.appx

Ubuntu_

| xB4. appx

Extract the ubuntu file in download
folder.



Recycle Bin

EN Administrator: Windows PowerShell

PS C:\Users\Administrator\Downloads> dir

Directory: C:\Users\Administrator\Downloads

Mode LastWriteTime Length Name

d----- 6/6/2022 8:06 PM AppxMetadata

-a 6/6/2022 8:06 PM 338 AppxBlockMap.xml

- 6/6/2022 8:06 PM 11955 AppxSignature.p7x

-g---- 6/6/2022 8:05 PM 475011248 Ubuntu_2004.4.2.0_ARM64.appx

a 6/6/2022 8:05 PM 58246 Ubuntu 2004.4.2.0 scale-100.appx
-a---- 6/6/2022 8:05 PM 69891 Ubuntu_2004.4.2.0_scale-125.appx
-a---- 6/6/2022 8:05 PM 81939 Ubuntu_2004.4.2.0_scale-150.appx
a--- 6/6/2022 8:05 PM 1797106 Ubuntu 2004.4.2.0 scale-400.appx
~@= === 6/6/2022 8:06 PM 513691210 Ubuntu_2004.4.2.0 x64.appx
-a---- 6/6/2022 8:06 PM 469 [Content_Types].xml

PS C:\Users\Administrator\Downloads> Add-AppxPackage .\Ubuntu;ZOOd.é.2.07mﬂ;appx_

Open the power shell and run this
command then after ubuntu
installation will be start.




Recycle Bin

Create a username — forensic
Create a password — I
Admin@123 (Any..)




Recycle Bin

@ forensics@WIN-NVK3792L FOO:; -

Retype new password:

‘root"), use “sudo <command>"
4.4.08-17763-Microsoft x86 64
i Select all
m
nical.con
> P Invert selection
ant
stem information as of Mon Jur 6 20:14:11 DST 2022
System load ). 52 CeS5SE
of /home: unknown Jsers 1 in 0
y usage 3 IPva i ror ethd: 10.0
Ubuntu start in
1 update can be applie ately.
Yo see these additions] s run: apt list --upgradabl server 2019.
k
Tt list of available updat 1s more ti
To check for new updat f ido apt




HECY

indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

P s\Windows\system32> dism.exe /online /enable-tfeature /featurename:Microsoft-Windows-Subsystem-Linux /a

norestar

Deployment Image Servicing and Management tool
Version: 10.0.19041.844

Image Version: 10.0.19044.1288

Enabling feature(s)
[ ===74.0% 1

Run this command in power shell on
target machine.

Windows 10

Windows 10 Enterprise Evaluation
Windeae |iranes ualid frr O dauvs



L Search rQ,

Home  Gamir

Q You own this app.

Ubunte

Canonical Group Limited * Developer tools
*hkkk+ 81 1€ Share
Install a complete Ubuntu terminal environment in minutes with

Windows Subsystem for Linux (WSL). Develop cross-platform
applications, improve your data science or web development workflows

More

ﬂ EVERYONE

ESRB

Overview System Requirements

Available on

Ba rc
Install ubuntu in J

Description Microsoft store

Install a complete Ubuntu terminal environment in minutes with Windows Subsystem for Linux (WSL).
Develop cross-platform applications, improve your data science or web development workfiows and
manage IT infrastructure without leaving Windows.

Key features:
- Efficient command line utilities including bash, ssh, git, apt, npm, pip and many more Windows 10 Enterprise Evaluation
Windmwe | irsnces ualidd frr O daue




Home

[® ubuntu

Create username and

password.

Available on

Ba rc

Description

Install a complete Ubuntu terminal environment in minutes with Windows Subsystem for Linux (WSL).
Develop cross-platform applications, improve your data science or web development workfiows and
manage IT infrastructure without leaving Windows.

Key features:
- Efficient command line utilities including bash, ssh, git, apt, npm, pip and many more

L Search

a

*

Windows 10 Enterpnse Evaluation

Windmwe | wrsnes ualied fre O daue



6.0pen server 2019 and chage the following setting.

setting > date and time setting > select (UTC) Coordinated Universal time.

Go to the ¢ drive and create a two folder Cases and Tools.

setting > virus and threat protection off > cloud-delivered protection off > Exclution — Add click
and select cases and tools folder one by one. And create a snapshort.

7. Install the tools in server 2019 for windows Forensic.

1.Download the Arsenal Image Mounter- https:/ /arsenalrecon.com/downloads

2.Download the KAPE Tool- https://www.kroll.com/en/services/cyber-risk/incident-
response-litigation-support/kroll-artifact-parser-extractor-kape

3. Download the Eric Zimmerman Tools - https://ericzimmerman.github.io/#index.md

4. Download the Regripper tool - https://github.com/keydet89/RegRipper3.0

5. Download the eventlog explorer — https://eventlogxp.com/

6. Download Notepad++ - https://notepad-plus-plus.org/downloads/

All tool copy in c drive Tools folder.

Installl the setup of Eventlog and Notepad++.

Go to the C:/Tools/Get Zimmer tools > open powershell > .\Get-ZimmermanTools.ps1 —
Netversion 4.




Firef e

S::>
Event Log
Gaplores

o

e |

Windows2019-FOR (Initial install) [Running)

N Adrumstrator Wedeas DowerShall
PS C:\Too EZToo s> Get-ZimmermanToo s . ps
TS sCcrip giscover and downioad aval lable programs

from hrttps:/Jericzimmerman, github.io and download them to C:\Tools\EZTools

A flle will also be created in ¢ Tools\EZTools that tracks the SHA-1 of each file,
50 rerumning the script will only download new versions

o redownload, remove lines from or delete the CSV Mile created under C Tools\EZToo s

and rerun. Enjoy!

Getting available programs. ..
Files to download: 31

Using this command
all tool install in Eric
Zimmerman tool

saving downloaded version information to C:\Tools\EZToo s\ !! IRemoter ) leDetal Is. cusvy

PS C:\Tool=\EZTools>

T




= | v = | Manage SDT_xB4FREE_EM-US VHD (C:) — >

Home Share View Drrive Tools e

<« “ P am » This PC > SDT_xB4FREE_EMN-US_VHD (C:) w | D Search SDT_x64FREE_EM-US_V... 0O
B Desktop - Mame - Date modified Type Size
¥ Downloads 30-06-2023 09:12  File folder
=| Documents PerfLogs 15-09-2018 0719 File folder
= | Pictures Program Files O7-07-2023 0752 File folder

Fvidence Program Files (x2E) 28-06-2023 13:23 File folder
Execution PregrarmData 29-06-2023 1646 File folder
plugins 28-06-2023 13:25 File folder
_ Users 27-06-2023 1659 File folder
Registry Windows 29-06-2023 21:43 File folder
v [l This PC
P 5D Objects
B Desktop
=| Documents
; Deownloads

J‘! Music

=/ Pictures

ﬁ Videos

i SOT_x6AFREE_EM
i?‘! CO Drive (O] Vir
wma [Downloads (OWWVE

¥ MNetwork

2 itemns E -




] + | Tools — -

Home Share View e

— R ¥ This PC » SD0OT_w84FREE_EM-US WVHD (C:) »* Tools » w0 Search Tools 2
B Desktop - Mame Date modified Type Size
¥ Downloads Arsenal-Image-Mounter-v3.9.229 28-06-2023 12:25 File folder
==| Documents Get-ZimmermanTeools 28-06-2023 13:44 File felder
= | Pictures kape 28-06-2023 13:26 File folder
Fvidence RegRipper3.0-master 28-06-2023 13:25 File folder
Execution ¢ Arsenal-lmage-Mounter-v3.9.239 28-06-2023 0503 Compressed (zipp... 34023 KB
5 el et 28-06-2023 05335 Applicati 9,193 KB
plugins g elex_setup pplication ,
Get-ZimmermanTools 28-06-2023 05:07 Compressed (zipp... 11 KB
Regist
egistry : kape 28-06-2023 0510 Compressed (zipp... 1,36,288 KB
E This PC ‘E% npp.2.2.4.Installer.xgd 28-06-2023 0537 Application 4 553 KB
§ 30 Objects RegRipper3.0-master 28-06-2023 05:30 Compressed (zipp... 5,058 KB
B Desktop
=| Documents
; Deownloads
J‘! Music
_ All tool show Here.
| Pictures
B Videos
o SDT_x64FREE_EM
¥ D Drive (D) Vir [Z] Updates are available
== Downloads (\\VI Required updates need to be installed.

¥ MNetwork
View updates

10 itemns



8. Install the windows 10 Enterprise version as a Target Sysytem and create a
snapshort. https://bluecapesecurity.com/prepare-your-target-system/

Go to the setting > Windows Update > Advance option > Update off.

Virus and threat protection > manage setting > Real-time protection off and Cloud

delivered protection off.
Attack Script Preparation - Go to the url https://github.com/bluecapesecurity/PWF
zip file download and extract file.
2 scriptis execute here.

1. — C:\users\denisha\Desktop\PWF-main\PWF-main/Install-
Sysmon > powershell as administrator > .\Install-sysmon.psl.
2. - C:\users\denisha\Desktop\PWF-main\PWF-

main\AtomicRedTeam > open powershell as Administrator > .\ ART-attack.psl.



Sysmon Script Run

ﬁ EN Administrator: Windows PowerShell

Recycle Bin PS C:\Users\IEUser\Desktop\PWF-main\PWF-main\Install-Sysmon> .\Install-Sysmon.psl

eula

PWF-main.zip

PWF-main

= L] [ w5 ki T : o = 31772022




ART Attack Script

- EN Administrator: Windows PowerShell
'S C:\Users\IEUser\Desktop\PWF-main\PWF-main\AtomicRedTeam> .\ART-attack.psl

alling invoke-atomicredteam

Recycle Bin

Running Atomic Tests
Progress:

{coooooooo00
'C:\Users\ er\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by

running ' 11-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install
and import the NuGet provider now?

[ Yes [N] Ha [ Suspend [?] Melp (default :

Installation of Invoke-AtomicRedTeam is plete. You can now use the Invoke-AtomicTest function
nvo

See Wiki at https://github.com/redcanaryco/i ke-atomicredteam/wiki ¢ omplete details
<Lu"11n5 ART attack simulation

= Download Macro-Enabled Phishing Attachment

PWF-mainzip ; oAtomi slde C:\AtomicRedTeam\atomi

Logger: Default-Executionlogge

. All logging commands foun

Create lual account with admin privileges

PWF-main

Default-ExecutionlLo
‘cuﬂc

The command "L?D'E'EJ suc

T command completed suc

'hf command completed suce
ne executir

T1059.001 Atomic T

PathToAtomicsFolde

Using Logger: Default-Executionlogger
All logging commands found

Executing test: T1@S e1-

The operation completed

one executing test: T

T1547.001 Atomic Test

PathToAtomicsFolder

‘»OCF“" Default-Executionlogger
ing commands found

nse Evaluation
h =.180914-1434
= 31772022 Ez




Data Collection



9.Memory Acquisition of the target system

) Step for Memory Acquisition :

1.Create a Evidence Folder in Main PC.

2. Go to C:\Users\Documents\Evidence > open cmd > “C:\program Files\Oracle\ Virtual
Box\VBoxManage.exe”

3. SET PATH=%PATH%;” C:\Programs Files\Oracle\Virtual Box”

4. vboxmanage.exe

5. vboxmanage list vms

6. Vboxmanage debugvm 1d paste machine(target machine) dumpvm core —filename win10-
memory.raw

7. Certutil —hashfile win10-memory.raw > winl0.memory —hash.txt.



1|

Picture Tools Ewvidence N <
Home Share Wiew Manage ﬂ'

R » This PC »*» Documents »* Ewvidence ) Search Evidence =

7 Cuick access

! DESktDFI w
lr Downloads
|Z=| Documents

winll-memony winl0-memory-h

= Pictures ash

31 Setting up your forensicH
23
30

Screenshots
s Onelrive

[ This PC
I Desktop

=| Documents
lr Downloads

J’! Pusic

=/ Pictures

B videos

e Mew Volume (G
e USE Drive (Dx)

- Mew Volume (F:)
e USEB Drrive (Dx)

oF Metwork

2 items 3=z u

o I )

09-07-2023



uisition tar

5¢¥ Oracle VM VirtualBox Manager
File Machine Medium Help

Create Copy Mowe FRemowve Felease Search Properties Refresh

_ - . _ [5] ]
wWin2019-for (34 practical) 1. Hard disks = Optical disks Floppy disks

I:S:J Funning

Mame Virtual Size Actual Size

1 {0926ccea-diid7—<4=2e08-bd93-Fad5bd 7972749 copy.whd - --
17763, 737 amdeHre.rs5_release_swc_refresh. 190906-2324 server_serverdatacente ... =0.00 GB 8.31GB
' Target systeam.wdi 50.00 GE S50.00 GB
O cini— — : D - || 50.00 GB 1.09 GB

Target systeam (After attack shutdown) B s Sovwdi 50.00 GB 4.59 GB

@ Powered OFff K Ctrl +Shift4+M rabel . wdi 50.00 GB 9.4942 GB
di 50.00 GB 1.36 GBE

windom, Femave. .. Ctrl +5Shift+R 50,00 GE 50.00 GB
I wir Release. .. Cirl+shift-+_ - -—

windows 10 {fresh installation)
& Powered OFF

Search
Properties Ctrl +Sshift+F

Attributes Informaton

Type: |Mormal et

Location: LE'FS \Denishal\wirtualBox VMsYTarget systeam\Snapshots{0e22291a-4319-9bes-8d4f-c32 13ea 20838} . wdi | E

Description:

50.00 GB




0 v 7 E= e o RN~

Add Create Copy Move FRemove Release Search | Properties Fefresh
1 Hard disks ':E,:' Optical disks Floppy disks

=4l | win2019-for (34 practical)
-zln?ﬁ Ei) Running
- Mame Virtual Size Actual Size
1 0926ccea-dfd7-4e08-bd93-7as5bd 797974 _copy.vhd — —
%’T.. windows 10 (fresh installation) L . . . S e Ecenbe 40.00 GB 8.3168
1 W ' '
pI]] @) Powered OFf ¥¥ Copy Virtual Disk 7 > 50.00 GB 50,00 GB
50.00 GB 1.09 GB
ELF | Target systeam (After attack Virtual Hard disk file type gg-gg gg ;‘-i‘g gg
'.I-_'Tﬂl @ Powered Off _ﬁg"’;ﬁ;w . i . . . i ' .
%m'l' Please choose the type of file that you would like to use for the destination virtual disk 50.00 GB 1.36 GB
) image. If yvou do not need to use it with other virtualization software you can leave this 50,00 GB 50.00 GE

L 1 setting unchanged.

\ ‘ () wDI (VirtualBox Disk Image)
'I (®) VHD (virtual Hard Disk) <

() WMDEK (Virtual Machine Disk)

Expert Mode Back Cancel

T Y= [ Toe T T

Location: F_'rs \DenishalvirtualBox YMs\Target systeam\Snapshots\{0e922915-4319-4beb-8d4f-c9213ea 2088} vdi | Ea,

Description:

Size: ' 50.00 GB

4.00 MB 2.00TE

Apply Feset

O Type here to searck i i - & ‘-‘ 3 ] ﬁ) E’_g C,,' D) 1}9—:}1.-:—5;]25: L]




ook = ool O B @

Add Create Copy Mowe FRemove Release Search | Properties Refresh
1. Hard disks @ Optical disks Floppy disks

=
C]

el | win2019-for (34 practical)
-zln?'ﬁ E::.b Rurning
- Mame virtual Size Actual Size
1 0926ccea-dfd 7-4e03-bd33-7a85bd 797974} _copy.vhd — —
%’T‘ windows 10 (fresh installation) v . . \ 7_copy e s
ila]] @) Powered OFf N¥ Copy Virtual Disk 7 > 50.00 B 50.00 GB
50.00 GB 1.09 GB
&Lf | Target systeam (After attack Storage on physical hard disk 50.00 GB 4.69 GB
b/ @ Powered OFF 50.00GB  9.42GB
= Flease choose whether the new wvirtual disk image file should grow as it is used 50.00 GE 1.36 GEB
{dynamically allocated) or if it should be created at its maximum size (fixed size). 50.00 GB 50.00 GB

A dynamically allocated disk image file will only use space on your physical hard
disk as it fills up (up to a maximum fixed size), although it will not shrink again
automatically when space on itis freed.

A fiwed size disk image file may take longer to create on some systems but is often
faster to use.

Pre-allocate Full Size

bt WOR =t
Split into 2GE parts

= [

Location: LEFS'IDEHiShEI'I,"."iFtLIEﬂBDI VMsiTarget systeam\Snapshots'{0e92291a-4319-4be6-8d4f-c3213ea 2038} vdi | I:,a

T Y= [ TaoT T T

Description:

Size: ' 50.00 GB

4,00 ME 2.00TB




o s o l,.v"'_
[ ] E | N
E{lﬁ Tools 57 8= . @ o @
Add Create Copy Mowve Remove Release Search | Properties Refresh

1 Hard disks ':E,:' Optical disks Floppy disks

[eal win2019-for (34 practical)
-lln% I:S} Running
- Mame Virtual Size Actual Size
! 0926ccea-dfd7-4e08-bd93-7ad5bd 797974} _copy.vhd — —
%’T‘ windows 10 (fresh installation) v . . \ F_copy e T e
| N . .
fie]] @) Powered OFF N¥ Copy Virtual Disk ? = 50,00 B 50.00 GB
50.00 GB 1.09 GB
€Ly | Target systeam (After attack Location and size of the disk image 50.00 GB 4.89 GB
BT © ponered of o00G8 13668
Flease type the name of the new wvirtual hard disk file into the box belovw or dick on EDIIIII:I cE 5;:' 00 GE

the folder icon to select a different folder to create the file in.

|get systeam\Snapshots\{0e92291a-4319-4be6-83d94-c3213ea 2038} _copy.vhd | [a

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

| | 50.00 GB |

50.00 GB 2.00 TB

Ty = [T T Tren T

Location: Lars'n,Denisha \WirtualBox YMs\Target systeam'\Snapshots\{0e222915-4319-4beb-83d4f-c9213ea 20138} vdi | EEI_,

Description:

Size: ' 50.00 GB

4.00 MB 2.00TB

Apply Feset
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|

Mounting the disk Image with Arsenal Image Mounter

You can enter the Target system harddisk

|

Recycle Bin Recycle Bin
| 4 = | Tools |
*s Home Share Y *s Home Share
H 3 v A > This PC » SDT_xb4FREE_EN-US ) » Tools » arch Tools H €«
Firefox Firefox
Name
3 Quick access 3 Quick access
Get-ZimmermanTools
kape
Event Log = Documents RegRipp aster Event Log = Documents
Explorer Explorer )
&=/ Pictures

&= Pictures

Notepad++ pjects
[ Desktop
= Documents
; Downloads
1 Music

Pictures

SDT_x64FREE_EN-U¢

&2 CDDri

wnlo

¥ Network

10 items

¢, Arsenal-lmage-Mounte

= Download

Notepad++ bjects

[ Desktop

5| Documents
3 Downlo

1 Music

Pictures

Open image mounter.

SDT_xB4FREE_EN-U$
% CD Drive (0] Virtua

ywinlo

¥ Network

Windows Server 2019 Datacenter Evaluatior
Windows License valid for 178 day:
Build 17763.rs3_release.180914-143:

17:02 jan
) Al e, 1 @ L B Y

= | Arsenal-Image-Mounter-v3

T « Arsenal-lmage-Mount... » Arsenal-Image-Mounter-v3

Name

lib
runtimes
|| aim_cli
%] aim_cli.dll
aim_cli
| | aim_cli.runtimeconfigjson
senal Recon - End User License Agree..,
senal.lImageMounter.dll
al.ImageMounter.Ferms.dll
allmageMounter.deps
allmageMounter.dll
senallmageMounter
allmageMounter
ounter.runtimecenfig.jse
enfig.dil
5 Il
scUtils.Core.dll
scUtils.Dmg.dil
iscUtils Ext.dll
iscUtils.Fat.dll
iscUtils.HfsPlus.dll

Windows Server 2019 Datacenter Evaluation
Windows License valid for 178 days
Build 17763.rs3_release.180914-1434

1703
AN o M
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Recycle Bin

Ewent Log
Explorer

Motepad++

3
O
O
O
N
H
k! |
3
]
O

L

ARSENAL IMAGE MOUNTER ver 39239

Brought to vou by the dewvelopers of Reqgistry Recon

ARSENAL RECON

Arzenal Image Mounter source code and APIls are available for rovalty-free use by open source projects.
Commercial projects must oblain alternatve licensing. Contact Arzenal Recon for more information.

Mo License Detected - Free Mode Enabled

Arsenal Image Mounter is currently running in Free Mode which supports basic
mounting of various disk image formats. For additional functionality, including
mounting Volume Shadow Copies and launching virtual machines, please upgrade to
Professional Mode.

For digital forensics consulting services, contact Arsenal Consulting.

Dizclaimer

Arsenal Image Mounter ("the Softwarae™) 15 provided "AS 15" and "WITH ALL FAULTS,” without warranty of any kind. including withowt
limitaticon the warranties of merchanzbility, fitness for a particular purpose and non-infrngemeant. Arsenal Consulting, Inc. (db/a
"Arsenzal Recon™) makes no warmmanty that the Software is free of dafects or i= suitable for any particular purpose. In no event shall
Arsenal Consultng., Inc. be responsible for loss or damages arising from the installaton or use of the Software, including but not imited
to any indirect, pumnitive, special, incidental or conseguental damages of any character including, withowt imitation,. damages for loss of
goodwill, work stoppage. computer failure or malfunction, or amy and all other commercial damages or losses. The entire risk as to the
quality and performance of the Software is borme by you. Should the Software prove defectve, you and not Arsenal Consulting, Inc.
assume thae entire cost of any sernce and repair.

Ento fconee

lount...

33 items

I _ I _NaD |_-"""

I Thierl File M All - - M A rnnlicratinn evtenc
1 itern selected 493 KB

Server 2019 Datacenter Evaluation

indon
Build

License walid for 178 days

3_release.

3091 4-1434
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Recycle Bin

& Arsenal Image Mounter

File BitLocker Adwvanced Help

¥ oo |8 AR
ARSENAL RECON

I Thierl File M All AR 1T MA A rnnlicratinn evtenc

33 items 1 item selected 493 KB




Recycle Bin

& Mount image file

1 <« Downloads (... » Ewvidence

COrganize « Mew folder

e

Il This PC - . Date modified Type
J 3D Objects — {0926ccea-dfd7-4e08-bd93-7a85bd79797... I 29-06-2023 15:38 Hard Disk

B Desktop | win10-memorny.raw G- 06-2023 09 RAW File

Documents

Downloads

Music

Pictures Select the disk of target machine
Videos

SOT_x6dFREE_EM

CD Drrrwe (D) Vir

Downloads MWW

cF Metwork W€

File narme: |{DQEEccea—dfd?‘—deDs—bd%—?aE&b- v| Supported formats

I Cpen Cancel m
R
ARSENAL RECON

Micrl il ki All AR 1T MA A rnnlicratinn evtenc

33 items 1 item selected 493 KB

Server 2019 Datacenter Evaluation
indows License walid for 178 days
Build 17763.rs5_release.180914-1434

_ 17:04
T de .9 0 onos o~




& Mount options

) Disk device, read only
Mount the disk image as a read-only disk device. Mo write operations will be allowed.

(® Disk device, write temporary
Mount the disk image as a writable disk device using the AIM write filter. Modifications will be written to a write-overlay differencing file and the original
disk image will not be changed. Sometimes referred to as write-overlay or write-copy mode. (NMote - required for launching virtual machines.)

"
Store differencing data in host RAM only (not in a file)

) Disk device, write original
Mount the disk image as a writable disk device. Caution, modifications will be written to the original disk image.

Windows file system driver bypass, write criginal

Sector size: | 512 -
[1 Fake disk signature

FReport a random disk signature to Windows. Useful if the disk image contains a zeroed-out disk signature or you are attempting to mount a duplicate disk
signature. (Mote - requires a valid MBR and partition table. Mot compatible with GPT partitions or images without a partition table.)

[] Create "remowvable" disk device

Emulate the attachment of a USE thumb drive, which may facilitate the successful mounting of images containing partitions rather than complete disks or
images without partition tables. (Caution - see relevant FAC on our website for caveats )

[ Automatically remount at Arsenal Image Mounter startup

Windon

Build 1773

(=




Recycle Bin
Manage Local Disk (F:)
Share Wiewr Drrive Tools
- * This PC » Local Disk (F:) » ot | 10 Search Local Disk (F

(o Mame Date modified Type Size

=
=| Documents
| =

Pictures AtomicRedTeam 28-06-2023 17:57 File folder

== Downloads 0 PerfLogs

07-12-20 G114 File folder

Ewvidence Program Files 16:30 File folder
Ewent Log

Frogram Files (x26 -2021 13: File folder
Explorer ~ [ This PC J (6]

- =

U=sers 12-06-2023 16:32 File folder

P 20 Objects
B Desktop

Documents

Windows 'GQ-06-2023 : File folder

Motepad++
Downloads

Music

Pictures Show the hard disk of Target system in
Videos Forensic Workstation and you can show all
SDT_xBAFREE_EM data
CD Drive (D:) Vir ata.
Systermn Reservec
Local Disk (F:)
s Local Disk (G2
Crownloads OWOWWE

ciF Metwork
B items

Windows Server 2019 Datacenter Evaluation
indows License walid for 178 days
Build 17763.rs5_release.180914-1434

P 17:08
~ T de s9062003




Notepad+~

O,

Event Log

Explorer

Creating a triage data collection with KAPE Tool

File Tools
/| Use Targat opbions

Target options

KapeTriage

MiniTmelneColection

Deduplcats

Target variables

Target variables

Current command lne

# Quick access
Tools
Cases

Il Desktop

& Downloads

;| Documents
= Pictures

Evidence

B This PC
J 30 Objects
I Desktop
Documents
& Downloads
Jx Music
| Pictures
B Videos
- LoOcal Disk (C)

- Windows 10 (E)

Jiew

& Cut

* w Copy path

#| Past

board

e Module options

Manage KAPE

Application Tools

¢ 7 X =

Move Copy Delete Rename Hew
to~ to~ . folder

Organize

» ThisPC Local Disk (C:) Tools » KAPE

™ »
L] yme

Documentation
Modules
[]  Target

‘:"‘3‘: .,, Created: 3

o Get- >©* E
(Ao gy |

gkape.settings

n§

o kapeexe

¥ | Easy access ~ Edit

New item ~ A % Open ~ [ Selectall
v

Select none
Properties
. Invert selection

Open Select

Using kape tool store the
permanent data of target system
in forensic workstation.

J\kape.exe —tsource E: —tdest C:\Case = Documents (\\VBoxSvr) (Z)

@ Network

Targets available: 254 Targets



All Data is store in Cases Folder.

Firefo
T Target options

Targets (Double-click to edit a target)

Notepad+~

Event Log
Explorer

Target variables

Other options

Current command lme

J\kape.exe —-tsource E: —-tdest C:\Cases --tflush —qul

Targets available: 254 Targets selected Modules available: 253




se Target ophbons ge Module options

Target options

lect Event log

Event Log A 0% Vindows Event log
Explorer

EventLogs-RDF Sows Collect

EventTracelogs ndows Event Trace Logs

=
EventTra DATA DESTRUCTION WARNING!
KapeTriage
MiniTimelneCe " WARNING ™

One or more flush options are enabled!

Deduplca

Other options

Yehug messages
Debug messages

Current command lne

J\kape.exe —tsource E: —tdest C:\Cases --tflush —target KapeTriage -ifw —qui

ommand

Targels avoilable: 254  Targets selected: | Modules available: 253  Modules se




(3]

Firefox

Notepad++

Event Log
Explorer

o Select Total execution time: 115.0162 seconds

arg
arge
B
ge

et
arget
Target

|
r
| [
|

Found

Defer

ashing

Co cl ed

red file count:

ApplicationEvents' with Id '2dal6dbf-ead7-448e-300f-fcd442¢3109ba" already p g!
'ApplicationEvents' with Id '2dal6dbf-ead7-448e-a00f-fcd42c3109ba’ already ¢ ing!
'ApplicationEvents’ with Id '2dalédbf-ead7-448e-a0@f-fc442¢3109ba’ already p gl
‘ApplicationEven with Id '2dal6dbf-ead7-448e-a08f-fcd42¢3109ba" already p g!
675 files in seconds. Beginning copy...

due to UnauthorizedAcces
"Ze-" due to ‘nﬂuf??ﬁf'i:
\$Usndrnl:$7' due to Nc
\$Usnlrn l‘(raw' due to NotSupportedException
ﬂ:$5DS' due to NotSupportedException.
“:' due to UnauthorizedAcc xception...
\ d\$RmMetadata\§TxfLog\$ due to NotSupportedException.
7. (:pving locked files...
d file "E:\$MFT' to 'C:\Cases\E\$MFT'. Hashing
"E:\$LogFile' to 'C:\Cases\E\$LogFile'

Deferring
Deferring
Deferring
Deferring
Deferring
Deferring
Deferring

sException...
edAccessException, ..

itSupportedException...

c
P

mmr

T

source file, ..

Hashing source file...

Copied deferre
Copied def&r"ed file

-

red file \$Usnlrnl:$3' to 'C:\Cases\E\$Exte file...
\$UsnIrnl:$Max' to 'C:\Cases\E\$Ex
$SDS* to "C:\Cases\E\$Secure $5DS

to 'C:\Cases\E\$8 Hashing source file...
J\$RmMetadata\$Txflog\$Tops:§7" to 'C:\Cases\E\$Extend\$RmMetadata

nd\$J'. Hashing source
u“d\sWJi'
Haih‘ﬂc source file,..

Copied defer
Copied deferred file
Copied deferred file
Copiedhdeferred file

Cop h%{i@f&"—d file

source file...

+
f
f

601 (Deduplicated: 74 CopyLog.csv' in 'C:\Cases' for

Current command line

e —tsource E; - ~tflush -

-target KapeTria

Targets available: 254 Hodules available: 253

Hashing source file...

$Txflog\$T

copy details

Other options

Debug messages



)

Firefox

File Home

New item * J Select al
v
¢ s

Easy access ~ Edit Select none
Delete Rename New Properties

File Bitlocker Advanced Jac vl ! ’ folder . i Invert selection

+ Z'\Evidencewin10-di ard Organize Oper Select

¢ | Local Disk (C) » Cases

Event Log

Explorer

v o Quick access

Tools

237223835_Consolelog.tt
Comes 3-231223835_Copylog.csv
I Desktop ' 03237223835 SkipLog.csv
& Downloads
Documents

= Pictures

Evidence
v [l ThisPC

J 30 Objects

B Desktop Show the hard disk data in
- Cases folder.

& Downloads
J Music

Pictures

I Videos
<+ Mount die
Local Disk (C:)

Windows 10 (E)

w Documents (\\VBoxSvr) (Z)

@ Network




Recycle Ban

Notepad++

Evert Log

Baplorer

Manage Wind

Teal

AtomicRedTeam
BGinfo

Perflogs
Program f
Progrem Files

gtamiats

‘r Downloeds
) Music

= Pictuee

B Videc

ocal Disk

- Windows 10 (E)

w Documents

# Netwerk

144 PM

Cliyd




Disk Analysis Process

Go to the link and Download the materials.
https://github.com/bluecapesecurity/ PWF /blob/main/Resources/Analysis-Notes-Template.docx




Windows Registry

The registry or Windows registry is a database of information, settings, options, and
other values for software and hardware installed on all versions of Microsoft
Windows operating systems. When a program is installed, a new subkey is created in the

registry. This subkey contains settings specific to that program, such as its location, version,
and primary executable.




g 20 Objects
B Desktop
=| Documents
* Downloads
J'& PAusic
&= | Pictures
B Vvideos
s SDT_xGAFREE_EM-LIS
&5 CD Drive (D:) Virtua
== [Downloads (WOWWEBox

=F Metwork

32 itemnms

=1 - Get-Zimmerman Tools
Home Share Wiewr
— R » This PIC » SDT_x6AFREE_EMN-LUS_VWHD (C:)
Mame -
= CQuick access e
Bl Desktop EFViewer
-‘ Downloads Hasher
=| Deocurments iisGeclocate
=| Pictures JumpListExplorer
Cases MFTExplorer
== Downlocads (OWWBox EECd
Evidence RegistryExplorer
e
Bl This PC

ShellBagsExplorer
SCQLECmd
TimelineExplorer
HOWFIMA
MRemoteFileDetails
AmcacheParser

AppCompatCacheParser

iLI L%

bstrings

[
=

=] CThangelLog

Ly Get-Fimmerman Tools
& ILECmd

LECmd

PAFTECmd

(¥ PECmd

= RBCrmnd

i RecentFileCacheParser
i rla

BF SEECHmd

! SrumECrnd

D ==
il M

>

Tools

-

Get-FZimmerman Tools

Drate modified

3 13:40
23 13:40
 13:41
3 13:44
3 13:41
23 13:41
23 13:41
3 13:42
3 13:42
3 13:43
23 13:43
2 13:43
3 13:44
3 13:44
23 11:49
3 15:13
2 12:28
3 13:44
3 14:24

>
Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
C5W File
Application
Application
Application

Text Docurment

Windows Powers...

Application
Application
Application
Application
Application
Application
Application
Application

Application




+ | RegistryExplorer

LYAT2TT

I [
+

R

L

This PC > SDT_x64FREE_EM-US_WHD (C:)

-

Tools

-

Get-ZimmermanTools

* RegistryExplorer

7 Cuick access

B Decktop
lr Downloads
=| Documents
= | Pictures

Cases

Downloads (WOWWEBox

g

Evidence

[ This PC
P 20 Objects
B Desktop

M

Documents
Downloads

Music

Pictures

Videos
SDT_x64FREE_EM-LIE
CD Drive (D) Virtua
Downloads (WOWEBoOx

HRAPFENYen

ciF Metwork

b items

Mame -
Bookmarks
Plugins
Settings
| LICEMSE
¥ RegistryExplorer

| RegistryExplorerfdanual.pdf

Date modified

Go to this path and open Registry

Explorer.

Type

File folder

File folder

File folder

Text Docurment
Application
PDF File

Size
2 KB
&0 651 KB
3,874 KB

e

o

Search RegistryExplorer
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Recycle Bin

Ewent Log
Explorer

Motepad++

!
| Fie |
+

= | config

Date modified

Search config
Type

File
File
File
File
File

Go to this path and load all Registry
hives on Registry Explorer.

Home Share Wieww
Rl « |Cases » F » Windows » System32 » config
63 Mame
i Cuick access
DERALILT
I Deskto -
P | SAM
G. Downloads | SECURITY
L._| Docurments ] SOFTW.ARE
&= Pictures | SYSTEM
Cacses
= [lownloads (WOWWE
Evidence
H This PC
P 20 Objects
B Decktop
=| Documents
Qr Downloads
J'? Music
&= | Pictures
B Vvideos
e SDT _xBAFREE_EM
\?" CD Drree (D) Vir
- Systern Reservec ..
5 items selected 78.2 ME
Key: ROOT

o
Size
v Data Wal
512 KB = = =
641 KB
32 KB
62,608 KB
11,008 KB
ewWer

0a3:34

T d® 3506003



Recycle Bin

Ewent Log
Explorer

Motepad++

@ Reqgistry Explorer v1.6.0.0
File Tools Options Bookmarks (4/0) WView Help

Registry hives (5) Available bookmarks (73,/0)

Key name

RA:AC

4 @ C\Cases\F\Windows\System32\config\SEC...

Last write imestamp

2023-06-29 08:

b ! RDOT ]
4 i C:\Cases\F\Windows\System32\config\DEF...

3 ROOT

* | . Assodated deleted records

=g Unassodated deleted values
4 @ C\Cases\Fi\Windows)System32\config\SAM
2 ROOT
* | . Assodated deleted records
4 @ C\Cases\F\WindowsYSystem32\config\SY ...
2 ROOT
* | Assodated deleted records
b | 5 Unassociated deleted records
=F Unassodated deleted values
4 i C:\Cases\F\Windows\System32\config\50...
3 ROOT
* | . Assodated deleted records
b | 5 Unassociated deleted records
=g Unassocdated deleted values

Key: ROOT

Selected hive: SECURITY Last write: 2023-06-29 08:01:15

Key contains no values Load complete

Values

Type viewer

Value Slack

Build 17763.rs5_




@ Registry Explorer v1.6.0.0 — >
File Teocols Options View Help

Fegistry hives (5) Available bookmarks (F3/0) Values
Find
Value Mame Value Type Data Value... | Is Del... | Data Rec...
Key name
¥ | afEc AElc ;1 e [ ;1\ [ | |
¥ ALNC oy
» | ProgramFilesDir Regs5z CiWPr... | 00-00
F P C\Cases\FiWindows\System32\ config\SECURITY = . - =
@ C\Cases\F\WindowsSystem32\config\ DEFAULT Sl IE=tT RegSz CPr.
W C\Cases\F\Windows\System32\config\SAM ProgramFilesDir (x86) Regsz C:WPr... 00-00..
» P C\Cases\F\Windows\System32\config\SYSTEM CommonFilesDir {x85) RegSz C:¥r... | 00-00...
4 i C\Cases\Fi\Windows\System32\config\SOFTWARE CommoniWa432Dir Regsz C=¥Pr
» Channels DevicePath RegExpan... %Sys... | 00-00
command MediaPathUnexpanded RegExpan... %Sys... 00-00...
¥ _C-:-ntn:ll Panel ProgramFilesPath FRegExpan...  %Pro... 00-00...
- r e riiviriivknsalimn U mngSoﬁwarehwes ..................................... Program\Ws432Dir RegSz C:\Pr...  00-00
3 CurrentvVersion
- - < SM_ConfigureProgramsM...  RegSz SetP...  Q0-00...
b E=| Windows Defender gathering the information :
R Windows Defender . H S5M_GamesMame Regsz Games
N about current version of OS.
v
£ >
Bookmark information
Hiwve C:\Cases'\FiWindows\System32Zvoonfig\SOFTWARE
Category Operating system Type wiewer Slack wiewer Binary wiewer
Mame Currentversion Value name |F"r|:|gramFiIE5Dir
Key path MicrosoftYWindowsYCurrentVersion value type |REQSE
Short description Windows version informaton (Windows key)
Value C:VProgram Files
Long description
Faw value 43-00-3FA-00-5C-00-50-00-7F2-00-5F-00-67-00-72-00-51-00-50-00-2
O-00-45-00-59-00-6C-00-5 5-00-7F3-00-00-00
Key: Microsofth WindowshCurrentWersion Value: ProgramFilesDir | Collapse all hives

Selected hive: SECURITY Last write: 23-06-2023 17:12:44 + 0000 11 of 11 values shown (100.00%5 Hidden keys: O 1




@ Registry Explorer v1.6.0.0

File Teocols Options View Help
Fegistry hives (5) Available bookmarks (F3/0) Values
Find
Value Mame Value Type Data Value ... |IsDel... |Data Re...
Ke
¥ name ¥ | afEc Afc afElc ;|| [ | |
¥ ALNC oy
{default) Regsz MAMSrvc 0Z2-00...
F P C\Cases\FiWindows\System32\ config\SECURITY - =
@ C\Cases\F\WindowsSystem32\config\ DEFAULT * | Computerhame [RegSz DESKTOP-MD2HC. . | 01-00..
P C\Cases\Fi\Windows\System32\config)SAM
4 i C\Cases\FiWindowsSystem3 2\ confighS¥YSTEM
2 14d36e972-2325-11ce-bfc1-08002be 103 15}
b I53f55307-babf-11d0-94F2-00a0c9 1efhab Usmg System hlVC
3 f6bdd 1fice-8 10f-11d0-becT7-08002be 2092} .
AppCompatCache gatherlng the
» bam . .
_ information about
Devices
’ . Computerlame computer name oI :
¥ CrashControl t t t )
[ DeviceClasses arge Sys cm. o
£ >
Bookmark information
Hiwve C:\Cases'\FiWindows\System32yvoonfig\SYSTEM
Category Operating system Type viewer Slack viewer Binary viewer
Mame ComputerMame Value name |CDI‘|‘||3LI12EFNEII‘I‘|E
Key path ControlSetid 1\ ControlyComputerMame YW omputerMame value type |REQSE
Short description The name of the computer val T T —
Value
Long description The name of the computer
Faw value 44-00-45-00-53-00-496-00-54-00-494F -00-50-00-2D-00-40-00-434-00-3
2-00-43-00-43-00-50-00-54-00-00-00
Key: ControlSet00 1 Controh ComputerMamel ComputerMame Value: ComputerMName | Collapse all hives

Selected hive: SECURITY Last write: 23-06-2023 16:12:17 + 0000 2 of 2 values shown (100.00%5 Copied Value data to clipboard Hidden keys: O 1




Gathering system information with RegRipper

Follow the Step for Regripper

1. Go to the C:\Tools\RegRipper\ > open cmd > dir > rip.exe
2. You can create a folder in ¢ drive with Analysis and also create registry folder in Analysis
3. Insertthe file in Analysis folder:
C:\Cases\F\Windows\system32\config- DEFAULT
SAM
SECURITY
SOFTWARE
SYSTEM
C:\Cases\F\users\Denisha- NTUSER.DAT
C:\Cases\F\users\Denisha\ Appdata\Local\Microsoft\Windows\ - UserClass.dat
. Backto cmd and type rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p winver
. rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p nic2
. rip.exe —r C:\Cases\ Analysis\Registry\SYSTEM —p timezone
. rip.exe —r C:\Cases\ Analysis\Registry\SYSTEM —p shutdown
. rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p defender

0 N O\ U W



= | RegRipper3.0-master

Home Share View

|
* | I C\Tools\RegRipper3.0-masterRegRipper3.0-master Search RegRipper3.0-master
|

-~ Mame Date modified Type

7 Quick access

B Desktop
; Downloads

e T
1 [ B

plugins 01-07-2023 De:42 File folder
[ | .gitattributes 11-03- GITATTRIBUTES File
[ | Base.pm 11-03- P File
=] Documents [ File.pm 1-03- PM File
i=| Pictures | | Key.pm 1-03- PM File
Evidence [ ] license.md 11-03- MDD File
Execution [£] license 71-03- Text Docurment
[2] p2x3124.dIl 11-03- Application extens...
) q 11-03- lcon
| | README.md '1-03- MD File
EH This PC regrip 21-03- Windows Batch File
g 2D Objects 2 rip 11-03- Application

£ rip_bulk 11-03- Compressed (zipp...

plugins
Registry

Documents
Application

PL File

Downloads
Music
Pictures
Videos
SDT_xB4FREE_EN Go to this path and open cmd.
CD Drive (Dx) Vir
== [ownloads (OWE

003

oy EI I::] a |:_|




-

Home Share

Administrator: CWWIindowshSystem32hcmd.exe

Microsoft Windows [Version 18.8.17763.737]
{c) 2818 Microsoft Corporation. All rights reserved.

C:\Tools\RegRipper3.@-masterh\RegRipper3. El—maste

Rip v.3.8 - CLI RegRipper tool
Rip [-r Reg hive file] [-f profile] [-p plugin] [options]
Parse Windows Registry files, using either a single module, or a profile.

MOTE: This tool does NOT automatically process Registry transaction logs! The tool
does check to see if the hive is dirty, but does not automatically process the
transaction logs. If you need to incorporate transaction logs, please consider
using yarp + registryFlush.py, or rla.exe from Eric Zimmerman.

Registry hive file to parse

Check to see if the hive is dirty

Guess the hive file type

Automatically run hive-speciftic plugins

Automatically run hive-speciftic TLN plugins
-t [profile] use the profile
-p [plugin] use the plugin

list all plugins

Output plugin list im C5V format (use with -1)
-5 systemname system name {(TLN support)
-U username User name (TLN support)

Update default profiles

Help {(print this information)

C:h>rip -r c:hcaselsystem -f system
C:%>rip -r c:hcaselntuser.dat -p userassist
C:h»rip -r c:h\case‘\ntuser.dat -a

= [ownloads (OWE

e . .

16 items

i
o
i
y)

o s 016
LS | P A% 09 072023 L



-5 systemname...... system name (TLN support) -

-U USEFMNEME. ..o .w .. User name (TLN support)
SUP L e i i e e Update default profiles
-he o Help (print this information)
Ex: C:\»rip -r c:\case\system -f system
C:h>»rip -r c:\case\ntuser.dat -p userassist
C:h>rip -r c:\caseZwntuser.dat -a
C:herrip -1 -c

All output goes to STDOUT; wse redirection (ie, > or »») to output to a file.
copyright 2828 Quantum Analytics Research, LLC

C:\Tools\RegRipper3. 8-master\RegRipper3._8-master>rip.exe -r C:\Cases‘\AnalysisiRegistry\SOFTWARE -p winwver
Launching winver wv.28288525

winver wv.282808525

(Software) Get Windows wversion & build info

ProductMName Windows 18 Enterprise Ewvaluation
ReleaseID 2869
BuildlLab 12841 .vb release.191286-1486
BuildlLabEx 19841 .1 . amdédfre._vb release.191286-1486
CompositionEditionID EnterpriseEval
RegisteredOrganization
RegisteredOwner Denisha . . 2 .
InstallDate 2023-86-28 16:13:27% Using plugins gathering more details
InstallTime 2623-66-28 16:13:272 Here using winver plugin show detail
C:\Tools\RegRipper3.@-master\RegRipper3.@-master:>» about windows version.
b
_— - 0920
8 o o o - A T de ]
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Microsoft Windows [Version 18.8._.17763.737] ~
{c) 2818 Microsoft Corporation. All rights reserwved.

C:3\Tools\RegRipper2.0-master\RegRipper3.8-master>rip.exe -r C:ZCasesiZAnalysisZRegistry\SYSTEM -p timezone
Launching timezone wv.28288518

timezone wv.20200518

(System) Get TimeZoneInformation key contents

TimeZoneInformation key Tlmezone Plugln use for
ControlSet@@l\Controli\TimeZoneInformation o o
LastlWrite Time 2823-86-28 16:84:247 detall a'bout tlme
DaylightName -» @tzres.dll,-491
standardName -» @tzres.dll,-492
Bias -» -338 (-5.5 hours)
ActiveTimeBias -> -338 (-5.5 hours)
TimeZonekKeyMame-> India Standard Time

C:\Tools\RegRipper2.0-master\RegRipper2.08-master>rip.exe -r C:\Cases‘\Analysis\Registry\SYSTEM -p nic2
Launching nic2 v.28288525

nic2 wv.28288525%

{System) Gets NIC info from System hiwve

Adapter: {S546abta36-9cla-46da-bl44-6768bl13c717c}
LastlWrite Time: 2823-86-28 16:84:517

EnableDHCP 1

Domain o o

MameServer Nic2 plugln use for
ControlSeteel\Services\Tcpip\Parameters\Interfaces has no subkeys. detail about network
Adapter: {737b8694-15cd-1lee-al76-886ebtbeclb63}
Lastlrite Time: 20823-86-28 16:085:147F card.

ControlSet@8l \Services\Tcpip\Parameters\Interfaces has no subkeys.
Adapter: {f2d726a5-81322-4845-bbf7-28d9el13d48bd}
LastWrite Time: 2823-86-29 B88:81:187

EnableDHCP 1

Domain

MameSerwver

DhcpIPAddress 18.8.2 .15

DhcpSubnetMask 255 _.255_ 255.8

DhcpServer 1. 8.2 _2

Lease 264806

LeaseObtainedT ime 2023-86-29 83:981:187

T1 2023 -860-29 Z2e:681:1875 L
i ~ =5 € m s S e e e
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EXE

ControlSet@@l\Services\Tcpip\Parameters\Interfaces has no subkeys.

C:3\Tools\RegRipper3.0-master\RegRipper3.8-masterr>rip.exe -r C:\Cases‘Analysis\Registry\SYSTEM -p networklist
Launching networklist v.282808518

Launching networklist v.28280518

{Software) Collects network info from MNetworklList key

Microsoft\kWindows NTAZWCurrentVersion\NetworklList\Profiles not found.

C:\Tools\RegRipper3.0-master\RegRipper3.8-master>rip.exe -r C:Z\Cases‘Analysis\Registry\S¥YSTEM -p shutdown
Launching shutdown wv.28288518
shutdown wv.28288518

{(System) Gets ShutdownTime wvalue from System hive

Detail about last shutdown time of
ControlSet@@l\ControliWindows key, ShutdownTime walue

LastlWrite time: 2023-86-29 00:88:85F target SYStem-

ShutdownTime > 2823 -86-29 ©9:88:857

C:3\Tools\RegRipper2.0-master\RegRipper3.8-master>rip.exe -r C:Z\Cases‘Analysis\Registry\SOFTWARE -P defender
Launching defender wv.28288427

defender wv.28266427

{Software) Get Windows Defender settings

Key path: Microsofti\kWindows Defender o 3
LastWrite Time 2823-86-29 @9:87:527F Deta11 about MlCl‘OSOft defender

Key path: Microsofti\kWindows Defender‘\ExclusionsiPaths

Key path: Microsofti\Windows Defender\Exclusions\Extensions

Key path: Microsofti\Windows Defender\Exclusions\Processes

Key path: Microsofti\kWindows Defender‘\Exclusions\TemporaryPaths
Key path: Microsofti\Windows Defender‘\ExclusionsiIpAddresses
Key path: Microsoft\Windows Defender\Features

TamperProtection value = 1

If TamperProtection wvalue = 1, it's disabled

Key path: Microsoft\Windows DefenderZReal-Time Protection

@ ~° 5 € m éFEa R

I
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Parsing registry hives in bulk with RegRipper

Go to the Registry folder location > open cmd > dir > attrib * > attrib -h NTUSER>DAT > attrib —h

UserClass.dat
2. For /1 %1 1n (*) do (C:\Tools\RegRipper\rip.exe — %1 —a > %i.txt).
3. Show in Registry folder text file automatic created then after all file selected and edit with Notepad++ and show

the all detail of target system.

1.



=
Home Share

T > This PC » SDOT_wB4FREE_EM-US_VHD (C:) » Cases > Analysis

BC:\Casesh\Analysis\Registryrattrib -h NTUSER.DAT

C:\Casesh\Analysis\Registry»attrib -h UsrClass.dat

C:\Cases\Analysis\Registry>

0939 |:_|
09-07-2023
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Administrator CH

29-B6-2023 89 : 838
29-06-2023 80 : 838
29-96-2023 29 1 88
29-86-2023 29 : 88
29-96-2023 &9 a8
5 File(s)
2 Dir(s)

524,288 DEFAULT

85,536 SAM

32,768 SECURITY
Ja,254 592 SOFTHWARE
11,272,192 SYSTEM

82,149,376 bytes
22,986,297 ,344 bytes free

:ZCaseshAnalysishRegistry>»attrib =
:Z\CaseshAnalysis\Registry\DEFAULT
:ZCasesMAanalysish\Registry\NTUSER.DAT
:ZWCaseshAnalysishRegistry\SAM
:ZWCaseshAanalysishRegistry\SECURITY
:ZWCaseshAnalysishRegistry\SOFTHARE
:ZCaseshAnalysis\Registry\S¥STEM

H

oD DD DO
(aNaNaNaNaly!

]

:ZCasesMAnalysis\Registry»attrib -h NTUSER.DAT

]

:ZCasesMAnalysishRegistry>for /r %2i in (*) do (C:\Tools\RegRipper2.8-master\RegRipper3.8-master\rip.exe -r i -a > Xi.txt)

C:Z\Cases\analysis\Registry>(C:\Tools\\RegRipper3.@-master\RegRipper3.@-masteririp.exe

1>C:\Cases Analysis\Registry\DEFAULT.txt )
adobe v.28288522
allowedenum wv.282868511
appassoc v.202808515
appcompatflags v.282088525
appkeys v.28208517
applets v.Z28208525
apppaths v.28288511
appspecific wv.28288515

Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching

[*] Launching iconlayouts w.28211881

appx

v.28280427

arpcache v.282088515
attachmgr v.28288525
cached wv.28288525
cmdproc v.2e82eeas515
comdlg32 wv.Z28288517
compdesc v.28288511

DD w. 281468414
disablemru wv.28198924
environment wv.28288512
featureusage v.28288511
[*] Launching heidisgql wv.28281227

Launching identities wv.28288525

= - B

= O

[em—|

Execute the command for create the text file of

registry hives.

-r C:ZCaseshaAanalysis\Registry\DEFAULT

o~ T g

1720
30-06-2023

-d



= | Registry

Home Share WView

T This PC » SDT_xB4FREE_EM-US VHD (Z:) » Cases » Analysis » Registry Search Registn,

7 Quick access
I Desktop
,‘, Downloads
[£Z] Documents
&= Pictures
Evidence
Execution
plugins
Registry

H This PC
P 30 Objects
I Desktop
[£2] Documents
‘ Dewnloads
J‘.\ Music
&= | Pictures
ﬁ Videos
i SDT_xB4FREE_EM
CD Drive (D) Wir
= Downloads (VI

B

14 items

L]

Mame

|=| UsrClass.dat
[ ] UsrClass.dat
=] SYSTEM

(] SYSTEM

=] SOFTWARE
[ | SOFTWARE
[=] SECURITY

[ | SECURITY
=] sAM

[ saM

[=] MTUSER.DAT
[ ] MTUSER.DAT
[=| DEFAULT

[ | DERAULT

Date modified

Type

Text Document
DAT File

Text Document
File

Text Document
File

Text Document
File

Text Document
File

Text Document
DAT File

Text Document
File

Show the all text file of
registry hives.

036
L
= de 09-07-2023

]




= | Registry
Haome Share WView
T » This PC » SDT_x64FREE_EM-US WHD (C:) + Cases »* Analysis * Registry Search Registn

-~ Mame Date moedified Type

#F Quick access

B Cesktop
4 Downloads

UsrClass.dat : Text Document
UsrClass.dat JG-06-2023 0907 DAT File
SYSTEM F-2023 10 Text Document
SYWSTER G-06-2023 0% File
SOFTWanC 023 10 Text Document
SOFTW Open 3 0% File

4

=] Documents
&= Pictures

Evidence

Execution
plugins
Registry

@ This PC
g =20 Objects
B Cesktop

=] Documents
1‘ Downloads
J’! Music
Pictures
| Videos
SDT_xbAFREE_EM
CD Drive (D) Vir
== [Downloads (WWE

=
o
=
]
=
o
=
1
=
1
=
1
=
1

SECUR
SECUR
S8M
S5AM

Print
Edit

Edit with Motepad++

Share
Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Text Document
File

Text Document
File

Text Document
DAT File

Text Document
File

Open any file with Notepad++ and
collect all detail about particular

L

B

14 itermns 1 item =selected 2.41 MEB

F1 s




K

E
IFiIE Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7 +

= : 3= = == = &
o E= (=] oléﬂl E:]| |Eﬂ£‘;ﬁ|-§ =-| | + ='.-=-—J'-t|_I-E|-—' |E| (k]
= El [=| s¥STEM.bt E3 EDEF.—'_-LILT.tﬂ ]Er-JTHSER.D-—_-T.m ]E SAM. bt ]E SECURITY.bxt ]E SOFTWARE. ]
2Te2 Hame = wmicrdw #
2T 63 Display = @%svystemrootihvsystemIZhicsvoext..dll, —6e01
2764 ImagePath = $svstemrootbtIwvsvyvstem3IZhsvchost.exe —k ICService —p
2765 Tyvpe = Share ™
27 Startc = Manual] Find =
27TeT Group = i
R Find Replace Findin Files Findin Projects  Mark ShOW any
2Te9 Hame = wmicsh . . .
277¢ Display = @sys Eind what:| ~ I Find Next | O information
2771 ImagePath = Ssystg . .
2772 Tvpe ——— Count using plugin.
27T 3 Start = Manual In selection Find All in Current
27T77T4 Group = Document
R Hame — micti [ | Backward direction Find All in All Opened
e - ) ] [ mMatch whole word only Documents
=2 Display = EZsvyst
2778 ImagePath = %svsts [ IMatch case Clase
2779 Type = Share | Wrap around
2780 Startc = Manual
781 Group - Search Mode Transparency
e - Por. (@) Mormal (®) On losing focus
2783 Hame = wmd oW () Extended O, Y, M WD, L) ) Always
= = Display = E%s¥SY () Regular expression . matches newline ]
2TES ImagePath = $svsts Fal
27 Type = Share | b
<€ >
Mormal text file length : 3,871,631 lines: 7,241 Ln: 2738 Col: 153 Pos:1,0828176 Windows (CE LF) LUTF-2 IMNS
i SDT_xBAFREE_EM

{5! CD Driwee (D) Wir we
12 items b items zelected 2.24 MEB [=

Defender settings: Key path: Microsoft\Windows Defender\Real-Time Protection

LastWirite Time: 2023-06-29 08:14:347F
Registry: HKLM\Software\Microsoft\Windows Defenderl, h




[J‘ ChCaseshAnalysishRegistihSY5STEM.bt - Motepad++ [Administrator] — (I >

File Edit Search VWiew Encoding Language Settings Teools Macre Run Plugins  Window 7 + w
= | ‘:I > = =_ = = = r
o ooléﬂl | |ﬂ'@ﬂﬂ1‘i§ﬂ|"‘g =-| | A EE E IS (==l |E| (b
= El [=l| s¥STEM.bt ﬂEDEF.—:ULT.tﬂ ]Er-JTUSER.D;T.m ] SAM. bt ]E SECURITY.bxt ]E SOFTWARE. ]
2Te2 Hame = wmicrdw #
2T 63 Display = @%svystemrootihvsystemIZhicsvoext..dll, —6e01
27 ImagePath = $svstemrootbtIwvsvyvstem3IZhsvchost.exe —k ICService —p
27 Tyvpe = Share Process
2TBE Stcartc = Manual
27TeT Group =
2Te9 Hame = vmicshutdown
2T7TTC Display = @%svyvstemrootihvsystemIZhicsve.dll, —-301
277 ImageFath = Ssyvstemrootihsystem3Zi\svchost.exe -k LocalSvyvstemMletworkREestricted —p
2T T2 Tyvpe = Share Process
2T 3 Startc = Manual "
< >

Search results - (9 hits)

E%SE&FGh "shntdown" (9 hits in 1 file of 1 =earched) |
— C:ZWCases\Analy=sis\\Registry\SYSTEM. txt (9 hits)

Line : ClearPageFileAtShutdown = 0

Line H Name = wmicshutdown

Line ! shutdown w.20200518

Line : [(Swywstem) Gets ShutdownTime wvaluse from System hiwve

Line ! ControlSet00lZ\ControlZWWindows key, ShutdownTime walue

Line ! ShutdownTime : 2023—06—-29 09 :08:05Z

Line : Z019—-1Z2—-07 09:16:04Z, vmicshutdown, @FsvyvstemrootE\system3IZhicsvo.dll;—301, Fsystemrootiysystem3I2\svchost .. exe —k

Line : Z019—-1Z2-07 09:15:07Z, vmicszhutdown’ Parameters, , $SvstemRootci\System3Z2 \icsvo.dll, ., .
£ >
Mormal text file length : 3,871,631 lines: 7,241 Ln: 2738 Col: 153 Pos:1,0828176 Windows (CE LF) LUTF-2 IMNS

e SDT_xBAFREE_EM
w8 CD Drive (D) Vir o

12 items b items zelected 2.24 MEB [~

Defender settings: Key path: Microsoft\Windows Defender\Real-Time Protection

LastWirite Time: 2023-06-29 08:14:347F
Registry: HKLM\Software\Microsoft\Windows Defenderl, h




User Accounts and SIDs Overview

Administrator: Command Prompt o
Microsoft Windows [Version 18.8.17763.737] -~
{c) 2818 Microsoft Corporatiom. All rights reserwved.

C:wWUsers’\Administ r‘atn::ir"
mand is:

The syntax of this com

MET
[ ACCOUNTS | COMPUTER | COMFIG | COMNTINUE | FILE | GROUP | HELP |
HELPMSG | LOCALGROUP | PAUSE | SESSIONM | SHARE | START |
STATISTICS | STOP | TIME | USE | USER | VIEW ]
C:WUsers’Administrator>net accounts
Force wuser logoff how long after time expires?: Mewver
Minimum password age (days): e
Maximum password age (days): F B
Minimum password length: &
Length of password history maintained: Momne
Lockout threshold: Mewver
Lockout duration {(minutes): 38
Lockout observation window {(minutes): 38
Computer role: SERVER

The command completed successfully.

C:WUsers’hAdministrator}inet user

User accounts for AW WHIN-AJDE7GOIQED

Administrator DefaultAccount Guest
WDAGUTEiIilityAccount
The command completed successfully.

C:WUsershaAdministrator}inet localgroup

Aliases ftor \ \WHWIN-AJDB7GOIQED

*Access Control Assistance Operators

=Administrators

*Backup Operators

*Certificate Service DCOM Access

*Cryptographic Operators -

: - _ 05:25
L A i L= | o ~ T d% 5072023 B

I



Administrator: Command Prompt

C:\Users)\Administrator>net localgroup

Aliases for W\WWIN-AJDBYGOIQE]D

*Access Control Assistance Operators
=*Administrators

*Backup Operators

*Certificate Service DCOM Access
*Cryptographic Operators

*Device Owners

*Distributed COM Users

*Event Log Readers

*Guests

*Hyper-V Administrators

*TTS TUSRS

*Network Configuration Operators
*Performance Log Users
*Performance Monitor Users
*power Users

*Print Operators

*RDS Endpoint Serwvers

*RDS Management Servers

*RDS Remote Access Servers
*Remote Desktop Users

*Remote Management Users
*Replicator

*Storage Replica Administrators
*System Managed Accounts Group
*Users

The command completed successfully.

C:\Usersh\Administrator>whoami
win-ajdb7goigqejhadministrator
C:\Usersi\Administrator>whoami fuser

USER IMFORMATION

05:25

~ B w51 07-0003 a




Administrator: Command Prompt

*Users

The command completed successfully.

C:ZWsershAdministrator
win-ajdb7goigej\admini

C:\sersiAdministrator

USER INFORMATION

behoami

L= = =y )

whoami

Juser

win-ajdb7goigejihadministrator

C:\Users\Administrator:>g

[ 1]
[ | ]
o
I

5-1-5-21-33691724682-31999036868-3115234934-580

A N [

0525
01-07-2023

5.'1_1:-



Analysis of user accounts , groups and profiles

All Hives load in Registry Explorer and open SAM hive and click the on the user folder.

@ Registry Explorer v1.6.0.0
File Toels Options View Help

Reagistry hives (5) Available bookmarks (73,/0) Values User accounts

Key name

R C

r @ C\Cases\Analysis\Registry\DEFAULT
4 @ C\Cases\Analysis\Registry\SAM

2 Aliases

b IUsers

W C\Cases\Analysis\Registry\SECURITY
@ C\Cases\Analysis\Registry\SYSTEM
W C\Cases\Analysis\Registry\SOFTWARE

<

Bookmark information
Hiwve C:\Casesanalysis\Registry\SamM

Category Operating system

Mame Users

Key path SAM\DomainsVicoountiUsers <

Total rs: B
Short description User accounts oral row

Long description User accounts in SAM file Type viewer

Value name |I:|:|Efﬁl_|lt}

Value type |Rengnrd

Key: sant Domainsi Accountt Users Values: (default) Collapse all hiwves

Selected hive: DEFALILT Last write: 28-06-2023 16:32:29 +00:00 1 of 1 wvalues shown (100.00%5 Hidden keys: O 1

: 05:48
= 9% o107-2003




#
File Tools Options View Help

Reaqistry hives (5) Available bookmarks (73/0) Values User accounts

Key name
C
ki C\Cases)\Analysis\Registry \DEFAULT
4 P C\Cases\Analysis'Registry\SAM
¥ Aliases
[ Users
P C\Cases\Analysis\Regi
i C\Cases\Analysis\Regis|
i C\Cases)\Analysis\Regis|

Export successful

o Values exported to 'C:YUsersiAdministratoriDesktopUser accounts_Values_Export_2023070105483 1. xdsx'

Bookmark information
Hive C:\Casesl

Category Operating sysbem

Mame Users

Key path SAM\DomainsWooountiUsers <

Total rows: &
Short description User accounts !

Long description User accounts in SAM file Type viewer

Value name ||:n:|e1'ault]|

Value type |F{engnrd

Key: sam Domainsi\Accounth Users Value: (default) | Collapse all hives

e e

Selected hive: DEFALLT Last write: - 06 :32:29 +00:00 1 of 1 wvalues shown (100.00% Hidden keys: 0 1
05:48

W= 9% 0107-2003




| Desktop

Home Share Wiew
« “f~ B » This PC » Desktop w0 Search Desktop

~ Mame Date moedified Type

w g Quick access D
book 05-07-2023 05:13 Office Open
I Desktop .

3} Event Log Explorer 28-06-2023 13:23 Shortcut

¥ Downloads | ] User accounts_Values_Export_2023070105... 7-2023 05:48 XLSX File

=] Documents
&= Pictures

Evidence

Execution Open thlS ﬁle 11’1

plugins timeline explorer
Registry
w [l This PC
g 30 Objects
I Desktop
=] Documents
4 Downloads
J'ﬂ Music
= Pictures
ﬁ Videos
i SDT_x64FREE_EM
CD Drive (D) Vir
== [Downloads (OWE
w
3 items

1004

Tl ds L

09-07-2023




Share

[ Mew item ~ n FH select an

4 - £ ‘f
Copy path ) ) 1_| Easy access ~ J Select none

Pin to Quick Copy  Paste Move Copy Delete Rename Mew Properties .
access | Paste shortout to to - folder - Dﬂlnuert selection

Clipboard Crganize Mew Cpen Select

— w A » This PC » SOT_xB4FREE_EM-US_WHD () » Teools » Get-ZimmermanTools » TimelineExplorer » w | ) Search TimelineExplorer

Fa

B Desktop -~ Mame Date modified Type Size

¥ Downloads Layouts 16-07-2023 12:40 File folder

=| Documents Plugins 123-06-2023 13:43 File felder

&=| Pictures Settings 01-07-2023 05:44 File folder
Evidence [=| LICEMNSE 16-04-2021 10:52 Text Docurnent

(] TirmelineExplorer 15-10-2021 12:29 Application

Execution

MTFS

Fegistry

Bl This PC
g =0 Objects
B Desktop
= Documents Go to the Get-Zimmerman tools and show the timeline

I Eﬂ”w_”'“ds‘ explorer and open it.
), LEIC

&= Pictures
ﬁ Videos

o SDT_xBAFREE_EM

o i R MR
5 itemns

& % A% g, 08000




Recycle Bin &) Timeline Explorer v1.3.0.0

File Tools Tabs View Help

Event Log
Explorer

Notepad++

DOCX

book

User
accounts_V...

Please Wait

Loading file "User accounts_Values_Export_20230701054831 xsx’...

a0

05:49
P
= dx 01-07-2023 E1




7| Timeline Explorer v1.3.0.0

ile  Toels Tabs View Help

ser accounts_Values_Fxport_2023070105483 1. xlsx

Last Incorrect

Afc
2023-86-28 .. Administrator
2823 -86-28 .. Guest
2023-86-28 .. DetfaultAccount
2823 -86-28 .. 2823 -06-28 : : WDAGUt1lityAccount
2823-86-28 ... 2823-856-29 Denisha
2823-86-28 ... 2823-86-28 — | 2023 -06-28 : : detaultusers

Show the detail about
Target system user.




= | Registry

Home Share

WView

R » This PC » SDT_xB4FREE_EM-US_WVHD (C:) »

B Desktop C
4 Downloads
=| Documents
&= | Pictures
Evidence
plugins
Registry
RegRipper3.0-m

[ This PC
30 Objects
B Desktop
=| Documents
1‘ Downloads
J'!' Music
&= | Pictures
B Videos
o 3DT_xbAFREE_EM
CD Drive (D:) Vir
= Downloads (WMWWE

cF Metwork

ot

12 items 1 item selected

Mame

DEFAULT
DEFAULT

(7 O T O T O P T P T P

7.09 KB

Fa

MTUSER.DAT
MNTUSER.DAT

Open

Print

Edit

Edit with Motepad++
Share

Dpen with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

» Analysis

»

Registry

Date modified

SNy T T

P T p s e

17:18

Type

File

Text Document
DAT File

Text Document
File

Text Docurment
File

Text Docurment
File

Text Docurment
File

Text Docurment

SAM file open with
notepad++

312 KB
16 KB
1,024 KB
39 KB
&4 KB

8 KB

32 KB

68,602 KB
2476 KB
11,008 KB

373 KB

Search Registr

T

s

0a:01
01-07-2023




[Q" CihvCases' Analysis\Registn\ 5AM. bt - Motepad++ [Administrateor]
File Edit Search WView Encoding Language Settings Tools Macre Run Plugins  Window 7

o = s s & | | & Bg | % X | EEEERRzE® =
BEa1 o|E svstemoe @Bl oerauitee G| B NTUSER.DAT.6¢ 3 [ sAMbt ﬂESECURIT"r.tﬂ | soFTwaRE.bd

Samparse w.20220921
(SAM) Parse S5AM file for user & group mbrshp info

TUOzer Information

Tzername Bdministrator [S500]
51D 5-1-5-21-3331464962-214784631-3394824829-500
Full HName
T=zer Comment Built—-in account for administering the computer/domain
Aoccount Type
ABccount Created Wed Jun 28 le:13:1e 2023 2
Hame
Last Login Date Hewver
Pwd Reset Date Hever
Pwd Fail Date Hever
Count L]
Password does not expire .
Bocount Disakled USIHg NOtepad++
——> Normal user account

Show the user detail

T=zername Guest [S01]
S5ID 5-1-5-21-3331464962-214784631-3394824829-501
Full HName
T=ser Comment EBuilt—-in account for gusest access to the computer,/domain
Acoccount Type
ABccount Created Wed Jun 28 le:13:1e 2023 2
Hame
Last Login Date Hever
Pwd BReset Date Hever
1 Pwd Fail Date Hever

Mormal text file length: 7,269 lines: 202 Ln:20 Col: 26 Pos: 583 Windows (CR LF) UTF-8

001 E
01-07-2023 1




RecentDocs Analysis

Information about the files that were recently opened/saved and the
folders that were opened are maintained in the RecentDocs registry
key.

## Load the Ntuser.dat hive on Registry Explorer. And open Recent Doc.



= | RegistryExplorer

Home Share WView

T™ ChToolst Get-Zimmerman Tools\RegistryExplorer Search RegistryExplorer

Marme Date medified Type

#F CQuick access

I Cresktop
4 Downloads

Bookmarks 28-068-2023 13:42 File folder
Plugins 12-06-2023 13:42 File folder
ettings 3-06-2023 13:42 ile folder
Setting 06 13:42 File fold

= ; -2102 e ext Document
J Documents LICEMSE T D

i=| Pictures B RegistryExplorer 021 13:25 Application

Evidence | | RegistryExplorerfanual.pdf 7 020 14:30 PDF File
Execution
plugins
Registry

Open the Registry Explorer. And

B This PC

§ 3D Objects load the Ntuser.dat file.

I Cesktop
[Z£] Documents
,‘, Downloads

J'!' Pusic

Pictures

B Videos
SDT_xbAFREE_EM
CD Drive (D) Vir

== Downloads (WWE

ot

B -

b items

1027

ol dse I:-l

09-07-2023




@ Registry Explorer v1.6.0.0
File Toecls Options View

Registry hives (1) Available bookmarks (29,/0) Values Recent documents

Extension Value MName Target Mames Lnk Mame Mru Position Opened On Extension Las. ..

PrinterPorts

! RecentDocs

peleny
p=l
.p=d1
psml
Zip
Folder
£

Bookmark information

Hive

C:\Cases\analysis\Registry\WTUSER.DAT

AAC

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

AIC

invoke-atomicr
edteam
Invoke-Atomic
RedTeam.psm
1

Invoke-Atomic
RedTeam.psd1

AtomicRedTea
m

ART-attack.ps
1

Resources
PracticalWindo
waForensics—C
heat-sheet.pd

RALAC
invoke-atomicr
edteam (2).Ink
Invoke-Atomic
RedTeam
{3).Ink
Inwvoke-Atomic
RedTeam.Ink

AtomicRedTea
m.Ink

ART-attadk. Ink

Resources.Ink

PracticalWindo
wsForensics-C
heat-sheet. Ink

0| 2023-06-28 ...

2023-05-

2023-05-

2023-06-28 1.

2023-06-28 1...

.F
RecentDocs PWF-main.zip = PWF-main.Ink

Mame RecentDocs RecentDocs i The Internet The
Internet.Ink

Cat User fil d fold
ategory ser files an ers 0230628 1.

Key path Software \Microsoft\Windows\CurrentVersion\Explore = —
Total rows: 19

Short description Recently opened files by extension

Long description See MRU key for order of opening

Type viewer

e e

Current offset: 0 (0l Bytes selected: 0 (Do) Data interpreter

Key: SOFTWARE\Microsoft\Windowsh CurrentVersion\Explorer\RecentDocs Value: MRELUListEx | Collapse all hives
Selected hive: NTUSER.DAT Last write: 28-06-2023 17:58:22 +00:00 11 of 11 walues shown (100.00% Hidden keys: 0 1

1019

= Q%= g9 072022




Open Ntuser.dat file in Notepad++.

[;?1’ ChCaseshAnalysishRegistryMTUSER.DAT bt - Notepad++ [Administrator] — >
File Edit Search VWiew Encoding Language Settings Tocols Macro  Run Plugins  Window 7 + v

o B GQ@'N-E:Ql |ﬂ£;H|@?| |§_+' E:ELJLJB-_.‘-‘lm ]
= BI] = E R e [H nTuseRDAT.ot E3 B SECURITY.0e (3|l soFTwaRE e (3 |E samoe 3| UsrClass.datoe 3 |EsvsTEMbe 3 |BE NTUSER.DAT

Software\Microsoft\Windows \CurrentvVersion' Search\Recentipps not found. ~

recencdocs v.202004927
(NTUSER.DAT) Gets contents of user's RecentDococs key

oWy o

RecentDocs

#&AR1]1 walues printed inm MEUList \MEUListEx order.
Software\Microsoft\Windows \CurrentVersion‘ExploreriRecentDocs
LastWrite Time: 2023-06-28 17:585:222

T35 g = invoke—atomicredteam
T36 9 = Invoke—-AtomicRedTeam.psml
T37 T = Inmvoke—-ftomicRedTeam.psdl
T34 3 = AtomicRedTeam
T39 2 = ART—attack.p=sl
T3 & = Resources
T31 5 = PracticalWindowsForensics—cheat—sheet .pdf o
< ' - ' ' >
Search results - (10 hits) =
Egﬂearch "RecentDooc=s" (10 hits in 1 file of 1 searched) "~
— C:ZWCases\Analy=sisZWRegistry\NTUSER.DAT.txt (10 hits)
Lines : recentdocs w_ 202004927
Line : (HNTUSEER.DAT) Gets contents of user's EBEecentDoocs key
Line : RecentDocs
Line : Software\Microsoft\Windows\CurrentVersion\ExploreriEecentDocs
Line : Software'\Microsoft\WWindowsZCurrentVersion‘\ExplorerhZEecentDocsY . pdE
Line : Software\Microsoft\Windows\CurrentVersion\ExploreriEecentDocsh .psl
Line : Software\Microsoft\Windows\CurrentVersion‘\ExplorerhEecentDocs .psdl
Line : Software\Microsoft\Windows\CurrentVersion‘\ExploreriEecentDocs" . psml
Line : Software'\Microsoft\WWindowsZWCurrentVersion‘\ExplorerhZBEecentDococsh . =ip
— Line : Software\Microsoft\Windows\CurrentVersion‘\Explorer\EecentDocsFoldex o

Mormal text file length : 39,529 lines: 1,000 Ln: 728 Col: 11 Sel: 101 Windows [(CR LF) AMSI IMS




ShellBags Analysis

Analysis of shellbags is useful as it can aid in the creating a broader picture
of an investigation, providing indications of activity, acting as a history of
what directory items may have since been removed from a system, or even
evidence access of removable devices where are no longer attached. And
also store Malicious Activity.



Usrclass.txt file edit with Notepad++.

[;“f' ChCaseshAnalysishRegistny UsrClass.dat.bt - Motepad++ [Administrator]
File Edit Search Wiew Enceding Language Settings Toecls MMacre FRun  Plugins Window 7

a = o@lﬁll I:Dl |EHQH|“§_3| |§_+' E.-ELJ'—EIB-_""“E' (b
= = ] DEFAULT .t lr-JTl__ISEFl.D.-:-.T.bct ] SECURITY .t ] SOFTWARE. bt ] SAM. bet &= UsrClass.dat.bet EES‘.’STEI'-;LM

I Fames [Desktoph04]

125 Computer [Desktophli]
130 Computex’D:% [Desktop’l1l™%0%]
131 ComputerhZ:% [Desktophlh1h]
CDmpatEIKCLSIDLDesktDp [Deskto]
Computer’CL5ID Desktop \PWF-mai:
Computer’\CL5ID Desktop\PWF-mai:
Computer®CLSID Desktop \PWEF-mail
Computer’CLS5ID Desktop\PWF-mai
Computer®CLSID Desktop’\PWF-mail
Computer’CL5ID Desktop \PWF-mai:
Computer’\CL5ID Desktop\PWF-mai:
Computer’CLSID Desktop’\PWF-mail
ComputerhC:h [Desktcophl1%3h]
Computer’C:\AtomicRedTeam [Des!
ComputerhC:\AtomicRedTeamh invo!
ComputerhC:\AtomicRedTeamh invo!
1o0972/4 Computer’C:\AtomicRedTeamh invo!
10494667 /S10 ComputerhC:\AtomicRedTeamh atom
a0,/ 1 ComputerhC:\Program Files [Des:
1027032 ComputerhC:\Program Files\Orac.
10270472 ComputerhC:\Program Files\Orac.
12231 Computexr’C:\FProgram File= (XE&
| PWF-main.zip [2610224] [Desktop'2
| FWF—main. zip"PWF-main [Desktoph2h
| FWF-main.zip"\PRF-main’Install-5y=
16:33: ! | FWF-main [Desktoph3h]
16:33: : | FWF—main"PWF-main [Desktop%3%0%]
17:45: : | FWF-main\PWF-main%Install-Sysmon .,
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Usrclass.txt file edit with Notepad++.

Qf’ ChCaseshAnalysishRegistnlsrClass.dat. bt - Motepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run Plugins Window 7

H - o3| B oerauitee 3| B NTUSER.DAT. b 3 | B SECURITY .o (3 | sysTEM.be (3| soFTwaRE e 3| samabe @3 [ UsrClass.datb E3

(USECLASS.DAT) Shell/BagMRU traversal in Win7T4+ USRCLASS.DAT hives
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Manage

Share View Application Tools

Open the ShellBagsExplorer

ShellBagsExplorer

Iv This PC » SDT_xB4FREE_EM-US WHD (Z:) » Tools » Get-ZimmermanTools » ShellBagsExplorer » I

Fa

= Mame

- Cuick access

B Desktop
4 Downloads

Settings
=] LICEMSE
&' ShellBagsExplorer
=| Decuments [ ] ShellBagsExplorerfanual. pdf

&=| Pictures
Evidence
Execution
plugins
Registry

E This PC
P 20 Objects
I Deskiop
[£2] Documents
4 Downloads
J‘ﬂ Music
=| Pictures
m Videos
g SDT_x64FREE_EM
CD Drive (Dx]) Vir
= Downloads (AWWE

et

B - .

4 jtems 1 itemn selected 73.3 MEB

Date modified Type

File folder
16-04-2021 10:52 Text Document
03-10-2021 1307 Application

O7-09-2017 09:05 PDF File

Go to this path and open
ShellBags explorer.

Size

2 KB
75,113 KB
2,184 KB

Search ShellBagsExplorer

-

s

11:10
09-07-2023




Insert the UsrClass.dat
-

-‘ Select a registry hive to open. Held SHIFT to ignore dirty Registry hives

- <« Analysis » Registry w | Search Registr 2 /C)

an Created On Modified On Accesszed On First Interacted
Crganize - Mew folder == | 9

"y "y

Mame Date modified Type

@ This PC
P 30 Objects
I Cesktop

I

==| Documents
4 Downloads
J‘.‘ FMusic

MNTUSER.DAT 1G-06-2023 00:07 DAT Fi
MNTUSER.DAT Fo20232 11:02 Test Dh
SaM ) e File
SAM F-2023 1 Text D
SECURITY ) e File
SECURITY F-2023 15 Text Ch
SOFTWARE ) = _ I3 (G File
SOFTWARE F-2023 10 Text Ch
SYSTEM ! 3-2023 09: File
SYSTEM F-2023 10 Text Ch
UsrClass.dat z - 20z {07 DAT Fi
UsrClass. dat T-2023 10 Text [h wa
¥ Metwork W L >

&= Pictures

ﬁ Videos

S5DT_xb4FREE_EN

CD Drive (D:) Vir
= Dlownloads (MWW

(T P TP P T T P T

File name: | UsrClass.dat

Time zone: UTC 0 of 0 wisible

: 1112
T 9% 09.07-2003




& shelBags Explorer v1.4.0.0
File Tools Help
Value
b | a{ot | Desktop :
- -]:I- My Computer Value

a -] ':: AL:C AL:IC 5 =
Program Files (x8&) Home Folder Root folder: GUID

Shell Type MR Position Created Cn Modified On Accessed On

» Program Files My Computer Root folder: GUID

AtomicRedTeam PWF-main. zip File 2023-06-28 15: 27116  2023-06-28 15:27:30  2023-06-28 16:33:22

)
»LF  Desktop PWF-main Directory 2023-06-28 16:33:32
a Z:
aa D
Home Folder
PYWF-rniain
PWF-main £
PWF-main.zip
PWF-rnain Summary Details Hex

ShellBag items: 4

Show the output

W o

4 shellbags loaded in 0.0092 seconds Time zone: UTC 4 of 4 rows visible (100.00%5

‘UsrClass.dat' Registry hive loaded in 2.3714 seconds! 0.009
; 11:13
T U= 59072003




NTFS- File system Analysis

NT file system (NTFS), which is also sometimes called the New Technology File System, is a

process that the Windows NT operating system uses for storing, organizing, and finding files
on a hard disk efficiently

Hard Disk Structure

123 4

1st Partition 2nd Partition
1 - MBR
2 - First Partition Boot Sector
3 - Filesystem Area of 1st Partition
4 - Data Area of 1st Partiton

Simple hard drive logical parts



MEFT (Master File Table) records

Master File Table (MFT) MFT or SMFT can be considered one of the most important files in
the NTFS file system. It keeps records of all files in a volume, the files' location in the
directory, the physical location of the files in on the drive, and file metadata.



Analysis of MFT Records with MFTECmd

Wiewr

b Cut = x _J; 075 Mew item - P || open = HH select an
i - ]

v Copy path 1 | Easy access - Edit select none
Pin to Quick Copy Paste FMowve Copy Celete Rename Mewr Properties )
ACCES5S "] Paste shortcut to - to - - Ffolder - DDImrert selection

Clipboard COrganize Cpen Select

— w o A » This PC » SDT_xe4FREE_EM-US WVHD (C:) » Cases » F » w0

Fa

I Desktop - Mame Date modified Type

4 Downloads SExtend 20-06-2023 08:3 File folder

[Z=| Documents ProegramData F0-06-2023 08:3 File folder

= Ta s e =N

= | Pictures Users W 0-0e- 3 08:3 File folder

S

Caces Windows -06-2023 08:3 File folder

| | SBoot 30-06-2023 08:3 File

[ | SLegFile 30-06-2023 0d:3 File , 33

[ | SMFT 9-06 3 D5:0: File 1.14.432 KB

SSecure_55D5% ! 2-2023 05:02 File
L1

Evidence
Execution

Registry

[ This PC
P 20 Objects

B Desktop You can show MFT file in Cases folder. This
Documents file 1s use in MFT Records Analysis.
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Videos
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&= Pictures
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d® 5072003 o



FManage

Share View Application Tools
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= Copy path * T | Easy access - Edit Select none
Pin to Quick Copy  Paste Move Copy Delete Rename Mew Properties
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— R » This PC » SDT_xB4FREE_EM-US_VHD (C:) » Tools *» Get-ZimmermanTools w | Search Get-ZimmermanTools 2
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I Desktop - Mame Date modified Type

¥ Downloads MFTExplorer 8-06-2023 13:41 File folder
=| Documents RECmd 12-06-2023 File folder
| Pictures RegistryExplorer ! 3-2023 File folder
S5DBExplorer ! 3-2023 File folder

ShellB Expl 7-2023 File folder
Execution ellBagsExplorer ile folder O en the
SCLECd 2 -2023 13:43 File folder p
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Bl This PC FE7) 1RemoteFileDetails 28-06-2023 13: CSV File '
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J 3D Objects PR
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|4 bstrings ! -2022 12:3 Application
=| Changelog 12-06-2023 13: Text Document
&y Get-ZimmermanTools 5-2023 14:2 Windows Power5s...
J‘.‘ Music & JLECmd 3-03-2023 17:06 Application
| Pictures 5@ LECrnd 3-2023 10:3 Application
B Videos [T MFTECmd 20-10-2022 13:37 Application
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Administraton: CAWWindows\System32hemd. exe

Microsoft Windows [Version 18.8.17763.737] ~

(c) 2818 Microsoft Corporation. All rights reserved. 0 g
You can go in Get-ZimmermanTools
C:\Tools\Get-ZimmermanTools>MFTECmd . exe

PeECr e path and open cmd and type this
MFTECmd wversion 1.2.2.1 Command for au helps

Author: Eric Zimmerman (saericzimmermanggmail.com)
https://github.com/EricZimmerman,/MFTECmd

Examples: MFTECmd.exe -+ "C:\Temp\SomeMFT" --csv "c:\templout” --csvf MyOutputFile.csv
MFTECmd .exe -f "C:\Temp\SomeMFT" --cswv "c:\temphout”
MFTECmd . exe -f "C:\TempiSomeMFT" --json "c:\temp\jsonout”
MFTECmd . exe -f "C:\Temp\SomeMFT" --body "c:\temp\bout”™ --bdl c
MFTECmd .exe -f "C:\Temp\SomeMFT" --de 5-5
MFTECmd .exe - "c:\tempiSomel” --csv c:i\temp
MFTECmd .exe -+ "c:\tempiSomeBoot"
MFTECmd.exe -f "c:Z\temp\SomeSecure_ 5SD5" --csv c:\temp
MFTECmd . exe -+ "c:\temp\SomeI3B" --cswv c:htemp

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
MFTECmd [options]

Options:

-f «f> File to process ($MFT | %3 | $Boot | $5DSs | $I38). Required

-m <m> EMFT file to use when -f points to a $J file (Use this to resolve parent path im $J CSV output)

--Jjson <json>» Directory to sawve JSON formatted results to. This or --csv required unless --de or --body is
specified

--Jsonf <jsonf» File name to save 150N formatted results to. When present, overrides default name

--CSV <CSW> Directory to save CS5V formatted results to. This or --json reguired unless --de or --body is
specified

--csvf <cswvfe File name to sawve CSWV formatted results to. When present, overrides default name

--body <body:> Directory to sawve bodyfile formatted results to. --bdl is also required when wsing this option

--bodyf <bodyf» File name to save body formatted results to. When present, overrides default name

--bdl <bdl:» Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be provided

--blf When true, use LF vs CRLF for newlines [default: False]

i

e

: 11:48
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Adrninistrator C\WindowshSystem 32 omd.exe

--CsSV <Csv> Directory to save CSV formatted results to. This or --json required unless --de or --body is ~
speciftied

--csvf <cswf> File mame to sawve CSV formatted results to. When present, overrides default name

--body <body> Directory to save bodyfile formatted results to. --bdl is also required when using this option

--bodyf <bodyf> File name to save body formatted results to. When present, overrides default name

--bdl <bdl: Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be prowvided

--blf khen true, use LF vs CRLF for newlines [default: False]

--dd <dd>» Directory to sawve exported $MFT FILE record. --do is also required when using this option

--do <do> Offset of the $MFT FILE record to dump as decimal or hex. Ex: 5128 or 8x1488 Use --de or --debug to
see offsets

--de <de>» Dump ftull details for $MFT entry/sequence #. Format is "Entry’ or '"Entry-5eq’ as decimal or hex.
Example: 5, 624-5 or Bx278-8x5.

--dr bhen true, dump $MFT resident files to dir specified by --cswv, in 'Resident® subdirectory. Files
will be named °<EntryNumber:>-<Sequencelumber> <FileMame>_bin’

--fl=s khen true, displays contents of directory from $MFT specified by --de. Ignored when --de points to a
file [default: False]

--ds <ds>» Dump full details for Security Id from $5DS as decimal or hex. Example: 624 or 8x27©

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/ChNVgek for
options [default: yyyy-MM-dd HH:mm:ss.f++fFF++]

--5n Include DOS file name types in $MFT output [default: False]

--f1 Generate condensed file listing of parsed $MFT contents. Requires --csv [default: False]

--at khen true, include all timestamps from 8x38 attribute wvs only when they differ from 8x1e in the $MFT
[default: False]

--rs khen true, recover slack space from FILE records when processing $MFT files. This option has no
effect for $I36 ftiles [default: False]

e Process all Wolume Shadow Copies that exist on drive specified by -t [default: False]

- -dedupe Deduplicate -+ & WSCs based on SHA-1. First file found wins [default: False]

- -debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False]

--version Show version information

-2, -h, --help Show help and usage information

_f is required. Exiting Show all option you can use in

Analysis.

C:\Tools\Get-ZimmermanTools>_

G0 : 14:08
- pe =) e m o - A L e sporomm




Administrator: CAWindows\System32hemd.exe

C:%Tools\Get-ZimmermanTools>MFTECmd . exe -f c:\Cases“WFZ“$MFT --de @
MFTECmd wversionm 1.2.2.1

Using this command gathering
Author: Eric Zimmerman (saericzimmerman@gmail.com) . . .
https://github.com/EricZimmerman,/MFTECmd the information about this file.
Command line: -+ c:\Cases\F\$MFT --de ©
File type: MftL
Processed c:%WCases\FYW&#MFT in seconds

Cc:\Cases\FY$MFT: FILE records found: (Free records: } File size: 111.8MB

Dumping details for file record with key 20600600 -00800881

Entry-seq #: @x8-8x1, Offset: 8x@, Flags: InUse, Log seq #: 8x1A155FD3, Base Record entry-seq: 8x9-8x8
Reference count: 8x1l, FixUp Data Expected: 293-88, FixUp Data Actual: 8&8-88 ee-88 (FixUp OK: )|

*ExExFx STANDARD INFO *®*%xx
Attribute #: 8x8, Size: OxE0, Content size: @Gx48, Name size: 0x0, ContentOffset 8x18. Resident:

Flags: Hidden, System, Max Version: 8x@, Flags 2: MNone, Class Id: éx8, Owner Id: 8x8, Security Id: @x188, Quota charged: Bx
8, Update sequence #: 8x8

Created On: 26823-86-29 85:82:52.1527466
Modified On: 2823-86-29 85:82:52.1527466
Record Modified On: 2823-86-29 85:82:52.1527466
Last Accessed On: 2823-86-29 @5:82:52.1527466

*2%% FILE NAME **%%
Attribute #: B3, Size: 8x68, Content size: 8x4A, Mame size: 8x0, ContentOffset 8x18. Resident:

File name: $MFT

Flags: Hidden, System, Mame Type: Doskllindows, Reparse Value: 8x8, Physical Size: 6x4888, Logical Size: 9x4888

M o =5 € m & = A T e g O
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Administrator: CAWindows\System32homd. exe

Last Accessed On: 2823-86-29 A5:082:52.1527466

**%% FTILE NAME *%%%
Attribute #: 68x3, Size: 068, Content size: 6x4A, MName size: 8x8, ContentOffset @x18. Resident:

File name: $MFT

Flags: Hidden, ctem, MName Type: Dosllindows, Reparse Value: 8x8, Physical Sirze: 8x4888, Logical Size: &x46888
Parent Entry-seq #: 8x5-8xG5

A

Created On: 2823 -86-29 A5:82:52.
Modified On: 26823 -86-29 A5:82:52.
Record Modified On: 28232-86-29 85:82:52.
Last Accessed On: 2823-06-29 B5:82:52.

Attribute #: 8x6, Size: B8x58, Content size: 8x8, MName sirFe: 8x8, ContentOffset @x8. Resident:

Mon-Resident Data

Starting Virtual Cluster #: 8x8, Ending Wirtuwal Cluster #: 8x6FBF, Allocated Size: @x6FCB888, Actual Size: 8x6FCE880,
alized Size: BxeFCOB80

DataRuns Entries {(Cluster offset -» # of clusters)

BxCa808 - Bxe7Ca

Bx 288608 - Bx 868

Attribute #: 8x5, SizFe: B8x48, Content size: 8x8, MName sirFe: 8x8, ContentOffset 6x8. Resident:

Mon-Resident Data

Initi

Starting Virtual Cluster #: @x©, Ending WVirtual Cluster #: @x4, Allocated Size: 8x56888, Actual Size: @x4988, Initialized Si

Ze: oxd4988

DataRuns Entries {(Cluster offset -» # of clusters)
Bx7BB848 - Bx5

C:\Tools\Get-ZimmermanTools>_

= o H €€ M @ o e e
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MFT parsing and in-depth analysis with MFTECmd

--ds <ds>» Dump full details for Security Id from $SDS as decimal or hex. Example: 624 or @x278 ~

--dt «<dt> The custom date/time format to use when displaying time stamps. See https://goo.gl/CNVgek for
options [default: yyyy-MM-dd HH:mm:ss.f+HH+H+++]

--5n Include DOS ftile name types in $MFT output [default: False]

--f1 Generate condensed file listing of parsed $MFT contents. Requires --cswv [default: False]

--at When true, include all timestamps from 8x38 attribute wvs only when they differ from 8x1® in the $MFT
[default: False]

--rs When true, recover slack space from FILE records when processing $MFT files. This option has no
effect for $I38 files [default: False]

e = Process all Volume Shadow Copies that exist on drive speciftied by -+ [default: False]

- -dedupe Deduplicate - & VWSCs based on SHA-1. First file found wins [default: False]

- -debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False]

--version Show version information

-7, -h, --help Show help and usage information

-t is reguired. Exiting

C:\ToolshGet-ZimmermanTools>MFTECmd . exe -+ c:WCases“\FA$MFT --csv c:“\Cases‘\AnalysishNTFS --csvf MFT1l.csw
MFTECmd wversion 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Using this command all
MEFT file entry store in one
file (MFT.csv) and then after

Command line: -+ c:\Cases\F\$MFT --csv c:\Cases\Analysis\NTFS --cswf MFTl.csw

File type: Mft

Processed c:\Cases \WFWEMFT in seconds . .
show the details open using
c:\Cases\F\$MFT: FILE records found: {Free records: ) File size: 111.8MBE . .
CSV output will be saved to c:\Cases\Analysis\NTFS\MFT1l.csv timeline CXpIOI‘CI‘.

C:\Toolsh\Get-ZimmermanTools>

' : 14:10
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FTE Imager
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K “ Home Share View
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Evidence Mame Date modified

Execution |—"_‘ MET
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Motepad++
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§ 3D Objects Show the MFT1 file in
book B Desktop NTFS folder and open with

5 Documents Timeline Explorer.
ir Downloads
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. 2 items 1 itemn selected y I -
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& Timeline Explorer v1.3.0.0

File Toaols

MFT 1.csw
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Tabs View Help

SMWUsersh\Denisha\Desktop\PHF-main

MUsershDenishahDesktop\PHEF-main“ PWF-main
AUsersi\Denisha\Desktop\PHF-main‘ PWF-main
SZUsers\Denisha\Desktop\PHF-main‘PWF-main
SMWUsersh\Denisha\Desktop\PHF-main PWF-main

MUsershDenishahDesktoph\PRHEF-main' PWF-main*Atomic..
AUsersh\Denisha\Desktop\PWF-main‘ PWF-main\Atomic..
A\Users\Denisha\Desktop\PWF-main‘PWF-main\Atomic..
MUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Atomic..

MUsershDenishahDesktop\PHEF-main“ PWF-main

AUsersh\Denisha\Desktop\PWF-main‘PWF-main\Instal..

ZUsers\Denisha\Desktop\PHF-main‘ PWF-main

AUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Resour..
MUsershDenishahDesktoph\PRHEF-main' PWF-main%Resour..
AUsersh\Denisha\Desktop\PWF-main‘PWF-main\Resour..
A\Users\Denisha\Desktop\PWF-main‘PWF-main\Resour..
AUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Resour..

PWFE-main

File Name

afc

PWF-main

Investigation-roadmap.png

License.md -md

README . md -md
AtomicRedTeam YOU can ShOW any

ART-attack-cleanup.psil maliCiOUS aCtiVity and -psl
ART-attack.psl show detail, Here we _psa
PWF_Analysis-MITRE.png fiInd PWF-main script .png
PWF_Analysis-MITRE.svg because thisisrunon .svg

Install-Sysmon target System.
Install-Sysmon.psl -psl

Resources

Analysis-Notes-Template.docx .docx
PracticalWindowsForensics-cheat-sheet.pdf -pdf
Analysis-Notes-Template.docx -docx
PracticalWindowsForensics-cheat-sheet.pdf -pdt
RegRipper-plugins.csv




[ Timeline Explorer v1.3.0.0

File Tools Tabs

2635
33606
234776
113692
&

&

19183
29799684
18374
22398
2610224

View Help

2023-86-28
2023-04-27
2823-84-27
2823-04-27
2023-86-28
2023-04-27
2823-84-27
2823-04-27
2023-04-27
28023-86-28
2823-84-27
2823-86-28
2023-04-27
2023-04-27
2823-84-27
2823-04-27
2023-96-28

28023-86-28
28023 -86-28
28023 -86-28

28023-86-28
28023 -86-28
28023 -86-28
2023-86-28

28023 -86-28

20253-06-28
28023-86-28
28023 -86-28
28023 -86-28

Last ModifiedBxl1l&

2023-86-28
2823-04-27
28023-04-27
2823-04-27
2023-86-28
2823-04-27
28023-04-27
28023-04-27
2023-04-27
28023-06-28
28023-04-27
28023-06-28
20253-04-27
2823-04-27
28023-04-27
28023-04-27
20253-96-28

PWF-main

Last Modified®x36

2023-86-28
28023-06-28
28023-06-28
2823-06-28
2023-86-28
28023-06-28
28023-06-28
28023-06-28
2023-86-28

28023-06-28
28023-06-28
2023-96-28
28023-06-28
28023-06-28
28023-06-28
2023-96-28

2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-96-28
2823-86-28
2823-86-28
2823-86-28
2023-96-28




MACB Timestamps Analysis

M - Modify You can Analysis MFT file so all
timestamps are show you like all modifying

time ,Access time, creation time, last Access
A - Access time are known as MACB.

€= Changed(last Access $SMFT)

B.- (Birth) / Creation



Finding Evidence of deleted filed with USN Journal analysis

Share View

/ : e item ~ N -
b Cut < = x __:E T Mew item V| Open FH setect an

v Copy path 1 | Easy access - Edit select none
FPin to Quick Copy Paste Move Copy Delete Rename Mew FProperties .
access | Paste shortcut to - to - - falder - EF'Imrert selection

Clipboard Crganize COpen Select

— S » This PC » SDT_w64FREE_EM-US VHD (C:) » Cases » F » w | ) Search F

P

~ Mame Date medified Type

Evidence

Execution $Extend 30-06-2023 08:3 File folder

MTF5 ProgramData 30-06-2023 0&:3 File folder

ot M s e =]

Registry Users 30-06-2 :3 File folder
Windows 30-06-2023 03:3 File folder
| SBoot 30-06-2023 08:3 File
| SLDgF”E 5 A-21023 3 File
Bl Desktop ] SMFT 9-06-2023 05:02 File

| Documents | §5ecure_ 5505 ! 5-2023 05:02 File

[ This PC
P 30 Objects

Downloads

FAusic

Pictures Using this file for

Videos . .
SDT_xG4FREE_EN Journahng part.

CD Drive (D) Wir
== [Downloads (\MWWE

cF Metwork

e
2 items 1 item selected
0602

B




Manage

Application Tools

Get-ZimmermanTools

&= Pictures

Evidence

cimd

Search for "crmd"

Execution
MNTFS
Registry

E This PC
P 30 Objects
B Cesktop
Documents
Downloads
Music
Pictures
Videos
SDT_x64FREE_EM
CD Drive (D:) Vir
Systern Reservec
Local Disk (F:)
Local Disk (G2}
Downloads (ANVE

cF Metwork

L

ESViewer
Hasher
lisGeclocate
JumplistExplorer
MFTExplorer
RECmd
RegistryExplorer
SDEExplorer
ShellBagsExplorer
SCLECHd
TirmelineExplarer
HKWEFIM

] l'RemoteFileDetails

o ArmcacheParser

et AppCompatCacheParser

{4 bstrings

=] Changelog

&y Get-ZimmermanTools

& ILECmd

5¥ LECrd

% MFTECmd

5 PECrnd

32 items 1 item =selected 4.30 ME

13-06-2023

18-05-2023 14:2

13-02-2022 17:

04-03-2023 10:

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
C5WV File
Application
Application
Application
Text Docurment
Windows Powers...
Application
Application
Application

Application

Search Get-ZimmermanTools

MFTFcmd open

12:27

=

L
Tl = 09-07-2023




Adrninistrater: ChAWindowshSystem 32 ocmd. exe

MFTECmd [options] -~
Options:

- «<F> File to process ($MFT | %7 | $Boot | %5SDs | $I3©). Required

-m <m> $MFT file to use when - points to a $J file (Use this to resolve parent path in $J CSV output)

--Jjson <jsoni Directory to sawve JS0ON formatted results to. This or --csv required unless --de or --body is
specified

--jsont <jsonf> File name to save 150N formatted results to. When present, overrides default name

--CSW <CSV» Directory to save CS5V formatted results to. This or --json required unless --de or --body is
specified

--Ccswf <csvf>» File name to save CSV formatted results to. When present, overrides default name

--body <body>» Directory to save bodyfile formatted results to. --bdl is also required when uwsing this option

--bodyt <bodyf> File name to save body formatted results to. When present, overrides default name

--bdl <bdl> Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be provided

--bl+ khen true, use LF wvs CRLF for newlines [default: False]

--dd <dd>» Directory to save exported $MFT FILE record. --do is also required when using this option

--do <do>» Offset of the $MFT FILE record to dump as decimal or hex. Ex: 5128 or 8x1488 Use --de or --debug to
see offsets

--de <de:x Dump fwll details for $MFT entry/sequence #. Format is "Entry' or "Entry-5Seq’ as decimal or hex.
Example: 5, 624-5 or 8x278-8x5.

--dr khen true, dump $MFT resident files to dir specified by --csv, in "Resident’ subdirectory. Files
will be named '<EntryNumber:-<{SequenceNumber»>_ <FileMame>.bin"

--fl= khen true, displays contents of directory trom $MFT specified by --de. Ignored when --de points to a
file [default: False]

--ds <ds>» Dump fwull details for Security Id from $5DS as decimal or hex. Example: 624 or 8x278

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/CNVgek for
options [default: yyyy-MM-dd HH:mm:ss . ]

--=n Include DOS file nmame types in $MFT output [default: False]

--f1 Generate condensed ftile listing of parsed $MFT contents. Requires --csv [default: False]

--at When true, include all timestamps from @x38 attribute wvs only when they differ from 8x1@ in the $MFT
[default: False]

o When truwe, recover slack space from FILE records when processing $MFT files. This optionm has no
effect for $I38 files [default: False]

--wss Process all Wolume Shadow Copies that exist on driwve specified by -+ [default: False]

--dedupe Deduplicate -+ & VSCs based on SHA-1. First file found wins [default: False]

--debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False] o

8 ~° =55 €€ m e 0 E E = e m-]ﬁifuza L]




Administrator: CYWindowsh System32hcmd.exe

- -dedupe Deduplicate -+ & VSCs based on SHA-1. First file found wins [default: False] a
--debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: Falsel]

--version Show wersion information

-?, -h, --help Show help and usage information

-f is required. Exiting

C:\Tools\Get-ZimmermanTools>MFTECmd.exe -f C:\Cases \F\$Extend %] -m C:“\Cases\F $MFT --cswv C:“CaseshAnalysis\NTF51
MFTECmd version 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https:/f/github.com/EricZimmerman/MFTECmd

Using this command use
for store the all journal
file in one folder.

Command linme: -f C:%\Cases\F\$Extend“$] -m C:%“Cases“\FWHMFT --csv C:\CaseshAnalysis\NTF51

[k}

File type: UsnJournal
Processed C:\Cases \FWEMFT in seconds
C:%Casesh\F\%MFT: FILE records found: {Free records: } File size: 111.8MB
Path to C:\Cases\Analysis\NTF51 doesn't exist. Creating...

CsV output will be sawved to C:\CaseshWAnalysis\NTF51\282387@91232228 MFTECmd_$MFT_Output.cswv
Processed C:ZCases\F\WEExtend\%J in seconds
Usn entries found in C:\Cases\F\$Extend\$J:

CsV output will be saved to C:%\Cases\Analysis\NTFS1428236789123248 MFTECmd_%$J Output.cswv

C:\Tools\Get-ZimmermanTools>g

o
-
|

| |

[ | ]
o
il

- : . 12:33
e m o - §-J ! ~ T de g grapz




+ | MTFs1
Home Share View

w » This PC » SDT_x64FREE_EM-US_VHD (C:}) » Cases »* Analysis » NTFS1 Search MTF51

s
=| Pictures L Mame Date modified Type

Evidence (&) 20230709123220_MFTECmd_SMFT_Qutput  09-07-2023 12:32 CSV File
Execution (7] 20230709122240_MFTECmd_%)_Output 09-07-2023 12:32 CSV File
MTFS

Registry
[ This PC
P 30 Objects

B Desktop
[Z] Documents

n'r Downloads . .
D Music Show the Two file auto created and gather the information deleted file.

&= Pictures

B Videos

1 S0T_x64FREE_EM
CD Drive (D) Vir
Systern Reservec
Local Disk (F:)
Local Dnsk (G:])
Downloads (WOWWE

¥ Metwork

ot
2 items 1 itemn =selected 49.2 MEB

12:37

»
= s 09-07-2023 I:-l




& Timeline Explorer v1.3.0.0
File Tools Tabs View Help

20230709123240_MFTECmd_§1_Output.csv
C'C'l umn header here to

Mumber

4

ChCaseshAnalysis\NTF51,20230709123240_MFTECmd_5) Output.csw

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

e

Mumber

22959408
22959536
22959664
22959792
22959920
22960048
22960176
22960384
22960432
22960560
22960688
22960824
22961000
22961168
22961384
22961480
2291047

HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close

Hardl inkChancelClase

Total lines 2,43,185

Visible lines 2,43,18

Arct
Arck
Arck
Arct
Arck
Arck
Arck
Arct
Arck
Arck
Arct
Arck
Arck
Arct
Arck
ArchH™

;

Open files: 1 Ef; Search options

12:40
09-07-2023

[



Share Wieww

» This PC » SDT_x64FREE_EM-US_|

= Pictures = Mame

Evidence UsrClass.dat

UsrClass.dat
SYETEM
SYSETEM
SOFTWARE
SOFTWARE
SECURITY
SECURITY
SARA

SAR
MTUSER.DAT
MTUSER.DAT
DEFALILT
DEFALILT

Execution
MTFS
Registrny

@ This PC
P 20 Objects
[ Decktop
Docurments
Downloads
Music

Pictures

=
L]
=
L]
=
L]
=
L]
=l
L]
=
L]
=
L]

Bl Videos
SDT_x64FREE_EM
0 Drwee (D) Vir
Systern Reservec
Local Disk (F:)
Local Disk (G:)
Downloads OWOWWE

=F Mebwork

b

14 items 1 itermn selected 10.7 ME

Evidence of Execution

1. BAM ( Background Activity Moderator)

& Reqgistry Explorer w1.6.0.0
File Tools Options

Available bookmarks {0,/0)

Bookmarks (0/0) WView Help

Registry hives {0)

# values # subkeys Last write timestamp

Load the system hive
in Registry Explorer

Values

Value Mame

T | af@lc

Please Wait
Loading ...

Type viewer




@ Registry Explorer v1.6.0.0
File Tools Options View

Registry hives (1) Available bookmarks (29/0)

14d36e972-2325-11ce-bfc1-08002be 10313}
{53f56307-b6bf-11d0-94f2-00a0c3 1efhBb}
16bdd 1fc5-810f-11d0-bec7-08002be 20921}
AppCompatCache
bam
State
UserSettings
5-1-5-13
€

Bookmark information
Hive

Category

Mame

Key path

Short description

Long description

Value type

Values BamDam

Program

AAC

Microsoft, Windows, ShellExperienceHost_ow5n 1hZ2tboyew

W

MicrosoftWwindows. Client. CES_owSn1hZboyewy

\Device\Harddiskvolume 2\Windows\System 32\applicatio
nFrameHost.exe

windows.immersivecontralpanel_cwSn 1hZ2boyewy
Microsoft, Windows, SecHealthUL_owSn 1h2boyewy
Microsoft. XboxGamingOverlay_8wekyb3d8bbwe
\Device\Harddiskvolume 2YWWindows\System32Yomd. exe
\Device\HarddiskVolume 2YWindows\System32\WindowsP
owershellyw 1.0\powershell. exe

Microsoft. MicrosoftOfficeHub_8wekyb3dabbwe
Microsoft. WindowsStore_gwekyb3dabbwe

\Device\Harddiskvolume 2\Windows\System32Ynotepad. e
HE

\Device\HarddiskvVolume 2\Windows\System 32\WBoxTray.
ENE

Total rows: 17

Type viewer

Execution Time

2023-06-28 18:13:52

2023-06-28 18:13:50
2023-06-29 007146

2023-06-28 18:13:50
2023-06-28 16:47:51
2023-06-28 16:32:42
2023-06-28 16:32:49
2023-06-29 08:05:08

2023-06-29 09:07:46
2023-06-29 08:13:07
2023-06-28 17:58:27

2023-06-29 09:07:43

Value name |".l'ersi-:|n

|RE5|DW|:|r|:|

Key: ControlSetD01\Services\ bam\Statel UserSettingsh5-1-5-21-3331464962- 214734631 -3394824829- 1001 Value:
Selected hive: SYSTEM Last write:

Version | Collapse all hives

9-06-2023 09:07:46 +00:00 19 of 19 values shown (100.00% Hidden keys: 0 1




= | Registry

Home Share

v »
&=| Pictures
Evidence
Executicon
MTFS
Registry

= This PC
g 30 Objects
I Desktop

= Docurnents

lr Downloads

J‘! Pusic

= | Pictures

B Videos

o DT _xB4FREE_EM
CD Drive (D) Vir
System Reservec
Local Dhisk (F:)
Local Dhsk (G:)
Downloads (OAWWE

oF Metwork

14 itermns

This PC » SDT_xB4FREE_EM-US_VHD (C:) *» Cases »* Analysis »

L]

W

View

Mame

=| UsrClass.dat
|| UsrClass.dat
—| SYSTEM

] SYSTEM

= SOFTWZ

| SOFTWA

=| SECURIT

|| SECURIT

= sam

] SAM

=] NTUSER

] NTUSER

=| DERALILT

|| DERALILT

1 item selected 372 KB

Open

Print

Edit

Edit with Motepad++
Share

Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Date modified

Registry

Type

Text Docurment
DAT File

Text Document
File

Text Document
File

Text Docurment
File

Text Document
File

Text Docurment
DAT File

Text Document
File

System.txt file edit with
Notepad++.

11,008 KB
2,476 KB
68,608 KB
4 KB

32 KB

8 KB

&4 KB

39 KB
1,024 KB
16 KB
312 KB

Search Registr

T de

13:09
09-07-2023

I




Qi' ChCases\AnalysishRegistnA\SYSTEM et - Motepad++ [Administrator]
File Edit 5Search View Encoding Language Settings Teocls Macre Run Plugins  Window 7

@

s | & On W | K ETEEY ERERRE®=| 3

E-1 @3B oerauitoe @B NTUsERDAT.o¢ 3 |[E sEcurITY.oe 3| soFTwaRE bt 3| samaoe @ | UsiClass.datbe (3 [=] SYSTEM.b¢ E3

Fending Eename OCperations2 : CurrentControlSethControliySession ManagerPendingFileRenameOperationsz2

bam w.20200427

B B OB =
|

[

By B B (N

By BY BY BY (N0

1
2
2
2
2

o I T

£

oy, rares I1les from System hive BAM Services

0E—28 1l6:23:05Z — “\Device\HarddiskvolumeZ2'\Windows'\System3iZ\oobe\FirstLogoninim. exe

314649c2-214784631-3394824825-1000
120:23Z - ZDevice\HarddiskVolume2\Windowshexplorer.exe
120:232 - Microgoft.Windows.CloudExpericenceHost cowinlhlZtryewy
120:222 - MicrosoftWindows.Client.CBS cwonlhl2txyewy

314649562-214784631-33594824825-1001

08:07:45Z — A\Device\HarddiskVolune2h\Windows\explorer .exe

09:07:462Z — Microsoft.Windows.StartMenuExperienceHost cwiSnlhl2txyewy
09:07:462Z - Microsoft.Windows.S5Search cwinlhlZtxyewy

18:13:522 — Microsoft . Windows.ShellExperienceHost cwonlhZtxveww

SR IV Yo

Search results - (12 hits)

| —|Search "bam"
C:\WCases\Analy=is\Registry\SYSTEM. txt (12 hits)

Line
Line
Line
Line
Line
Line
Line
Line

£

(12 hit=s in 1 file of 1 =earched)

bam v.20200427|
[(Sy=tem) Parse files from System hiwve EBLM Services
Hame = bam
Display = ExSyztemBootii\syvstem3Z2hdriversi\bam.svs, —-100
ImagsPath systen32hdrivers\bam. svs
23-06-29 08:01:14Z,BasicDisplay, , "SystemRooth\System32 \DriverStorehZFileRepositoryvibasicdisplay.inf amde4 €5:
23-06-29 08:00:59Z, BasicRender, ,\SystemRoot \System32\DriverStore\FileRepositoryvi\basicrender.inf amdé4 df45c
16:04:29Z,bam, B:S5vstemBoot3\svstem32\driversibam.svs;—100, svstem32\driversibam.svs,Eernel driver,= ¥

Mormal text file

length : 3,281,631 lines: 7,241 Ln:427 Col:1 Sel: 161 Windows (CR LF) UTF-8

L
?;] I 09-07-2023



2. AppCompactcache Analysis/Shimcache

The shimcache is a Windows registry entry that records metadata
about executed applications, including timestamps and filenames.



Share

Pin to Quick Copy Paste

dCCess o |

Clipboard

“— R » This PC » SDT_x64FREE_EM-US_VHD (C:)

Evidence ~

Execution
MNTFS
Registry

@ This PC
P 30 Objects
I Desktop

= Docurments

4 Downloads

gy Cut

= L1

Manage

View

Copy path
kowve

Fa

Mame

MFTExplorer
RECmd
RegistryExplorer
SDBExplorer
ShellBagsExplorer
SCLECmd
TimelineExplorer
HWFIM

[T "!'RemoteFileDetails

AmcacheParser

Application Tools

4-‘4'><'—:E

Copy Delete Rename

Paste shortcut to - to -

J'! PAusic

et AppCompatCacheParser

=/ Pictures

B Videos

i SDT_xBAFREE_EM
CD Drive (D) Vir

== [lownloads (MWW

oF Metwork

o

32 itemns

1 itemn selected 4.41 MEB

T DELnngs
=| Changelog
&y Get-ZimmermanTools
& JLECmd
I5® LECmd
¥/ MFTECmd
& PECmid
E RBCmd

Get-ZimmermanTools

Mew
folder

75 Mew item -
~ |

T | Easy access ~

Mew

Drate modified

F_ N

)

e P ]

1a

T T s e I |

10

1D

13 _ NG

5]

-

-

13:41
13:41
13:42

} 13:42

. |"‘.."'.,:

3 13:43
3 05:43
3 13:44
3 13:44
3 11:49

e

no

(il W e

1513

13:

Properties

Cpen

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

C5W File
Application
Application
Application
Text Document
Windows PowerS...
Application
Application
Application

Application

Application

[m=] Open -

HH select an

Select none
DD Invert selection
Select

Search Get-ZimmermanTools

w | O

Using this location
open this file 1n cmd.

1618
02-08-2023

s




Go to the Appcompatcacheparser.exe in cmd

Microsoft Windows [Version 18.6.17763.737] -~
(c) 2818 Microsoft Corporation. All rights reserved.

[ |
$C AZTools\Get-ZimmermanTools>*AppCompatCacheParser. exe

Description:
AppCompatCache Parser version 1.5.8.6

s. Author: Eric Zimmerman {(saericzimmermanggmail.com)

https://github.com/EricZimmerman/AppCompatCacheParser
Event

Exple Examples: AppCompatCacheParser.exe --csv c:\temp -t -c 2
AppCompatCacheParser.exe --csv c:\temp --csvf results.cswv

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
AppCompatCacheParser [options]

=

8

m
mam ;T3

Options:

- <f> Full path to SYSTEM hive to process. If this option is not specified, the live Registry will
boo be used

--csv <cswv> (REQUIRED) Directory to save C5V formatted results to. Be sure to include the full path in double guotes

-—csvt <csvf> File name to sawve CSV formatted results to. bWhen present, overrides default name

--C <C>» The ControlSet to parse. Default is to extract all control sets [default: -1]

-t Sorts last modified timestamps in descending order [default: False]

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/CNvgek for

b

Use:

CEELL Windows Server 2019 Datacenter Evaluation

Windows License valid for 173 days
Build 17783.rs5_release.180914-1434

e m o R © @ =~ Aol et e e e

05-07-2023

=

Hi
[ | |
i




Create the folder Execution in Analysis and run this command and store the output in Execution folder.

g-)
[ |

Recycl
--C £C> The ControlSet to parse. Default is to extract all control sets [default: -1] ~
-t Sorts last modified timestamps in descending order [default: False]

g --dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/ChNvgek for

) options [default: yyyy-MM-dd HH:mm:ss]

Firef  __pn1 When true, ignore transaction log files for dirty hives [default: False]
- -debug Show debug information during processing [default: False]
--trace Show trace information during processing [default: False]
--wversion Show wversion information

'. -?, -h, --help Show help and usage information
Event
Explc

C:\Tools\Get-ZimmermanTools>AppCompatCacheParser.exe -f C:\Cases‘\Analysis\Registry\SYSTEM --cswv C:\Cases\Analysis\Execut

ion
ﬁﬁuppinmpatiache Parser version 1.5.8.8

NotepsAuthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AppCompatCacheParser

Command line: -+ C:\Cases\Analysis\Registry\SYSTEM --csv C:\Cases\Analysis\Execution
!Prncez—‘.z—‘.ing hive 'C:\Cases\Analysis\Registry\SYSTEM®
boc

Found cache entries for Windowsl18C 11 in ControlSetgel

Results saved to 'C:\Cases‘\AnalysishExecutionh282367685861123 Windowsl18C 11 SYSTEM AppCompatCache.cswv’
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& Timeline Explorer v1.3.0.0 Output Show ln Tlmellne
File Tools Tabs View Help EXPIOI'GI'

20230705061123 Windows10C_11 SYSTEM_AppCompatCache. csw

Last Modified Time UTC
2021-18-86 13: C:\Windows\system32\s
PEEE0REY9 BPBBa564b2739¢
80000009 000bBEa20000
80000009 000100061097
800006029 000cesTabboy
PP0a0RRS ApRbasftteeasy
2023 -86-29 : : C:%WProgram Files“Wind
PPEERRR9 ARRTERGE3IACE2Y
BEE88889 a8l12096184col
2023-86-29 : : C:\ProgramData\Microsq
2023-86-29 : : C:\Program Files‘\Windjs
80000009 00015a0cP07 9
2023-86-29 : : C:\Program Files\Wind
EP0a0RES ARRbasRREEBEY
BE08889 a8 l5a8caB T 9l
PPEERRR9 BRRAABICcI3T T
BR8R8a9 a7e7272e697 al
2023-86-29 : : C:\Program Files‘\Windjs
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&

File

]

=Hl

Edit
=

Search View Encoding Language Macre  Run Window 7

s ls @ | & 0o |

| Bl perauLT .0t 3| NTUSER.DAT 6t

Settings

Tools
| #8 Mm% x|

| securiTY 6t

Plugins

]E SAM. bt

| B soFmwaRrE.o

EEERRe®| @
lEUsrClass.clat.tﬂ

[b]
=] sYSTEM.bt E3

£

appcompatcache wv.202205921
(Sy=stem) Parse files from System hive ApplompatCache

ControlSetl0lMNControlhSession Manager\LAppCompatCache
LastWrite Time: 2023-06-29 059:08:052Z

Signature: 0(0x34

SIGH.MEDITA=AI1AReDZ23 VirtualBox-7.0.8-156879-Win.exe
QOOoQ0Oo0 Q002a41 723290000 QODad0004 Tha Qoo 8664 Microsoft.UI. X
QOoOoQ0os QOOS0TFT 720740000 Q000a000045e30000 8664 Microsoft.Wind
C:ZwWindows\system3ZWwevtutil.exe Z2021-10-0&6 13:52:38
C:\WindDWE\SyStenﬂppskﬂicrﬂsnft.Winduws.5tartHEﬂuExperienceﬂnst_cwEnlhEtxy
QOOo000k 03e84a6l03L££0000 QO0aQQ0oQD000000 Sco4g Microsoft.Wind
Ci:ZvWindows\svstem3IZ\Musllotification.exe 2021-10-0& 1l3:52:39

C:WProgram Files‘\Windowshpps'\Microsoft.Xboxbpp 4948.45.31001.0 =64 Swekyb3d
C:\Windows\systen32\wbhem\wniprvse .exe 2021-10-06 13:52:41
QO0Oo000%S 0T7eT7272e69T7a0000 000a00004a2640000 Bec4d
QoOoOoo0osg O00eQQQQTELZO000 QOO0adQQoZ2TI3a0 000 Bee4d Microsoft.VCLi
C:\Windows'\Microsoft . HET\Framework'\v4.0.30319\HGenTask.exe Z021-10-0& 133
C:%WProgram Files (xZ6)\Microsoft\EdgelUpdate’,Inztall\{175CC46%—-9B9D-4132—-59H
C:ZWindows\system3Zhoobe\FirstLogonfinim.exe Z01%9-1Z-07 0%:0%:05
C:ZWindows\Syvstem3Z\mobsyno.exe Z01%-1Z-07 02:09:47
QOOoQ0Oo0 QOOZ2Z000273480000 QO0aQOQo2T410000 8664

2023-08-26 05:568:58

Microsoft.Wind

Microsoft .HNET.

C:ZwWindows\svystem3zZhSearchFilterHost.exe Z2Z021-10-06 13:52:31

Find

Find Replace Findin Files Find in Projects  Mark

Find what:

[ 1n selectig

System hives
edit with
Notepad++

[] Badeward direction
[1mMatch whale word only
[ Imatch caze

Wrap around

Search Mode
() Mormal
() Extended (\n, ', \t, \0, %c...)

) Regular expression . matches newline

QOO0000k 000a00004ael03ff Q000ad0004ael03fL Soco4g
C:ZwWindows\svstem3zZhosk.exe Z2019-12-07 0%:08:43
C:wWindows\svyvsten3iZ\whemunzecapp.exe 2Z021-10-0& 13:52:05
C:\Windows'\system3Z\cleanmgr.exe 2021-10-06 1l3:53:34
QOOoOQDos 3efl3T7EeS3ccQOOD QQDad0004ThEaQOon So64q
QO0Oo000%S Q00eQQQQTELZO000 O00ad0Q0Z2TI3a0 000 Bec4d
QoOoOoo0osg OQD15a0cQO7a0000n 000a00004a640000 Bee4d

Microsoft

Microsoft.
Microsoft
Microsoft

Windows.ShellExperienceHost

Office.OnelNote
WCLibks.140.00 . TWPDesktop
YourPhone

cwonlh2Ztxyvewy

Swekyb3dikbbhwe
Bwekyb3dikbbwe
Bwekyb3dikblbwe

Mormal text file

length : 3,81,631 lines: 7,241 Col:15 Sel:14]1

Windows (CR LF) UTF-8




3.Analyzing the Amcache with AmcacheParser

AmCache. hve is a Windows system file that is created to
store information related to program executions. The
artifacts in this file can serve as a huge aid in an

investigation, it records the processes recently run on the
system and lists the paths of the files executed.



Load the Amcache.hve on Registry Explorer

Share View

» This PC » SDT_x64FREE_EM-US_VHD (C:) » Cases *» F » Windows » AppCompat * Programs Search Programs

s

~ Mame Date modified Type Size

# Cuick access
B Dresktop
l' Downloads

[Z£] Documents

=] Pictures @ Registry Explorer v1.6.0.0

| | Amcache.hwve 29-06-2023 09:07 HWVE File

Evidence File Tools Options Bookmarks (0/0) WView
Execution Registry hives (1) Available bookmarks (0,/0) Values

MNTFZ -
Find
Registry Value Mame Value Type Value Slack I= Deleted
Key name # values # subkeys Last write timestam

Bl This PC ¥ | Aflc AEJc AL AEJc ||

T ALAC = 5 5
J 3D Objects 2 @ C:\Cases\F\W = o b | CreatingCommand  RegSz “C:WVrogram File...  2D-00-32-00-49-_

B Desktop » [ i {11517B7C... : 1 2023-06-28 17:12:

CreatingModule Regsz C:Wiindows\SY5S ...

¥ | v Assocated de... (n]
E| O t :
= ocuments

l' Downloads

J‘l Pusic

= | Pictures

B Vvideos

E S50T_x64FREE_EM
CD Drive (D:) Vir

= [ownloads M\MWE

ot

1 item selected 1

: 16:38
¥ 9% 5907203




@ Registry Explorer v1.6.0.0

File Toels Options Bookmarks (0/0) WView Help

Reaqistry hives (1) Available bookmarks (0/0) Values Armcache-InventoryaApplicationFile

Find

Key name # values
C =
4 P C\Cases\F\Windows\AppCo...
a (11517B7FC-EFD-4220-961B-75...
Root
DeviceCensus
DriverPackageExtended

InventoryApplication

- o = LT

appinstaller.exe |c73adf ...

appinstallerelev |agacad . .
appinstallerpyth |6 7732a. ..
calculator.exe |724543ch
codecpacks. heif, | Fdeccd ...
codecpacks, vp9.e|g86ed.
codecpacks.webp. |daa3. ..
compattelrunner. |732ad...
cookie_exporter, 21269 ...
cookie_exporter., [21014. ..
cookie_exporter. |[c1715..

cortana.exe |[d5%bh%eeel. .

Key: RoothnventornyApplicationFile

Selected hive: Amcache. hve Last write:

2023-06-29 08:12:32

Timestamp

2023-06-290...

2023-06-290...

Total rows: 128

Type viewer

Path

AL:AC

c\program
fileswindowsap
psmicrosoft. mi
crosoft3dviewe
r_e.190s,. 2042,
0_x64_ Sweky
b3dabbwe\3dwi
ewer.exe

c:\program
fileswindowsap
ps'microsoft. de
sktopappinstall
er_1.0,30251.0
_we4_ awekyb
3d8bbwe\appin
staller.exe

c:\program
fileswindowsap
psmicrosoft.de
sktopappinstall
er_1.0,30251.0
_wad_ Bwekvb
R I o

Binary viewer

AL:AC

IDViewer ,.exe

AppInstaller.ex
e

AppInstallerEle
vatedAppServic
eClient. exe

Product Mame
AL:AC

view 3d

microsoft appx
click handler

microsoft appx
click handler

Publisher
AL:AC

microsoft
corporaton

microsoft
corporation

microsoft
corporation

Version

C

1908, 2042.0

.0.1901. 2500

.0.1901. 2500

SHA1
e [=

eel5fa1b330d2e
755d8028echdas
Socfieas 1813

828d5cf25052ad
0686636867130f

S5asffab71a83

935407d4adodss
8f297d5231daff
a332931443f56

Value name

|'n."u'riteP'ermissi-:-n5Ched¢

Value type

2 of 2 values shown (1

My o
LELR RN L =]

|REQD'.I‘-.'DFE|

Load complete

Value:

WritePermissionsCheck

Collapse all hives

Hidden keys: 0

F1 s

17:06

09-07-2023 I:J

1




Manage

Share i Application Toals

& Arsenal Image Mounter

File Bitlocker Advanced Help

ZAEvidence\{0926ccea-did 7-4e08-bd93-7a85bd 797974} _copy.vhd
Q Mount Points: E-\, F:\, G\

Launch VM feature
1s disable

ARSENAL RECON

=] Dhisclhils.Lem.dll Zo-02-2023 17:04 Application extens..

— Local Disk (FN i
53 items 1 item selected 493 I{E!

05:28
K
= A= 10-07-2023




Go to the target system and Download the Amcache in link https://ericzimmerman.github.io/#!index.md and open
cmd with Run as a Administrator.

Administrator: Command Prompt

Microsoft Windows [Version 18.8.19844.1288]
B{(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd C:‘\UsersiDenisha\Desktop
C:Zsers\Denisha\Desktop>dir
Volume in drive C has no label.

Volume Serial Number is 4AFS-0051

Directory of C:\Users\Denisha\Desktop

B5-87-2823 1489 <DIR>»
B5-87-2823 1489 <DIR>» .-
B85 -87-2823 14 :689 <DIR> AmcacheParser

5 -B7-2023 14:03 4,515,977 AmcacheParser.zip
2B8-856-2823 23:14 <DIR> PHF-main
28-B6-2822 23:13 2,619,224 PWF-main.zip

2 File(s) 7,126,281 bytes

4 Dir{s) 31,148,974,880 bytes free

C:ZWUsersh\Denisha\DesktoprAmcacheParser -+ C:\Windows‘appcompat\Programsiamcache.hve --csv amcache/
"AmcacheParser’ is not recognized as an internal or external command,
operable program or batch file.

C:\Users\Denisha\Desktop:>dir
Volume in drive C has no label.
Volume Serial Number is 4AFS-9951

cacl Directory of C:M\Usersi\Denisha\Desktop

S L R A W LR
Windows License valid for 82 days
Build 19041.vb_release.191206- 1406

- 21:45
@ B @B m T Brain. ~ @M e on .




Administrator: Command Prompt

4 Dir{s) 31,229,493,248 bytes free

'C:kUSEFS\DEhiShE\DESktGp>Amcachepar59r.Exe - C:ZWindowshappcompat\Programsi\Amcache . hwve --csv amcache/
AmcacheParser version 1.5.1.8

Suthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github. com/EricZimmerman/AmcacheParser

Command line: -+ C:i\Windowshappcompati\Programsiamcache.hwve --csv amcache/

Two transaction logs ftound. Determining primary log...

Primary log: C:\Windows)appcompat\ProgramsiAmcache.hve LOG1l, secondary log: C:h\eindows‘\appcompat\ProgramsiAmcache hwe.LO
G2

Replaying log file: C:\Windowsh\appcompat\Programsi\Amcache.hve.LOG1

Replaying log file: C:\Windows)\appcompati\ProgramsiaAmcache.hwe. LOG2
At least one transaction log was applied. Sequence numbers have been updated to @x@82F. New Checksum: 8x228DD2589
"C:i\WindowshappcompathProgramshAmcache.hve® is in use. Rerouting...

Two transaction logs found. Determining primary log...

qPrimary log: C:\Windows‘\appcompat\Programsi\Amcache.hwve. L0Gl, secondary log: C:\Windows\appcompat\Programsi\Amcache.hwve . LO
G2

Replaying log file: C:A\Windowshappcompati\Programsi\Amcache.hwve.LOG1

Replaying log file: C:\Windowsh\appcompat\Programsi\Amcache.hve.LOG2

At least one transaction log was applied. Sequence numbers have been updated to 8x882F. New Checksum: 8x28DDE5S89

C:\Windowshappcompati\ProgramsiAmcache.hve is in new ftormat!

Total file entries found:
Total shortcuts found:
Total dewvice containers fowund:

R A W B A Bk R e b R e e ek

Windows License valid for 82 days
Build 19041.vb_release.191206-1406

- 21:44
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All File create in Amcache folder. Amcache folder copy the main pc and open with
excel and show the output.

amcache

Share View

« Desktop » amcache Search amcache

e Mame Date medified Type

## CQuick access

I Cesktop
lr Downloads

20230706214236_Amcache_DeviceContai... 08-07-2023 21:42 CSV File
20230706214236_Amcache_DevicePnps.csv  06-07-2023 21:42 S5V File
20230706214236_Amcache_DriveBinaries.... 08-07-2023 21:42 CSV File
= Documents 20230706214236_Amcache DriverPackag... 06-07-2023 21:42 C5W File
i=| Pictures 20230706214236_Amcache_ShortCuts.csv 06-07-2023 21:42 CSV File
J‘a Music 20230706214230_Amcache_Unassociated... 0e-07-2023 21:42 C5Y File

m Videos

& Onelrive

AWl = This pC All file paste in main pc.
P 30 Objects

B Desktop
=] Deocuments
lr Downloads
J'ﬂ Music

&= | Pictures

i Local Disk ()
&A  CD Drive (D2 Vir R P U P

- R — > Windows License valid for 82 days

b items E - Build 19041 .vb_release.191206-1406

— ) o 21:48
- .© Type here to search ' 2FAT o B BRI




[ = | amcache _ -

File Home Share Wiewr ﬂ'
— i » This PC » Downloads » amcache w | O Search amcache =
Marme - Date medified Type Size
7 CQuick access
I Desktop [@ 20230706214236_Amcache_DeviceContai... 06-07-2023 21:42 Microsoft Excel C... 3 EKE
!@I 20230706214236_Amcache_DevicePnps 06-07-2023 21:42 Microsoft Excel C... 27 KB
¥ Downloads 33| 20230706214236_Amcache_DriveBinaries 06-07-2023 21:42 Microsoft Excel C... 107 KB
= Deocuments !@I 20230706214238_Amcache DriverPackages 06-07-2023 21:42 Microsoft Excel C... 1 KB
=| Pictures E@I 20230706214236_Amcache_ShortCuts 06-07-2023 21:42 Microsoft Excel C... 2 KE
AR !@I 202307068214236_Amcache Unassociated... DE-07-2023 21:42 Microsoft Excel C... 15 KB
43
49
Screenshots
@ OneDrive All file shown in main pc and open with
I This PC excel.
I Desktop
=] Docurments
* Downloads
J‘s FAusic
=/ Pictures
B Videos
e Mew Volume (T3]
s Mew YVolume (F:)
oF Metwork
Giterns 1 item selected 14.0 KB =2 =

10:30

L ype here 1o searc = : & = ) 0070003 2



Table Tools

H -~

File

202300706214236_Amcache_lInassociatedFileEntries - Euxcel

Q Tell me what you want to do
[E'J

Cluick
Styles ~

Formulas Drata Review Wiew

S

Export Refresh
% Conwvert to Range - -

Home Insert Diraw Page Layout Help Table Design

Table Mame:
TableT |
*Iil* Resize Table

Header Row 1 First Column Filter Button
1 [ ] Last Column

Banded Rows [ | Banded Columns

Summarize with PivotTable

Amcache

B-f Remove Duplicates

Properties

A5

Columnl6364
Unassociated

Tools

I

= Programlid = FiIEKE?LastWritEﬁmestampu SHA1 = IsOsCom pﬂ-nentu FullPath = Mame = FileExtension = LinkDate

0005aBdc3B83c

Unassociated

External Table Data

C

05-07-2023 05:39

32136ffefi

Table Style Options

chusers\de AmcacheE.

Table Styles

Entry

24-10-2052 05:04

Unassociated

0000 fs19feac:

29-06-2023 08:08

T7f2e744c

chowindows CompatTe.

18-10-2025 04:45

Unassociated

0oo6T3904a1b

29-06-2023 03:09

074349c30

c:\program

cookie_ex.

21-06-2023 22:30

Unassociated

loooofsiofeec

29-06-2023 03:01

1lleba7bl

cywindows csrss.exe

25-05-1971 13:07

Unassociated

oooofs19feac:

29-06-2023 03:08

0646f8653

chwindows DeviceCer .

19-05-2039 12:13

Unassociated

0o0eT3904a4b

29-06-2023 05:09

Frrach20a

c\program

elevation .

21-06-2023 22:30

Unassociated

ooo6f3904a1b

29-06-2023 08:09

872ccoaaf)

c:\program

identity_F.

21-06-2023 22:30

1
2
3
4
a
o
T
2
9

Unassociated

0o06e087F0de:

29-06-2023 03:09

Sdeddaof’

c:\program

ie_to_edg.

21-06-2023 22:30

Unassociated

D006aed7E65SE

29-06-2023 05:09

690897252

c:\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06E68509bC

29-06-2023 08:09

Ffadaasl9

c:\program

Microsoftl .

05-06-2023 18:15

Unassociated

000526850900

29-06-2023 05:09

076f72bl4

c\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06368509bC

29-06-2023 08:09

Sf5c3fdo

c:\program

Microsoftl .

06-06-2023 18:22

Unassociated

OO06EE6E5090DC

29-06-2023 03:09

gfacafdoz

c\program

Microsoftl .

05-06-2023 18:22

Unassociated

00060cab34c3

28-06-2023 17:12

3d26b0dc:

c:\program

Microsoftl .

22-07-2021 01:16

Unassociated

0O06E68509bC

29-06-2023 08:09

bB61la5756¢

c:\program

Microsoftl .

05-06-2023 18:16

Unassociated

000G6E68509b(C

29-06-2023 05:09

7f7cA8adl

c\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06368509bC

29-06-2023 08:09

cco92darFfr

c:\program

Microsoftl .

06-06-2023 18:15

Unassociated

000651es5db3:

29-06-2023 03:09

Jcoleabls

c\program

Microsoftl .

21-06-2023 22:30

Unassociated

000651e5db3;

29-06-2023 05:09

JcSleablds

c:\program

Microsoftl .

21-06-2023 22:30

Unassociated

oooofsl19feac:

29-06-2023 03:04

T7e29a3d9

chwindows MaolsoCol .

01-05-2068 18:03

Unassociated

0006390434k

29-06-2023 05:09

fealf23ec

c\program

msedge.e .

21-06-2023 22:30

Unassociated

0o06707blecd

20230706214236_Amcache_Unassoci

2

Ready

{J;'?Accessibility: Unawvailable

[«] ]

E Display Settings

BH E

10:29
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Open the task Schedular and click the Application Experience then manually run task.

Pl

]
yele BinAmeachePal @Taskf.cheduler
File Action Wiew Help
= | & |
{E—} Task Scheduler (Local)

PWE-main w [ Task Scheduler Library

w~ [ | Microsoft Run

~ 5 OneCore T PcaPat n 07-09-2008 - After trigg | ° Create Basic Task...

i . End
| DiirectX (L Prograi Create Task...

w [ Windows T Startup Disable
~| .MET Framewark Export...
| Active Directory Rights Properties Display All Running...
1 ApplD Delete > | Enable All Tasks His...

| Application Experience )
| ApplicationData General Triggers Actions Conditions Settings H| * | * Mew Folder...

~ Delete Folder

Status Triggers S

iggers defined Application Experience

Import Task...
PWE-main

| AppxDeploymentClier

- Marme: PMicrosoft Compatibility Appraiser
AmcacheFal. Autochk

Wiew
EBitLocker Location: WMicrosoft\Windows\Application Experienc

G Refresh
Bluetooth Author: S(@%SystemPoot ¥ system 32 compattelre = res

Brokerinfrastructure Description: (@ %SystemRoot 2\ system 32 compatteln Help

CertificateServicesClier
Chkdsk Selected lterm
Clip  Run
CloudExperienceHost sl End
Customer Experience [r

4% Disable

Data Integrity Scan Security options

Defrag . . Export...
When running the task, use the fellowing user account: .,

AmcachePals

armecache Device Information

= Properties

LT

Oy Ty e = W e L gy

122

ENG
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Administrator: Cormmand Prompt o
S Dir{s) 29,456,586,888 bytes free -~

C:WUsersi\Denisha\DesktoprAmcacheParser.exe -t C:\Windowsh‘appcompati\ProgramshAmcache.hve --csv amcache2
AmcacheParser wversion 1.5.-1.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https:// github.com/EricZimmerman/AmcacheParser

Command line: -+ C:\Windows‘\appcompat\Programs\Amcache.hwve --csv amcache2

Two transaction logs found. Determining primary log. ..

Primary log: C:‘\Windows\appcompat\Programs\Amcache.hve.L0G2, secondary log: C:‘\WindowshappcompathPrograms\amcache.hve.lLOG1
Replaying log file: C:\Windows\appcompathPrograms\Amcache. hve. LOG2

Replaying log file: C:\Windows\appcompathPrograms\amcache.hve.LOG1

At least one transaction log was applied. Sequence numbers have been updated to 8x8656. New Checksum: 6x2E8DEESSD
"C:\Windows\appcompat\Programsi\Amcache.hve® is in use. Rerouting...

Two transaction logs found. Determining primary log. ..

Primary log: C:‘\Windows\appcompat\Programs\Amcache.hve.L0OG2, secondary log: C:‘\WindowshappcompathPrograms\amcache.hve.LOG1
Replaying log file: C:‘\Windows\appcompathPrograms\aAmcache. hve. LOG2

Replaying log file: C:\Windows\appcompathPrograms\Amcache hve LOG1

At least one transaction log was applied. Sequence numbers have been updated to 8x8856. New Checksum: 8x28DBESB9

C:\WindowshappcompathProgramsiamcache.hve is in new format!
Total file entries found:

Total shortcuts found:

Total device containers fTound:

Total device PnPs found:

Total drive binaries found:

Total driver packages found:

Found unassociated file entry

Results sawved to: amcache2

Total parsing time: seconds

- ~ 10:37
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7 Quick access
I Desktop
lr Downloads
|Z=| Documents
=/ Pictures

46

43

49

Screenshots
& Onelrive

3 This PC
I Desktop
|Z=| Documents
* Downloads

J‘s Music

&= | Pictures

B Videos

e Mew Volume (C:)

s Mew Volume (F:)

oF Metwork

B items

+ | amcache?

Home Share

Downloads *» amcached

Fa

Mame

!@ 202307101037323_Amcache_DeviceContai...
!@ 20230710103733_Amcache_DevicePnps
!@ 20230710103733_Amcache_DriveBinaries
!@ 20230710103733_Amcache_DriverPackages
E@ 202307101037323_Amcache_ShortCuts

!@ 20230710103733_Amcache_Unassociated...

Save the file Amcache2 folder and open with excel.

Date modified

10-07-2023 10:37

10-07-2023 10:37
10-07-2023 10:37

10-07-2023 10:37

10-07-2023 10:37
10-07-2023 10:37

Type

Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...

Microsoft Excel C...

Search amcacheZ
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H - 20230710103733_Amcache_UnassociatedFileEntries - Excel denishagohil334@gmail.com o

Formulas Data Review View g Tell me what you want to do

EEE|

Export Refresh
%Cnnverttn Range . -

File Home Insert Draw Page Layout Table Design

Table Mame:
Tablel
'I:I' Resize Table

Summarize with PivotTable Header Row [_| First Column Filter Button |
—
] [ ] Last Column =
Cluick
Banded Rows [ | Banded Columns

Styles ~
Table Style Options Table Styles

Output
Updated.

BB Remove Duplicates

Properties Tools External Table Data
E12 I

B

Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated

1
2
3
4
3
o
T
a
9

10
11
12
13
14
15
16
17
18
19
20

Unassociated
Unassociated
Unassociated
Unassociated
ILJnassc:ciated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated

21 |Unassociated
22 |Unassociated
22 |Unassociated

0006addc383d31ldede:
oooofs19feecdBedesdTe
0006119b97889343334cC
0ooofs19feecdBodedTe
Dooofs19feccd8odaesTe
000611909 7889343334C
0006119b97889343334A¢
0006137d5eeedddlfain
0o0esbf2zbaf348del89a
0006aalfee92cface338E
0006aalf8e92cface3 38tk
0006aalfee92cface338E
0006aalfeegs2cfabe338k
D006aalfeos2cfabe33Bk
00060cab3dc3bd2celch
D006aalfeos2cfabe33Bk
0006aalfeog92cfabe338E
00060T01fad45416eeds
000e0f01fad45416eads
oooofs19feecdBodesdTe
0006e71el82965d41461
0006dclal7e320bsdbhbe

07-07-2023 04:55 32136ffefi
29-06-2023 08:08 77f2e744c
10-07-2023 04:53 42dE34da:
29-06-2023 08:01 11eba7vbl
29-06-2023 08:08 064678653
10-07-2023 04:53 3bd5d2Bc:
10-07-2023 04:53 cdf846712
10-07-2023 04:53 d97dsb3d
08-07-2023 15:53 6d27b973:
10-07-2023 04:53 06bac910s
08-07-2023 15:53 3315234‘Fd
08-07-2023 15:53 fed2634cc
08-07-2023 15:53 edobd2ai
08-07-2023 15:53 0cS5f3eBa7
28-06-2023 17:12 3d26b0dct
08-07-2023 15:53 06bac910z
08-07-2023 15:53 0a001810E
10-07-2023 04:53 f705161e7
10-07-2023 04:53 f705161e7
29-00-2023 08:04 Fe29al8d9i
10-07-2023 04:53 f92f04998!
10-07-2023 04:53 45d7b8e9]

FALSE
TRUE
FALSE
TRUE
TRUE
FALSE
FALSE
FALSE
FALSE
FALSE

ch\userside AmcacheF .
c:\windows CompatTe .
c:\program cookie_ex.
ch\windowse csrss.exe

ch\window: DeviceCer .
c:\program elevation .

c:\program
c:\program
c:\program
c:\program

FALSE

lc:‘\p rogram

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
TRUE
FALSE
FALSE

c:\program
c:\program
c:\program
c:\program
c:\program
c:\program
c:\program
c:\program

identity_F.
ie_to_edg.
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl.
Microsoftl .
Microsoftl.
Microsoftl .
Microsoftl.
Microsoftl .

c\window: MolUsoCol .
c:\program MpCopyA .
cowindows MoSiestul,

20230710103733_Amcache_Unassoci 1
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4. Windows Prefetch Analysis

Accessing Prefetch Files for Forensic Analysis. A digital
forensic investigation often aims to determine the activities
of a user on a computer. Prefetch files are an important
type of evidence, which provide detailed information about
the programs that were run on a computer.



In the windows 10 target system many prefetch files available in this path.

= | prefetch

H4 Customize Quick Access Toolbar |

R | ChCases\PWindows\prefetch

i Cuick access
B Desktop
; Downloads
[ZZ] Documents
= Pictures
Evidence
Execution
plugins
Registry

[ This PC
P 30 Objects
I Clesktop
Documents
Downloads
Music
Pictures
Videos
50T _x64FREE_EM
CD Drive (Dx]) Vir
Downloads (AWE

”y

et

L]
L]
L]
L1

L]
L1
L]
L1
L]
L]
L]
L]
L1
L]
L1
L]
L1
L]
L]
L]
L]
L1
L]

Mame

AM_BASE.EXE-208FC220.pf
AM_DELTAEXE-BT261FE3.pf
AM_EMGIMNE.EXE-62ACFTF. pf
APPLICATIONFRAMEHOST. EXE-CCEEFTS...
AUDIODG.EXE-BDFD 3029, pf
BACKGROUMNDTASKHOST . EXE-143A3777.pf
BACKGROUMDTASKHOST EXE-AZSD3IIBE...
BACKGROUMDTRAMSFERHOST . EXE-4FEE...
BACKGROUMDTRAMSFERHOST . EXE-292E...
BACKGROUMDTRAMSFERHOST.EXE-CF5...
BYTECODEGEMERATOR.EXE-C1ESBCER. pf
CLOUDEXPERIEMCEHOSTEROKER.EXE-ES...
CMDLEXE-4A81B364. pf
COMPATTELRUMMER.EXE-DBST722F. pf
COMHOST.EXE-1F3ESDTE. pf
COMSEMT.EXE-5331BDOEA. pf
CSC.EXE-67679278.pf
C5SR55.EXE-3FEFVE. pf
CVTRES.EXE-F2BTROZE. pf
DLLHOST.EXE-SE46FRADD  pf
DLLHOST.EXE-28A8211F. pf
DLLHOST.EXE-61F58501 . pf
DLLHOST.EXE-304CT 7oA, pf

Date modified

Type

PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File
PF File

Search prefetch




Share

Open the PECmd tool and type the command for particular application.

Manage

View Application Tools

Get-Zimmerman lools

ChToolstGet-Zimmerman Tools

i Quick access
I Desktop
‘y Downloads
[£2] Documents
= Pictures
Evidence
Execution
MTFS

Registry

[ This PC
P 30 Objects
I Desktop
[ Decuments
‘y Downloads
J‘l Music
= Pictures
ﬁ Videos
: SDT_x64FREE_EM
CD Drive (6] Vir
= [lownloads (WWE

B . .

32 items

"y

b

Mame

EvtxECrmd
EfViewer
Hasher
iisGeclocate
JumplListExplorer
MFTExplorer
RECrmd
RegistryExplorer
SDBExplorer
ShellBagsExplorer
SCLECmd
TimelineExplorer
HWFIM

[ "RemoteFileDetails

o AmcacheParser
et AppCompatCacheParser
i% bstrings

|=| Changelog

|&y Get-ZimmermanTools

& JLECmd

IS¢ LECmd

3 MFTECmd

i PECmd

1 item selected 3.79 ME

Date modified

06-2022

06-2022

06-2022

e

06-2022

06-2022

06-2022

06-2022

06-2022

13:40
13:40
13:41
13:44
13:41
13:41
13:41
13:42

 13:42

‘I""'.."'.:

LR g L

'3 13:43
3 05:43
3 13:44
3 13:44
3 11:45
3 15:13
' 123
3 13044
3 14:2

2_02-20232

04-03-2023

T Ty
28-01-2022

17:

j [P

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
C5V File
Application
Application
Application
Text Document
Windows Power5...
Application
Application
Application

Application




Administrator: CWWindows'System32hermd.exe

Microsoft Windows [Version 18.8.17763.737] -~
{c) 2818 Microsoft Corporation. All rights reserved.

C:\Tools\Get-ZimmermanTools>PECmd . exe
Description:
PECmd wversion 1.5.8.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman,/PECmd

Examples: PECmd.exe -+ "C:\Temp\CALC.EXE-ZFBEF7FD.pf"
PECmd.exe -+ "C:\Temp\CALC.EXE-IFBEF7FD.pf" --Json "D:\jsonOutput”™ --jsonpretty
PECmd.exe -d "C:\Temp"” -k "system32, fonts"
PECmd.exe -d "C:\Temp” --csv "c:\temp” --csvf foo.csv --json c:\tempijson
PECmd.exe -d "C:\Windows“Prefetch”

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
PECmd [options]

Options:

o i - File to process. Either this or -d is required

-d <d>» Directory to recursively process. Either this or -f is required

-k <k>» Comma separated list of keywords to highlight in output. By default, "temp® and "tmp' are
highlighted. Any additional keywords will be added to these

-0 <0O>» When speciftied, save prefetch file bytes to the given path. Useful to look at decompressed Winlé
files

-q Do not dump fwll details about each file processed. Speeds up processing when wsing --json or --cswv
[default: False]

--Json <json: Directory to sawve JSON formatted results to. Be sure to include the full path in double quotes

--Jsonft <jsonf> File nmame to save JS0OMN formatted results to. When present, overrides default name

--CSV <CSW> Directory to sawve CSV formatted results to. Be sure to include the full path in double guotes

--csvf <cswvfe File name to sawve CSV formatted results to. When present, overrides default name

--html <html: Directory to sawve xhtml formatted results to. Be sure to include the full path in double quotes

--dt «<dt> The custom date/time format to use when displaying time stamps. See https://goo.gl/CNVgek for

options [default: yyyy-MM-dd HH:mm:ss]
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Administrator: C:AU

Either -f or -d is required. Exiting -~

C:Z\Tools\Get-ZimmermanTools>PECmd.exe -¥ C:h\Cases\Fi\lindows'prefetch\APPLICATIONFRAMEHOST .EXE-CCEEF759.pf
PECmd wersion 1.5.8.8

Author: Eric Zimmerman {saericzimmerman@gmail.com)
https://github. com/EricZimmerman/PECmd

Command line: -+ C:\Cases\F\Windows\prefetch\APPLICATIONFRAMEHOST .EXE-CCEEF759.pf
Keywords: temp, tmp

Processing C:\Cases\Fi\Windows\prefetch\APPLICATIONFRAMEHOST .EXE-CCEEF759.pf

Created on: 2022-86-28 16:24:19
Modified on: 2823-86-29 88:85:89
Last accessed on: 2823-86-29 88:85:89

Executable name: APPLICATIONFRAMEHOST .EXE
Hash: CCEEF759

File size (bytes):

Version: Windows 18 or Windows 11

Run count:
Last run: 2623-86-29 85:84:59
Other run times: 28232-86-28 16:35:85, 2823-86-28 16:24:89

Volume information:

#o9: Name: \VOLUME{©&1ld%9aad6f526bdaa-4af59951} Serial: 4AF59951 Created: 2823-86-29 85:862:52 Directories: File references:

Directories referenced:
YWOLUME{81d9aad6ft526bdaa-4af59951 }\PROGRAM FILES

WOLUME{81d9aad6ft526bdaa-4af59951 }WPROGRAM FILES\WWINDOWSAPPS
WWOLUME {©1d9aad6T526bdaa-4at59951 }\PROGRAM FILES\WINDOWSAPPSWMICROSOFT .MICROSOFTOFFICEHUEB_18.1963.1152 .8 NEUTRAL_SPLIT.SC

— pe i e m o B w @ ~ = s u?-ﬂuij;uza L]
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Administrator: C\Windowsh System 32 omd. exe

Directories referenced:

WWOLUME{81d9aad6+t526bdaa-4af59951 }\PROGRAM FILES

\WOLUME{©1d9aad46T526b4aa-4af59951}\PROGRAM FILES\WINDOWSAPPS

\WOLUME{©1d9aad6f526b4aa-4af59951 } \PROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_18.1963.1152.8 NEUTRAL_SPLIT.SC
ALE-188 BSWEKYB3IDSEBWE

\WOLUME{©®1d9aad46f526b4aa-4af59951 }\PROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_18.1963.1152.8 NEUTRAL_SPLIT.SC
ALE-168 SWEKYB3DSBBWE\IMAGES

\WOLUME{©81d9aad46f526b4aa-4af59951 }\PROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_18.1983.1152.08 X64 SWEKYB3DSEB
WE

\WOLUME{©81d9aad46f526b4aa-4af59951 }\PROGRAM FILES\WINDOWSAPPS\MICROSOFT.MICROSOFTOFFICEHUB_18.1983.1152.08 X64 SWEKYB3DSEB
WENWMICROSOFT . SYSTEM. PACKAGE . METADATA

\WOLUME{©81d9aad46f526b4aa-4af59951 }\PROGRAM FILES\WINDOWSAPPS\MICROSOFT.WINDOWSSTORE_11918.1082.5.8_ NEUTRAL_SPLIT.SCALE-1@
8 BWEKYB3DSEBWE

\WOLUME{©1d9aad46t526bd4aa-4af59951 } \PROGRAM FILES\WINDOWSAPPS\MICROSOFT .WINDOWSSTORE_11916.166862.5.8 NEUTRAL_SPLIT.SCALE-1@
8 BWEKYBE3DESBBWEAASSETS

\WOLUME{©1d9aad46t526bd4aa-4af59951 } \PROGRAM FILES\WINDOWSAPPS\MICROSOFT .WINDOWSSTORE_11916.166862.5.8 NEUTRAL_SPLIT.SCALE-1@
% SHEHVEEDSEEHEEASSETSEAPPTILES

WOLUME{©1d9aad6+526bdaa-4af59951 P\WINDOWS

WOLUME{©1d9aad6+t526bdaa-4af59951 PA\WINDOWS\FONTS

WOLUME{©1d9aad6+526bdaa-4af59951 I\WINDOWS\WGLOBALTZATION

\WOLUME{©1d9aad46t526bd4aa-4af59951 }\WINDOWS\GLOBALTIZATION\SORTING

\WOLUME{©1d9aad6t526bdaa-4aft59951 } \WINDOWS\IMMERSIVECONTROLPANEL

WWOLUME{81d9aadet526bdaa-4at59951 \WINDOWS IMMERSIVECONTROLPANEL\ IMAGES

WWOLUME{B1d%9aadb6+526bdaa-4af59951 }\WINDOWS\WRESCACHE

WWOLUME{81d9aadet526bdaa-4at59951 P\WINDOWSWRESCACHEN _MERGED

\WOLUME{©1d9aad6t526bdaa-4aft59951 } \WINDOWS\RESCACHEY_MERGED\287641329

WWOLUME{B1d%9aad6+526bdaa-4af59951 }\WINDOWS\WSYSTEM32

WWOLUME{81d9aadet526bdaa-4at59951 P\WINDOWS\SYSTEMIZNEN-US

Files referenced:
WWOLUME{©1d9aad6+526bdaa-4af59951 F\WINDOWSWSYSTEMZ2\NTDLL . DLL

\WOLUME{©1d9aad46T526bdaa-4af59951 } \WINDOWS\SYSTEM22\APPLICATIONFRAMEHOST . EXE (Executable: True)
\WOLUME{©1d9aad6f526b4aa-4af59951 P\NWINDOWS\SYSTEM32\KERNEL32 .DLL

HH 2 ] e m o =R w @ & =l u?-?ﬁj;uza L]
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5. Windows Prefetch Timeline Analysis

In this command all prefetch file store in specific folder and open with timeline explorer

Administratorn CHWindowshSystem 32\ cmd. exe <
XVDLUHE{Eidgaadﬁfszﬁbdaa—4aF:9951}\HINDDHSESVSTEHEEKHSVCPiiE_HIN.DLL -~
MWOLUME{81ld9aad6f526b4daa-4af59951 FAHNINDOWSYSYSTEMI 2 \WINDOWS . SYSTEM . DIAGNOSTICS . DLL
MWOLUME{8l1ld9aad6+f526b4daa-4af59951 FANINDOWSYSYSTEMZ 2 \WINMETADATANWINDOWS . UT . WIMNMD
MWOLUME{81ld9aad6+t526b4aa-4af59951 FANNINDOWSYSYSTEMZ2VWVWINMETADATANKNINDOWS . SECURITY . WIMNMD
AMWOLUME{81d9aadb6+526b4daa-4af59951 FANINDOWSYSYSTEMI 2 \WINDOWS . SECURITY . AUTHENTICATION . WEBE . CORE . DLL
AMWOLUME{81d9aadb6f526b4daa-4af59951 FAWNINDOWSYSYSTEM2 2VONECORECOMMOMNPROXYSTUB . DLL
AMWOLUME{B81ld9aadbef526bdaa-4af59951 FPAWVWIMNDOWSY SYSTEMI2VEN-USHYWIMNDOWS . SECURITY . AUTHENTICATION .WEEB . CORE .DLL . MUT

: WOLUME{@8ld9aad6f526bdaa-4at59951 }\USERSWDENISHAMWAPPDATAMN LOCALNPACKAGESYWMICROSOFT .MICROSOFTOFFICEHUE SWEKYE3DESBBWEYWACH IM

ETCACHEEHSIHGSII DAT
AMOLUME{81d9aad6t526b4daa-4at59951 FWWINDOWSY SYSTEM2Z 2\ WINDOWSCODECS . DLL
MWOLUME{81d9aad6+526b4daa-4af59951 FANPROGRAM FILESWWINDOWSAPPS\MICROSOFT .MICROSOFTOFFICEHUB_18.1983.1152 .8 X644 SWEKYEBE3IDSB

BWEMMYOFFICE . RUNTIMECOMPOMNENTS . WIMNMD
MWOLUME{81ld9aad6+526b4aa-4af59951 FNPROGRAM FILESAWWINDOWSAPPS\MICROSOFT .MICROSOFTOFFICEHUEB_18.1983.1152 .8 X64 SWEKYEBE3IDSB

BWEMWMYOFFICE . RUNTIMECOMPOMNENTS . DILIL
MWOLUME{8l1ldo9aad6f526b4aa-4af59951 }A\PROGRAM FILESMWWINDOWSAPPS\MICROSOFT . VCLIBS.148.808_14.8.27323.8_X64 SWEKYEB3IDSBBWEYWMSW

CP148 APP._DLL
AMWOLUME{81d9aadb6+526b4daa-4af59951 P NPROGRAM FILESAWWINDOWSAPPSA\MICROSOFT . WVCLIBS.148.88_14.8.27323.8_X64 SWEKYBIDSBBWEMWWCR

UNTIMEl148 APP.DLL
MOLUME {8ld9aadbt526bdaa-4af59951 FAWWNINDOWSY SYSTEM22\WEEPLATSTORAGESERVER . DLL
AMOLUME{8ldo9aadbt526bdaa-4atf59951 PWVWINDOWSYSYSTEMI 2N\ LOGOMCLT . DLL
MOLUME {8ld9aadb6t526bdaa-4af59951 pWUSERSMWDENISHAMNAPPDATAN LOCALWPACKAGES\MICROSOFT .MICROSOFTOFFICEHUB _S8WEKYE3IDEBBWEYACYIM

ETCACHENSSFO1BE3R\HERO- IMAGE -DESKTOP-F6728A4145[1] . JPG
MWOLUME{81d9aad6t526b4daa-4af59951 FANWINDOWSYSYSTEMI2ZVEMN-USYWINDOWS . STORAGE .DLL . MUT
MWOLUME{81ld9aad6+526b4daa-4af59951 FNUSERSANDENISHAMWAPPDATAN LOCALMNPACKAGESYWMICROSOFT . MICROSOFTOFFICEHUE _SWEKYE3IDSBEBWEMNACKNIN

ETCACHENSSFOL1BE3RNTHIRDPARTYNOTICE[1] .HTM
MWOLUME{8l1ldo9aad6f526bdaa-4af59951 FAHNINDOWSYSYSTEMZI2VWCRYPTOWINRT . DLL
AMWOLUME{81d9aad6+526b4daa-4af59951 FNUSERSANDENISHAMWAPPDATAN LOCALWPACKAGESYMICROSOFT .MICROSOFTOFFICEHUBE _SWEKYBE3IDSBEBWEMNLOCAL

STATEMTHIRDPARTYMNOTICE .HTML . ~TMP {(Keyword: True

—————————— Processed C:%Cases\F\lWindows\preftetchJAHOST . EXE-DE@DS8881 .pf in seconds - ------—---
Processed out of files in seconds

CsV output will be sawved to C:\Cases\Analysis\Execution\28238716851531 PECmd Output.cswv
CsSV time line output will be sawved to C:\CaseshWAnalysis\ExecutionZ\28236867166851531 PECmd_ Output_Timeline.csw

C:hZ\Tools\Get-ZimmermanTools>PECmd.exe -d C:ZCases\F\Windowsh\prefetch --csv C:\Cases\Analysis\Execution)

05: 16
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| Execution

Home

T™

# Quick access
I Desktop

"v Downloads
|Z| Documents

Share

View

» ThisPC » SDT_x84FREE_EM-US WHD (C:) » Cases » Analysis » Execution

]

P

Mame Date modified

5 20230705061123_Windows10C_11_SYSTE...
|=| 20230703080017_Amcache_DeviceContai...
|=| 20230705020017_Amcache_DevicePnps
|=| 20230705080017_Armcache_DriveBinaries

Search Execution

| Pictures 3] 20230705080017_Amcache_DriverPackages
Evidence |=l 20230705080017_Amcache_ShortCuts
Execution |=| 20230705080017_Amcache_llnassociated...
] 20220707061607_PECrmd_Output
] 20220707061607_PECmd_Qutput_Timeline
3 20230716051531_PECmd_Outpu 16-07-2023 05
[ This PC [ 20230716051531_PECmd_Outp @ Timeline  16-07-2023 05:15
g =0 Objects

B Desktop

|Z| Deocuments

-'v Downloads

J‘ﬂ Music

=] Pictures

m Wideos

‘o SDOT_xB4FREE_EM
CD Drive (D) Vir

== [lownloads (OWWE

MTFS
Registry

Open this file in timeline explorer

W

A - .

11 items 1 temn selected 1.34 ME

05:24
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Show the All prefetch file with time

|-.;_.;- Timeline Explorer v1.3.0.0

File Tools

Tabs View Help

20230716051531_PECmd_Output.csw

Dira

=

e

column heade

Source Filename

X
a
n

C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C

:ZWCaseshWFi\Windows\prefetchAM BASE.EXE-S0BFCES..
:ZWCasesh\Fi\Windows\preftetchYAM DELTA.EXE-B7261F..
:ZWCases\WFi\Windows\prefetchYAM EMGIME .EXE-&69ACF..
:ZWCases\Fi\Windows\preftetchYAPPLICATIONFRAMEHOS...
:ZWCases\Fi\Windows\pretetch\AUDIODG . EXE-BDFD362...
:ZWCases\Fi\Windows\pretetchYBACKGROUNDTASKHOST . ...
:ZWCases\Fi\WindowsYpreftetchYBACKGROUNDTASKHOST . ...
:ZWCases\Fi\WindowspretetchYBACKGROUNDTRANSFERH...
:ZWCases\Fi\WindowspreftetchYBACKGROUNDTRANSFERH...
:ZWCases\Fi\WindowspreftetchYBACKGROUNDTRANSFERH...
:ZWCases\Fi\Windows\pretetchy\BYTECODEGENERATOR. . E...
:ZWCases\F\Windows\preftfetch\CLOUDEXPERIENCEHOST...
:ZWCaseshWFi\Windows\prefetchYCMD.EXE-4AS1B364 . pT
:ZWCasesh\Fi\Windows\prefetchYCOMPATTELRUMNER . EXE..
:ZWCaseshWFi\Windows\preftetchYCONHOST .EXE-1F3ESD7...
:ZWCaseshWFi\Windowsh\preftetchYCONSENT . EXE-531BD9E..
:ZWCaseshWFi\Windows\prefetchYCS5C.EXE-&67679278 . pfT
:ZWCases\Fi\Windows\pretetchYC5R55 . EXE-3FEAL1FYE...
:\Cases\FAWindows\pretetchWCWVTRES . EXE-F2B76B2E...

VolumelSeri..

AGc

2823 -a6-29
2823 -a6-29
2823 -a6-29
2823 -a6-28
2823 -06-28
2823 -06-28
2823 -86-28
2823 -a6-28
2823 -86-28
2023-86-28
2023-86-28
2023-86-28
2023 -a6-28
2023 -a6-28
2023 -a6-28
2023 -a6-28
2023 -a6-28
2823 -a6-28
2823 -06-28

er texXtT T

to search. ..

Source Modif..

2823 -06-29
2823 -96-29
2823 -06-29
2823 -06-29
2823 -06-29
2823 -06-28
2822 -86-29
2823 -86-28
2823 -86-28
280023-86-28
28023 -86-29
280023-86-28
2823 -06-28
2023 -06-28
2823 -96-29
2823 -96-29
2023 -06-28
2023 -06-28
2023 -06-28

PRPRPOOIRRPERPRORPREREDREDO000




Auto run keys Analysis

Autorun and run keys are registry entries that allow programs to
execute automatically when a device is connected or a user logs
on. Malicious actors can use them to launch malware, bypass
security controls, and maintain persistence on compromised hosts.



# Registry Explorer v1.6.0.0
File Tools Options View

Registry hives (2) Available bookmarks (55/0) Values

run|
Data Record Reallocated

Value Type Data Value Slack I= Deleted
] H

Value Mame
Key name
AL:AC AL:AC AL:IC AL:AC
C
SecurityHealth RegExpandSz | %owindir3hsyste... | 00-00-00-00
4 @ C:\Cases\Analysis\Registry\NTUSER.DAT Li = - e
e VBoxTray RegExpandSz  %%SystemRoot3s... | 00-00-1D-00-00-00
[ CurrentVersion
Run
RunMEL

RunCince
¥ Shell . . . .
+ @ C\Cases\Analysis\Registry\SOFTWARE You can insert the NTUSER hives in Registry Explorer
b = Channels and then search run.

<

Bookmark information
Hive C:\Cases\Analysis\Registry\SOFTWARE

Category Autoruns

Mame Run

Key path Microsoft\Windows\CurrentVersionRun

Short description Run key

Long description Used to automatically start programs Type viewer | Slack viewer  Binary viewer

Value name |5ECLIFit!.-'HEEI|ﬂ'|

Value type |REgE:{pand52

Value: SecurityHealth | Collapse all hives
(100,005 Hidden keys: 0 1

00:00 2 of 2 values shown (100,005

Selected hive: NTUSER.DAT Last write: G-06-2023 08:01:53 +00:00

Key: Microsoft\Windows\CurrentWersion\Run




@ Registry Explorer v1.6.0.0
File Toels Options View

Reqgistry hives (2} Available bookmarks (53,0} Values

rur|
Value Type Data Value Slack Iz Deleted Data Record Reallocated

Value Mame
Key name

AL:IC AL:IC ;] B [ AL:AC

C

SecurityHealth RegExpandSz | Sewindirtelsyste... | 00-00-00-00
» i C:\Cases\Analysis\Registry\NTUSER.DAT v S - st

W . Oy s oy ¥ o - _ .
P # C:\Cases\Analysis\Registry\SOFTWARE 'BoxTray RegExpandSz  %eSystemPRoot%s... | 00-00-10-00-00-00

Channels

{ CurrentVersion

CurrentVersion

Image File Execution Options

Int t Expl . . . .
— You can insert the Software hive in Registry Explorer

< 5 and search run and show the autorun activities.

Bookmark information
Hive C:YCaszes\Analysis'\Registry \SOFTWARE

Category Autoruns
Mame Run
Key path Microsoft\Windows\Currentversion\Fun

Short description Run key

Long description Used to automatically start programs Type viewer | Slack viewer  Binary viewer

Value name |Sec|_|ri1:g.-'HeaIth

Value type |RegExpandSz

Key: Microseft\Windeows\CurrentVersionRun Value: SecurityHealth | Collapse all hives
Selected hive: MTUSER.DAT Last write: 29-06-2023 08:01:53 +00:00 2 of 2 values shown (100.00% Hidden keys: 0 1




= | Registry

Home

T~ »

7 Cuick access

B Desktop
4 Downloads
Z=| Documents
&= | Pictures
Evidence
Execution

MTFS
Registry

= This PC
g =0 Objects
B Decktop
| Documents
Downloads
Music
Pictures
Videos
SDT_xe4FREE_EM
CD Drive (D2 Vir
Downloads (OWE

e

14 itemns

Share

This PC =

L]

ot

View

Mame

=| UsrClass.dat
|| UsrClass.dat
=] SYSTEM

] SYSTEM

=| SOFTWARE
|| SOFTWARE
=| SECURITY
|| SECURITY
=) sam

] sAaM

=| NTUSER.DA
| | NTUSER.D#
=| DERAULT
| DERALLT

1 itemn selected 38.6 KB

50T _x64FREE_EM-US_VHD [C:) »

)

L=

Cases » Analysis »

Date modified

01-07-2022 10:55

et =

-5 T

. P e T =

Open

Print

Edit

Edit with Motepad++
Share

Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Registry

Type

Text Docurment
DAT File

Text Docurment
File

Text Docurment
File

Text Docurment
File

Text Document
File

Text Docurnent
DAT File

Text Document
File

NTUSER hives open with
Notepad++.

Search Registn



&

File Edit Search View Enceding Language Settings Teools Macroe Run Plugins  Window

a B oolgﬂﬂu-:j[jl |i'ﬁ5£'1'ﬁ-.i|“§"':-| E_.En_Jn.qu-_.‘HE (be]
55| B BEralT e 5 [=] NTUSER.DAT b ﬂESE-:URlT‘-r.m |E sorrwarese @3 |E samot @3B UsrClass.dat.ot 3 | svsTEM b

Eesources
The Interncet

Find
run v.20200511 Find

Replace Findin Files Find in Projects  Mark
(Software, NIUSER.

Eind what: | run| Find Mext

Software\Microsofg
LastWrite Time 203 Count
MicrosoftEdgeiud = th\Edgeh\Application\msedgs

CneDrive - "C:\( In selection Find All in Current
Diocurment

SoftwarehMicrosofg []Backward direction Find all in All Opened

[ 1match whole word anly Documents Flne the Tun
[Match ¢ .
aten gase Close command in All

Software\Microsofy [] wirap around

LastWrite Time 203 Search Mode Transparency Current documents

Softwarse\Microsofyg )
Software‘\Micro=sofd (®) Normal (®) On losing focus

() Extended (\n, ', M\t 00, el ) Always

Software\Microsofyg () Regular expression . matches newline

Software\Wowe43I2Hg

Software\Microsofg

Software\Microsoft\Windows NI\ CurrentVersion\Terminal Server‘\Install\Scoftware\Microsoft\Windows'\CurrentVerzion REun not
Software\Microsoft\Windows NTZWCurrentVersionTerminal Server‘\Installi\Software\Microsoft\Windows CurrentVersion\RunOnce

Software\Microsoft\WindowshCurrentVersion\Policies\Explorer'\Eun not found.

£

Mormal text file length : 39,529 lines : 1,000 Ln: 780 Col:15 5Sel:3]1 Windows (CR LF) AMSI




Q{ ChCaseshAnalysishRegistnh MNTUSER.DAT .t - Motepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7

o oo@lﬂa-l::l[‘_hll |ﬁﬁ£;ﬁ|“§'3| E.-E-J-CIIB-_:‘“E ]
B =i | B berAUTa: £ [=) NTUSER.DAT b QESECUF{IT'. ot 3| B soFtwarese 3|El samee @3B UsrClass.datoe 3 |B svsTEM.bt

REesources

The Internet

wv.20200511
(Software, NIUSER.DAT) [Autostart] Get autostart kev contents from Software hiwve

Software\WMicrosoft'\WindowshCurrentvVersion' REun

LastWrite Time 2023-06-28 17:52:55Z2
MicrosoftEdgelutolLaunch 1EDEAFCC191354652DA0OC4AECFCT3I3304 — "C:“\Program Files (x36)\Microsoft\Edge\Applicationimsedgs
CmeDrive — "Ci\Users‘\Denisha'\AppData\Local\Microsofc\OneDriveZOnelDrive.exe"™ Sbackground

Software\Microsoft\Windowzs\CurrentVerzion\Eun has no subkevs.

Software\Wowed3IZNode\Microsoft\Windows\CurrentVersionRun not found.

Software\Microsoft\Windows CurrentVersion\EunCnce
LastWrite Time 2023-06-28 l6:32:46Z
Software\Microsoft\Windows\CurrentVersion\Eunlnce has no wvaluss.

{25 hit= in 1 file of 1 =earched)
C:ZCases\Analysis\Registry\NTUOSER.DAT . txt (25 hits)
Line : (NTUSER.DAT) Autostart — get Command ProcessorhhutoBRun wvaluse from NTUSER.DAT hive
Line : [HIUSEER.DAT) Gets load and run values from user hiwve
Line ! run value not found.
Line I orun v.20200511
Line : Software\Microsoft\WindowshCurrentVersion' Eun
Line : Software\Microsoft\WindowshCurrentVersionhEun has no subkeys.
Line : 12 not found.

T imic = CafFfrrraryoiild mrmomFrbildme-rreh T ot oy od mmy DT -

Mormal text file length : 39,529 lines: 1,000 Ln:733 Col:46 S5Sel:3|1 Windows (CF. LF) A5




@" ChCaseshAnalysis\Registn A\ SOFTWARE. bt - Motepad++ [Administrator]
File Edit 5Search WView Encoding Language Settings Tools Macre Run Plugins  Window 7

a B s s @ | & O | | 8 g | = x| EEETE EF E = (= ]
BH-n o|BEoerauitoe @3B NTusERDAT.ee | SECURITY.6¢ 3 [ SOFTWARE txt ﬂEs:r-,-Lm | B usrClass.datoe 3| B svsTEM.be

SoftwarehPolicies\WMicrosoft\Windows PowerShell not found.
Policies\Microsoft\WindowsPowerShell not found.

run w.20200511
(Software, NIUSER.DAT) [Autostart] Get autostart key contents from Software hiwve

Microsoft'\WWindows'CurrentVersionhRun
LastWrite Time 2023-0&6-29 08:01:53Z2
VBoxTray — ES5ystemBootiEhsystem3Z\VBoxTray.cxe
SecurityvHealth - Fwindirzhsystem3ZhSecurityHealthSystray.exe

Microsoft\Windows\CurrentVersion'Run has no subkewvys. Flnd the run Command 1n
HMicrosoft\WindowshCurrentVersiontRunlnce SO” ware hlves ln current all

LastWrite Time 2015%-12-07 0S:17:2T7Z
Microsoft\Windows\CurrentVersionBEunCnce has no wvaluess. dOCU.mentS
Microsoft\Windows\CurrentVersion\BEunCnce has no subkevys.

Microsoft\Windows\CurrentVersionh\EunServices not found.

Wowed3ZNode\Microsoft\Windows \CurrentVersionhEun

LastWrite Time 2015%-12-07 09:17:2TZ
WowEd3ZNodeWMicrosoft\Windows \CurrentvVersion'\FEun has no values.
WowEed3ZHode\Microsoft\Windows\CurrentVersion'\Eun has no subkevs.

Wowed3ZNode\Microsoft\Windows\CurrentVersion' RunCnce

LastWrite Time 2Z2019-12-07 Q09:17:2T72Z
Wowed3IZNode\WMicrosoft\Windows\CurrentVersion\RunCnce has no wvalues.
Wowed3ZNode\Microsoft\Windows\CurrentVersion\EunOnce has no subkeys.

Mormal text file length : 25,34,532 lines: 41,650 Ln:40297 Col:1 Sel Windows (CR LF) LUTF-28




Startup Folder Analysis

Two location mention for startup folder.

1. C:\Cases\F\ProgramData\Microsoft\ Windows\Start Menu
2. C:\Cases\F\Users\Denisha\ AppData\Roaming\Microsoft\ Windows



Open the given file location with ubuntu linux and use mnt directory, show mnt.csv file and using grep command
show startup folders and scripts.

VSmint o/ Cases/Analysis/MNTFS
s¢ cd ..SF. /..
fcf[asesfﬂnaly515fNTF5
55 = =% 1Is -1

[}

=

[}

total 58954
-ruErWXrex 1 forensic forensic 6831666868 Jul 1 16:42 MFT.csv

orensic@WIN-AIDEYGOIQED:: /fmnt/c/Cases/Analysis/NTFS$H grep startugaﬂiz:EEE:]
14886 ,1,True,52868,1, lenduwskwlnSxS amded_microsof Tl nstartup_31bf3856ad364e35 168.68.19841.1 none_b2814b
SEeat6Bec9, 8,1, ., True,False,False, True, False False,None,Windows ,2819-12-67 89:89:18.0828868,2023-86-29 85:83:11.68746274,20819-
12-87 B9:00:160.8828868,2023-86-29 A5:683:11 .68746274,20823-686-20 A5:32:49 _ 9558981 ,20823-86-29 A5:83:11 .8746274,2619-12-867 89:89:1
B.8828868,2823-86-29 B5:83:11.8746274,8,185351776,551, ,%D5C,
14985,1,True, 5286, 1, .\Nindows\Win5sx5, amdt4d microsoft-windows-s..estartup-change-pin_31bf3856ad364e35_ 168.8.19841.1237 none_665
+73468990d6358, ,68,1, ., True,False,False,True,False,False None,Windows ,26821-18-86 13:54:23.7551351,26823-86-29 85:83:11.2621355,26
21-19-86 13:54:23.7551351 ,2823-86-29 85:83:11.2621355,2823-86-29 85:32:50.8439843 ,2023-06-29 85:03:11.2621355,2821-18-86 13:5
#4:23_7551351,2822-86-20 85:83:11.2621355,08,185379446,551, ,$D5C,
14986,1,True,14985,1, . \Hindows\WinSxShamdod microsoft-windows-s..estartup-change-pin_31bf385%56ad364e35_16.8.19841 .1237 none_66
S+7346899d6358, T, .,8.,.1, ,True,False,False,True,False,False,None, DosWindows ,2821-168-86 13:54:23.7551351,2823-86-29 A5:83:11.2621
355,2821-18-86 13:54:23_.7551351 ,2823-656-29 85:83:11.2621355 , 2823 -86-29 85:32:58.8439843 ,28623-6856-29 85:83:11.2621355 ,2821-16-06
6 13:54:23_.7551351,2823-06-29 85:83:11.2621355,8,185379176,551, ,%D5C,
14987 ,1,True, 14985 ,1, .A\NindowsiWinsxsS\amded microsoft-windows-s. .estartup-change-pin_31bf3856ad3b64e35 16.86.19841.1237 none_ 66
Sf7346899d6358,r, .8.1, ., True,.False,False,True,False,False,None,DoskWindows ,2821-18-86 13:54:23.7551351,2823-86-29 A5:83:11.2621
355,2021-10-866 13:54:23.7551351 ,2022-66-29 85:832:11.2621355,2823-86-29 85:32:508.8430843 ,2823-86-29 85:82:11.2621355 ,2821-168-6
6 13:54:23.7551351,2823-86-29 85:83:11.2621355,8,185379318,551, ,%D5C,
152328,1,True,5286, 1, .\Nindows\Winsxs, amde4d microsoft-windows-s. . ngshandlers-startup 31bf32856ad364e35 168.8.19841 . 746 none 5227
gl1fozedeca3e, 8,1, ,True,False,False,True,False,False,Mone ,Windows ,2821-18-86 13:52:12.3431456,2823-86-29 85:83:11.4972485,202
1-168-86 13:52:12_3431456,2823-86-29 85:83:11 49724085, 20823-66-29 85:32:58_.1371573,20823-686-29 85:83:11 4972465 ,2621-18-86 13:52
:12.3431456,2823-866-29 B65:83:11 .4972465 ,8,185417952 ,551 , ,$D5C,
15239,1,True,15238,1, .\Nindowsi\WinsSxS\amdtd microsoft-windows-s..ngshandlers-startup_ 31bf3856ad364e35 16.6.19841.746 none_ 522
Felfozladeca3ie,f,,8,1, . True,False,False,True,False,False,None,Doskindows , 2821 -18-86 13:52:12.3431456,20823-86-20 85:83:11 .49724
05 ,2021-18-06 13:52:12.3431456,2023-86-29 a5:03:11.4972405 ,2023-06-29 85:32:50.1371573,2023-866-29 85:83:11 .4972485%,20821-18-806
12:52:12.3431456,2022-86-29 85:82:11 4972495 ,0,185417687,551, ,%DsC,
15248 ,1,True,15238,1, .\KNindows\WinSxS\amde4 microsoft-windows-s..ngshandlers-startup 31bf3856ad364e35 18.8.19841.746 none 522
Telfozladeca3ie,r,,.8,1, . True,False ,False,True,False ,False,None ,Doskindows , 2821 -18-86 13:52:12.3431456,20823-86-29 85:83:11 .49724
B85 ,2821-18-06 13:52:12.3431456,2023-86-29 85:03:11.4972405 ,2023-86-29 85:32:50.1371573,2023-66-29 85:832:11 .4972485% ,2621-16-86
13:52:12.3431456,2823-866-29 85:83:11.4972485,08,185417829,551, ,%Ds5C,
15265,1,True,5286, 1, .\Nindows\Winsxs, amd6d microsoft-windows-s..restartup-baaupdate I1b+2856ad364e35 16.68.19841.1 none_ ec3td4
18728598b3,.,8,1, . True,False,.False,True,False,.False, None,Windows ,2819-12-87 89:18:43 . 7738833 ,2823-86-29 A5:83:11.6235335,2819-
12-87 89:51:57 .4131238,2823-86-29 85:832:11 .6235335,2023-66-20 85:32:58_.16842080,20823-86-29 85:83:11 .6235335,2819-12-87 89:51:5

am e =i S m o § E!F IIII ~ G T e 16Egl;E3 B




E} Select forensic@WIN-AIDBTGOIQE)R fmint/c/Cases/Analysis/MNTFS

B6-29 85:31:49.2626434,2821-16-66 13:54:19.80817226,2023-86-29 85%:31:49 . 2628434 ,2023-86-29 85:31:49_ 26268434, ,2821-16-86 13:54:
19.8017226,20823-86-29 B85:31:49.26208434 ,8,174624611,587, ,%0sC,
95546,1,True, 24282 ,1, . \Windows W\ WinsSxShwowt4 microsoft-windows-secure -core 31bf3856ad364e35 10.8.19941.1237 none b3f28¢
ladbbzde22\r,fveapibase.dll, .d11,9395,1, ,False,False,False,True,False,False,Archive,Windows,2021-19-86 13:54:19.8017226,2023-
86-29 B5:31:40_ 2628434 ,2621-16-66 13:54:19.8017226,2023-866-29 85:31:49.2628434 ,2822-86-29 85:31:49.2628434, ,2621-16-66 13:54:
10.8617226,2023-86-20 85:31:49.2628434,0,174624639,587, ,%DsSC,
95547 ,1,True, 24281 ,1, . \Windows\WinSxShwowtd microsoft-windows-secure -core 31bf3856ad364e35 18.8.192841.1237 none b3+28c¢c
ladbb3de22\f,fveapibase.dll, .d11,16379,1, ,False,False,False, True,False,Fal_e_AFthhe_wlﬂdnw_,EETl 18-86 13:54:19. ?“blEEE.EETE
-B6-29 85:31:49. 26268434 ,2821-186-866 13:54:19.78 blEEl.lETE BH-29 85%:31:49,26268434,20823-86-29 B5:31:49_ 26268434, ,2821-16-866 13:54
:19.7861632,2023-86-29 85:31:49. 26208434 ,68,174624723,587, ,%Ds5C,
85558,1,True, 24262 ,1, .\ Windows\WinSxShwowtd micro ;ﬂft windows -secure -core 31bf3856ad364e35 168.8.19841.1237 none b3+28cC
1adbb3deﬂlhr Fueapi.dll,.dll,EEBBﬂ,i,,False,False,False,TPue,False,False,ﬂFthhe_Dﬂ_wlndﬂw_,la1l 18-86 13:54:19.80817226,26823 -
-29 85:31:49.3184659,2821-18-86 13:54:19.8817226,20823-86-29 85:31:49,.3184659,2023-86-29 685:31:49. 3184659, ,2821-168-686 13:54:
9.80817226,2023-86-29 85:31:49.3184659,8,174624787 ,587, ,%05C,
1ESUEE.9,TPUE,1EEUI*.9..1Atﬂm1LEedTeam1atﬂm1L_1T154?.5511;P_,bat .bat, .bat,34,1, ,False,False,False,False, True, True,Arch
ive,Windows,2823-86-28 17:57:18.9778236, ,2022-84-27 12:44:48.0908000068,20823-86-28 17:57:18.9778236,2823-86-28 17:57:18.9911164,
2823-06-28 17:57:18.9778236,2823-06-28 17'5“'15 QF 78236, ,17383848,374819591,2387, .,
185629,9,True,18562 9_.1AtumicEEdTeam1atﬂm1L;1T1547.5511;P_,jae .jse,.jse,44,1, ,False,False,False,False, True, True,Arch
ive Mlndﬂwﬁ,EBTE BGH-28 F:l1e.9911104 , ,2622-04-27 12:44:48_ 60060000, 2023 -860-28 17:57:16.9911164,26823-66-28 17:57:18.99111a4,
L2823 -80-28 17:57:16. Gﬂlllbd..ls3u43uu 3;4 28368 ,2387, ,,
155539,9,True,165b2?,9,.1Atnm1LEEdTeamiatnm1L_1T1547.55115Fc,ub5 .wbs, .vbs,44,1, ,False,False,False,False,True, True,Arch
ive,Windows,2823-86-28 17:57:18.9911164, ,2022-84-27 12:44:48 80800088 ,2023-86-28 17:57:18.9911164,2822-86-28 17:57:18.9911164,
L,2823-86-28 17:57:18.9911164, ,17384728,374821123,2387., .,
EEEEE.E,Fal;E,Eai,i,.RPathUﬂkﬂﬂwﬂhDiPELtﬂry with ID 8xe2880259-38808081, _background.png, .png,175574,1, ,False,False,Fal
se,True,False,False,Archive|RecallOnOpen,Windows, 2819-12-67 @9:52:31.7251271,2023-06-29 @5%:94:24 _6937921,2019-12-87 59.52.31.
A i e e s L= v i v e R R I i D e e P s Lo sl - 7 - 58 . 5868695 ,2023-86-29 85:084:24 . 6937921 ,2023-86-28 16:687 :58.57608946,2823 -
B6-29 85:84;:24_.6937921,2333896,437919618,1266, ,,

P -

Show the bat script in target
system
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Windows Services

A Windows service is an application that usually serves a core operating system function
running in the background and has no user interface.

Recycle Bin

=»

Firefox

Ewent Log
Explorer

MNotepad++

book

User
accounts V...

= 2

Task Manager
Options  View

Performance

Marme

e AR

v ALG

e ApplDSwc
v Appinfo

ey AppMgmt

o AppReadiness

v AppWVClient

AudicEndpointBuilder

v Audiosne

ey Aol nsESW

EFE
EITS

Brokerlnfrastructure

bthserv
CAMEWE
CaptureService_3dael

cbhdhswc

Users

Cretails

PID

Application Layer Gateway Service
Application ldentity

Application Information
Application Management

App Readiness

oft App-W

Base Filtering Engine
Background Intelligent Transfer Servi

Background Tasks Infrastructure Ser...

Bluetooth Audic Gateway Service
ANCTP service

Blue h Support Service
Capability Access Manager Service
CaptureService

CaptureService_

Clipboard User Service

Clipboard User Service

Connected Mevrices Platforen S

ocpped
o prped
opped

Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Funning
Stopped
Funning
Stopped

pped

pped

o prped

ocpped
cpped
cpped

o
5

(=

5

(=

5

(=

5
Stopped
Lo

5

Lo

5

5

=]

LIy

LocalServicel...

LocalServicel...

AppReadiness

wWEA D

Local

DcombLaunch

LocalServiceM...

LocalService
LocalService
apprmodel

LocalService

LocalService

ClipboardSwc...

Clipboard

Windows Server 2019 Datacenter Evaluation
Windows License walid for 161 days
Build 17 783.r=5_release.1809174-1434
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- @ Registry Explorer v1.6.0.0 — O >

File Tools Opticns View Help

Registry hives (1) Avvailable bookmarks (29/0)

SafeBoot

| Services

.MET CLR. Data

.MET CLR. Metworking

.MET CLR. Metworking 4.0.0.0
.MET Data Provider for Orade
.MET Data Provider for SglServer
.MET Memary Cache 4.0
.METFramewark

1394ohd

Thar=rs

€

Bookmark information

Hive C:\Cases\Analysis\Registry\SYSTEM

Category Operating system
Mame Services
Key path ControlSet001\Services
Short description Service definitions and parameters

Long description

Values

AAC

Iware

Aarsve

AcpiDew

Services

Descri...

AAC

E¥Syst
emRoot
ol\syste
m32\Aar
Swe.dll, -
101

Total rows: 697

Type viewer

Dizplay...

AEEIC

E¥%Syst
emR.oot
Yoi\syste
m32\aar
Svc.dll, -
100

Eacpi.in
f, 3GACPT
SvwcDes
C%o; Micr
osoft
ACPI
Diriver

[@acpide
w.inf, %G
AcpiDev.

Start ...

Manual

Manual

Servic... Faram...

Kernel...

20230

Kernel...

Group

AL

SCSI
miniport

Core

Extende

d Base

Loaded the system hives in
Registry Explorer

Image ...
A:IC

System3
2\drivers
\Sware.s
VS
HaSyste
mR.oots
\system
32\svch
ost.exe
+
AarsSwca
roup -p

Systemn3
2\drivers
VACFI. sy
2

\System
Root'Sy
stem32Y

Tl dx

Servic...

AAC

eSyste

mRoot®
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J2\Aars
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[;?’1' *ChCaseshAnalysis\Registn\SYSTEM. it - Motepad++ [Administrator]
File Edit Search View Encoding Language Settings Teoels Macre Run Plugins  Window 7

s EH B 2 [ & | = | 88 By | % x| EEE T R E = (= ]
B - a|E oerauroe @B nTuseroaToe @B securmy.ee G| soFTwarE st @ |Esamed @ |E UsrClass.datoe 3 [ SYSTEM.tet GES'.STEH

services w.201%91024
(System) Lists services/drivers in Services key by LastWrite times

ControlSetl0lh\Services
Lizts services/driwvers in Services kev by LastWrite times

e le 2023 Z
BITS
= @EiSystemBootihsystem3IZh\gmgr.dll, —-1000
ImageFPath tSystemBoot:\Svstem32h svchost.exe —k netsves —p System hives edlt Wlth Notepad++

Type Share_ FProcess

Stazt Manual and Find the services on target system
l and show the given output.

Thu Jun 29 08:15:07 2023 Z
Hame WdDewFltc
Di=splavy
ImagePath =
Type
Startc
Group

Thu Jun 29 08:14:42 2023 Z
Hame WdFilterxr

£

Search results - (1 hit)
Searc:h "gervices v." (1 hit in 1 file of 1 searched)
C:ZCases\inalv=sis\Registry\SYSTEM. txt (1 hit)
Line I Services w.20151024

Mormal text file length : 3,869,812 lines: 7,102 Ln: 5612 Col:25 Pos:1,93,255 Windows (CR LF) UTF-2

g [

08:03
16-07-2023




Detecting and Analyzing scheduled tasks

@ Registry Explorer v1.6.0.0
File Tools Options View Help

Reqgistry hives (2)

Available bookmarks (53,0}

Key name

System
TaskCache
Boot
Logon
Maintenance

Flain

TaskCache

Version Key Ma...
AAC
{0015B0
SF-CFDA
~4-5B-A7
OB-84AT
5599889
B}

00445

{ Tasks

F1-8658-

47r2D-BE

{D016B0SF-CFDA-4F 5B-A70B-84A 755996898} i DD-DOBE

£

Bookmark information

Hive

Category

> E S3DBADD
ok
fo0s539
BF-33F9-
4433-9E0
A-EEEES
EACOADS
¥

M o
- Load the Software hive on (02575

Path

AAC

\WMicrosof
tWvindow
s\Device
Directory
Client\Ha
ndleWns
Comman
d

\Microsof
tWindow
s\Regisir
ywiReqgld
eBackup

\Microsof
tWvindow
s\Shellyl
pdatellse
rPictureT
ask

\Microsof

Key path

B1-5050- t'-.'-.-'-.-'ing:lD'A'

Create... |Last5t... |Last Stop

2023-0...

Source

ALIC

S{@%osy
stemroot
Yoisyste
m32Yreqgi
dle.dll,-&
o1}

Descrip...

AC

S(@%osy
stemroot
Yol\syste
m32Yreqgi
dle.dll,-&
0z}

S{@%osys
temroot
Yo\syste
m32Yreqi
de.dl,-&
o)

Total rows: 194

o seenone, REGiStry Editorand click
ort description .
Lons desipion taskcache then click task

Type viewer

Key: MicrosoftyWindows NT\CurrentVersion\Schedule\TaskCache' Tasks Mone | Collapse all hives
Selected hive: SYSTEM Last write: 29-06-2023 08:25:03 +00:00 Key contains no values Hidden keys: 0 1

; 08:44
T 9% 16.07.2003 N0




Adrministrater: Command Prompt o
Microsoft Windows [Version 186.6.17763.737] -
(c) 2818 Microsoft Corporatiom. All rights reserved.

C:\sers\Administrator>schtasks

Folder:
TaskMName Mext Rum Time Status
User_Feed_Synchronization-{6C5BB@DEF-65CE 16-87-2823 11:85:14 Ready

Folder: \Microsoft
TaskMName Mext Rum Time Status

INFO: There are no scheduled tasks presently available at your access lewvel.

Folder: “\Microsoft\Windows Open Cmd as a
TaskMName Mext Rum Time Status Administrator and
IMNFO: There are no scheduled tasks presently available at your access lewel. tyrﬁfthis

Folder: \Microsoft\Windowsy\.NET Framework Command.
TaskMName Mext Run Time Status

.MET Framework NGEN wv4.8.38319 MSA Ready

.MET Framework MNGEMN wvd4.8.38319 b4 M/ A Ready

.MET Framework NGEN wv4.8.38319 64 Critic N/A Disabled

.MET Framework NGEN wv4.8.38319 Critical N/A Disabled

Folder: “Microsoft\WindowshActive Directory Rights Management Services Client

TaskName Mext Run Time Status
AD RMS Rights Policy Template Management N/A Disabled
AD RMS Rights Policy Template Management N/A Ready

Folder: ‘\Microsoft\Windows\AppID
TaskMName Mext Rum Time Status

- pe 5i e m o U E = sy 16-?]?—5;_]1]23 a




@" ChCaseshAnalysis\RegistnASOFTWARE. bt - Motepad++ [Administrator]

F

ile

]

Edit

il

| B perauLT

Search View Encoding Language Tools  Macro  Run Window

= O@l‘-ﬂ%&'

| nTuseR.DAT 6

Settings
| #h %a| % |
| B securiTY 6t

Plugins

n ==

=]

——I -Hill B [ | EI
|E=| SOFTWARE.bt E3 Es;m,m

'y

(b

| usrciass.datoe 3 |E= sysTEMb 3| svsTEM

=

— LastWrite time: 2023-0&6-28 l1l6:32:412
Path: file:/// C:\[aflTbaf8-35d5-43f%—al8a—f£ffbads076ebd] \Usexrs’

taskcachd v.z0200427

[(Software) Checks TaskCache \Tree root keys (not subkewvs)
MicrosoftEdgelUpdateTaskMachineCore

LastWrite: 2023-06-28 16:05:57Z2

Id: {C3ZEBEQ0S-S5S58A—4F92-BAES—-3BEFEFELSZ27B)

Task Reg Time: 2023-0€6-28 1le:05:57Z2

Task Last BRun: 2023-06-29 08:08:14Z

Task Completed: 2023-0€-2%9 03:08:1592

MicrosoftEdgelUpdateTaskMachineTh
LastWrite: 2023-0&6-28 16:05:57Z

Id: {D30BlSZ3-S5AFE-—-4ETC-S9FFD-E4D3S56960ZTCH
Task Reg Time: 2023-0&6-28 l1le:05:57Z

Ta=sk La=st BRun: 2023-068-29 08:12:26Z

Task Completed: 2023-06-29 08:12:32Z

Open the software hives with
Notepad++ and search
taskcache and show this
Result.

COneDrive Reporting Task-5-1-5-21-3331464962-2147854631-33594824829-1001

2023-06-28 1l6:25:12Z
{FETO1l2CD-AADF-494803-AE0C-148AD284DDFEL §

LastWrite:
Id:

Search

results - (3 hits)

L

Mormal text file

=

Line
Line
Line

v.20200427
[Software) Checks TaszkCache\Tree root kevys
[(Software) Checks TasklCache\Tasks subkeys

e 0 I = 0 =2 O O =ed hed)

taszkcache

n

(mot subkevys)

length : 25,34,532 lines: 41,650

O @ B &

Ln:40,439 Col: 10 Sel:9]1

Windows [(CR LF)




Analysis with Sysinternals Autorun tool

Autoruns for Windows - Sysinternals | Microsoft I.earn

@ what is mean windows services > @ english to gujarati translate - Ge x Autoruns for Windows - Sysinte x -+

@ learn.microsoft.com/en-us/sysinternals/downloads/autoruns ® =

Autorun tools use for detect and Analyze the autorun -

LS Filter t S8

Home
Downloads
Downloads
> File and Disk Utilities
> Networking Utilities
Process Utilities
Process Utilities
AutoRuns
Handle
ListDLLs
Portmon
ProcDump
Process Explorer
Process Monitor
PsExec
PsGetSid
PsKill
PslList

I Download PDF

file like malware and virus Affected file , run file with
S S boot time etc.

By Mark Russinovich

Published: June 27, 2023 Download the tool
from microsoft

7 2 Download Autoruns and Autorunsc = (2.8 MB)

un now from Sysinternals Live = .

s - Sysmternals www sysiternals.com (Adminstratorn REDMONDumanoh

Enery User Cpeice Category Help
I~ Y ] == ] o
£ ! u=
B ®nownDus b Wiriogon BB wirsock Prowviders

Logee = Explorer £ iernet Explorer

BN HELM\SOFTWARE),
LIS R e
BN HKLMASOFTWAS
B Outete Ca - u
B B Delete Cached Update Bin
S HKLSYSTEM CurentControlSenontohSafeSoot AramateShedt
e
(ASD M CsoltACtive Setug/destalled Components
T Edge

corn s el Toarrs. Tesrrs
Mcono® Tesrrrs
{Vimrfiad) Mcroscft 3rd Smety Apphcs W

CWsers\maron ApOUeta doca | M osoft, Ten Ml UDcane swe —DrocessSinm “Teams cwe" —Oroosss-stat-angs ~—System—rissted

14:44

A =1 A) 16-07-2023



Manage Autoruns
Share View Application Tools

» ThisPC » Downloads »* Autoruns Search Autoruns

Fa

I Desktop = Mame Date modified Type
¥P
¥ Downloads 2 autoruns 17-06-2023 16: Compiled HTML ...

%] Documents B Autoruns 17-06-2023 16: Application

| Pictures B Autoruncha 1706 2023 16 Application

Evidence B Aui LIET 023 16 Application

= aut E;' Run as adrinistrator 2 16 Application
aut |of Editwith Notepad++ ' 16: Application
ut Troubleshoot compatibility 3 16 Application

Execution
MNTFS

Regist ,
FYIEY Eul Pin to Start 3 185 Text Document

A This PC = Share

g =0 Objects Give access to

B Dezktop Pin to taskbar

=| Documents Restore previous versions

& Downloads Send to Open the tool as run Administrator

J‘.\ FAusic Cut

&= Pictures

ﬁ Videos

i SOT_xBAFREE_EM
CD Drrivee (O8] Vir

= [Downloads (NI

Copy

Create shortcut
Delete

Rename

Properties
cF Metwork

o

3 itermns 1 itern selected 1.28 MEB

] ds

16-07-202




B Autoruns - Sysinternals: wwow.sysinternals.com (Administrater) [WIN-AIDB7GOIQENAdministrator]
Entry  User

Ctrl+ O
Ctrl+5

Options  Category  Help

] | e >

| =0 Quick Filter

C Applnit E} Known DLLs
Q Metwork Providers
Explorer F=

Description

=cute E Image Hijacks

Analyze Offline System... I

Cormpare... l Loegon n Internet Explorer

Refrezh

set\ControlSafeBoot\AlternateShell
Windows Command Processor
Jdows NTYWCurrentVersion\WinlogontAlternateShellsh AvailableShells
Windows Command Processor

Exat
e e
B 20000
5 HELMWSOFTWAREMicrosofth Active Setuptlnstalled Components
H p P
na Ficrosoft JMET IE SECURITY REGISTRATICMN
T HELMYSOFTWAREW owEd22Modey MicrosoftiActive Setupilnstalled Components
P P
na Microsoft MET IE SECURITY REGISTRATICONMN
m Explorer
2 Internet Explorer
E Scheduled Tasks
Task Scheduler
= Microsoft Y Windowsh Server Manager CleanupOldPerflogs
g P g
] B " Microsoft Windows\Software Inventory Logging\Collection
ry Legging

e e

Microsoft ® Conscle Based Script Host
Windows Command Processor

ﬁ'p Winlegon

B Wl

E Scheduled Tasks -

Publisher

(Verified) Microsoft Windows

(erified) Microsoft Windows

(Werified) Microsoft Corporation

(Werified) Microsoft Corporation

(Verified) Microsoft Windows
(Verified) Microsoft Windows

@ Winsock Providers

Services

EE] Print Monitors
1]l Office
21 Drivers

Image Path

CiWindowshsystem 32\ cmd.e
CAWindowshsystem32homd.e
CWindowshSystem32hmscor

CAWindowsh\System32hmscor

CWindowshsystem 32\ cscripd
ChWindowshsystem32homd.e
>

012

= % 16072003 A




Offline System

Select the directories of the offline system:

m Enown DLLs

System Root: | F:Wyindows

rs

User Profile: | F:\Users\Denisha

Cancel

[ MicrosoftEdgefutelaunch_1EDEAFCCT191394652DADCAECHFCTI.. Microsoft Edge
Onelrive Microsoft Onelrive
B HKLM\System\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\StartupPrograms
B rdpclip RDP Clipboard Monitor
B HELM\SOFTWARE\Microseft\Windows\CurrentVersion\Run
EE‘ SecurityHealth Windows Security notification icon

8% VBoxTray VirtualBox Guest Additions Tray Applicati...

B HELM\SOFTWARE\Microsoft\Windows NT\CurrentVersicn\Winlogon'Shell
explorer.exe Windows Explorer
B HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\AlternateShell
[] Bl cmd.exe Windows Command Processor
B HELM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon'Userlnit
B ChWindows\systern32huserinit.exe Userinit Logon Application
£

Qnelrive Size: 2, 311K
Microsoft OnelDrive Time: 28-06-2023 16:25
{Verified) Microsoft Corporation Version: 21.220.1024.0005

“C:Wsers\Denisha\AppDataocal \Microsoft\OneDrive\OneDrive. exe” /background

aﬁp Winlegon Bl Winsock Providers IE] Print Monitors

B Wl

Publisher

(Werified) Microsoft Corporation
Werified) Microsoft Corporation

(Mot Verified) Microsoft Corporati...

(Mot Verified) Microsoft Corporati...
(Mot Verified) Oracle and/or its aff...

(Mot Verified) Microsoft Corporati..

(Mot Verified) Microsoft Corporati...

(Mot Verified) Microsoft Corporati...

] Office

-

nternet Explorer E Scheduled Tasks - Services [ Drivers

Image Path

Ch\Program Files (x268)\Micros
CihvUsershDenisha' AppDatatLe

CAWindows\system 32\ rdpclij

C:AWindowshsystermn32\Securi
CAWindowshsystem32\VBoxT

CAWindows\explorer.exe
CAWindows\system32hcmd.e

CAWindowshsysterm32\usering
>

022

W= A% 16070003 0




B Autoruns - Sysinternals: whwow.sysinternals.com (Administrator) [WIN-A1DBT7GOICEMAdministrator]

File Search Entry User Options Categery Help

= O D 2R i | e > | [P cudrier

£ Codecs 7 Boot Execute E Image Hijacks C Applnit m Known DLLs :5:3:: Winlogon Bl wWinsock Providers EE] Print Monitors
& LSA Providers Q Metwork Providers = WM ] Office
E Everything ﬂ Logon m  Explorer B Internet Explorer E Scheduled Tasks -~ Services 2 Drivers

Autoruns Entry Descripticn Publisher Irmage Path
ﬂ Lagon
E HECIASOFTWARE\Microsoft\Windows\CurrentVersion\Fun

MicrosoftEdgefutelaunch_1EDEAFCCT191394652DA0CAECHFIT3... Microsoft Edge (Verified) Microsoft Corporation Ch\Program Files (x26)\Micros

| OneDrive Microsoft Onelirive (Verified) Microsoft Corporation ChlsershDenishatApplatatLg
B HKLM\System\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\StartupPrograms

B rdpclip ROP Clipboard Menitor (Mot Verified) Microsoft Corporati... ChAWindows\system32\rdpclij
B HELMMNSOFTWARE\Microsoft\Windows\CurrentVersion'Run

H;' SecurityHealth Windows Security notification icon (Mot Verified) Microsoft Corpeorati..  Ch\Windows\systern32\Securi

8% VBoxTray VirtualBox Guest Additions Tray Applicati... (Mot Verified) Oracle and/or its aff... CAWindows\system32\WBoxT
B HELMM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon'Shell

explorer.exe Windows Explorer (Mot Verified) Microsoft Corporati.. Ch\Windows\explorer.exe
B HKLMM\SYSTEMM\CurrentControlSet\Control\SafeBoot\AlternateShell

[] Bl cmd.exe Windows Command Processor (Mot Verified) Microsoft Corporati...  Ch\Windows\system32cmd.e
B HELMM\Software\Microsoft\Windows NT\CurrentVersien\Winlegon\Userlnit

B CAWindows\systern32\userinit.exe Userinit Logon Application (Mot Verified) Microsoft Corpeorati...  Ch\Windows\systern32huserin o
£ >

OneDrive T Show all autoruns file like
Microsoft Onelrive Time: 28-06-2023 16:25 malware , Virus ﬁle , bOOt load

{Verified) Microsoft Corporation Version: 21.220.1024.0005
“C:\Users\Denisha\AppDataLocal \WMicrosoft\OneDrive Y OneDrive.exe”™ /background

file.

0923
16-07-2023
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Event log Analysis

The main purpose of the event logs is to provide information to
administrators and users. They are structured in five levels (information,
warning, error, critical, and success/failure audit). In terms of forensic

analysis, this is a valuable source to understand the course of actions on a
system.



https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/default.aspx

@ what is mean window

< &

| Secunty Log |

Windows

@ english to gujarati tra @ event log analysis in ¢

B ultimatewindowssecurity.com

SharePoint SOL Server Exchange Training

g Windows Security Loo

Mevesletter

b2
®©

Webinars

Webinars

Training Encyclopedia |

Encyclopedia

= Event IDs
= All Event IDs
= Audit Policy

Go To Bvent ID:
| [Go

Security Log
Quiick Reference
Chart

g =
Download now!

Quick Reference Book

< Windows Security Log Event ID 4624 =

4624: An account was successfully logged on
On this page

Description of this event
Field level details

Examples

Discuss this event
Mini-seminars on this event

This is a highly valuable event since it documents each and
every successiul attempt to logon to the local computer regardless of

O perating Systems

wWindows 2008 R2 and 7
Windows 2012 B2 and 8.1
Windows 2016 and 10
Windows Server 2019 and 2022

Category
= Subcategory

Logon/Logoff
= Logon

Type

Success

Corresponding events
in Windows 2003
and before

528, 540

logon type, location of the user or type of account. You can tie this event to logoff events 4634 and 4647 using Logon ID.

Win2012 adds the Imperscnation Level field as shown in the example.

Win2016/10 add further fields explained below.

Free Security Log Resources by Randy

Enter the event ID and show the

Free Security Log Quick Reference Chart

Windows Event Collection: Supercharger Free Edtion
Free Active Directory Change Auditing Solution

Free Course: Security Log Secrets

m o oE D

detail.

- E’..




Search logs

Mame Date modified Type
7 Quick access

B Desktop
; Downloads

{3] Application 9-06-2023 09:07 Ewvent Log

@ Microsoft-Client-Licensing-Platform %edA...  29-06-2023 09:07 Ewvent Log

{3] Microsoft-Windows-AAD%A0perational ! o-2023 163 Ewvent Log

|=| Documents {2] Microsoft-Windows-Application-Experie... 'G-06-2023 09:07 Event Log

| Pictures {3] Microsoft-Windows-AppModel-Runtime... 19-06-2023 09:07 Ewvent Log .
Evidence @ Microsoft-Windows-AppReadiness:d4d... 18-06-2023 18:13 Ewvent Log . ShOW The All
el e e i Event Log Of
MNTES - -AppXDeployments... g - 3 09e0 Ewvent Log .

{3] Microsoft-Windows-AppXDeploymentSe... 19-06-2023 09:07 Ewvent Log S Target System_

@ Microsoft-Windows-AppxPackaging?40... 29-06-2023 09:07 Ewvent Log

@ This PC {3] Microsoft-Windows-Audio%4CaptureM... 13-06-2023 16: Ewvent Log
B 3D Objects @ Microsoft-Windows-Audio %40 perational 18-06-2023 16:05 Ewvent Log

Registry

B Desktop {3] Microsoft-Windows-Authentication User.., 13-06-2023 16:3 Ewvent Log
@ Microsoft-Windows-BackgroundTasklnfr... 18-06-2023 18:13 Ewvent Log
{3] Microsoft-Windows-Biometrics¥%40pera... 19-06-2023 09:07 Ewvent Log
@ Microsoft-Windows-BitLocker2:4BitLock... G-06-2023 09:07 Ewvent Log
{3] Microsoft-Windows-Bits-Client%40perat... 2 5-2023 09:07 Ewvent Log

Documents
Downloads

Fusic

Pictures

Videos
SDT_x64FREE_EM
CD Driwe (D) Vir
Systerm Reservec

Local Disk (F:

@ Microsoft-Windows-CloudStore2ed O pera...
{3] Microsoft-Windows-Codelntegrity%:40p...

@ Microsoft-Windows-Containers-BindFlt...
{3] Microsoft-Windows-Containers-Wcifs%

@ Microsoft-Windows-CoreSysterm-5msRo...
{3] Microsoft-Windows-Crypto-DPAPIZ40p..,

Ewvent Log
Ewvent Log
Ewvent Log
Ewvent Log
Ewvent Log
Ewvent Log

101 items

R : 10:34
~ B T A= 16 072003




25
I =2

File

Untitled.ELX - Event Log Explorer

Database Tree Log View Event Advanced Window Help

Search |

B wiInN-21DB7GOIQ
Log Files
Task templates

Open the
Event log

explorer
and load
the first
event.

= ;[ E B <Load filter> - ) M [ =

Objects tree

wlm Application.evix

M 4 » MW | 291 [+ 1
|Date | Time |Source |Category |User Computer

tion 29-06-2023 08:14:51 Microsoft-Windows Mone My A DESKTOP-MDZHCPT
tion 29-06-2023 08:13:57 15  SecurityCenter Mone M & DESKTOP-MD2ZHCPT
tion 29-05-2023 08:13:25 15 | SecurityCenter Mone M A DESKTOP-MD2HCPT
tion 29-06-2023 08:12:33 18394  Microsoft-Windows None M/ A DESKTOP-MD2HCPT
tion 29-06-2023 08:12:32 0 edgeupdate Mone My & DESKTOP-MD2HCPT
tion 29-06-2023 08:11:49 16384  Microsoft-Windows None M/ A DESKTOP-MD2HCPT
tion 29-06-2023 08:09:53 16394  Microsoft-Windows Mone My & DESKTOP-MD2HCPT
Tion 209-06-2023 08:09:45 16384  Microsoft-Windows Mone My A DESKTOP-MDZHCPT
tion 29-06-2023 0g:08:160 16394 Microsoft-Windows Mone My A DESKTOP-MD2ZHCPT
tion 29-06-2023 0g:08:11 Securrb,ﬂ:enter Mone MfA DESKTOP-MD2HCPT

Tion 29-06-2023 08:08:35 16384 MlchEDﬂ: Windows Mone My A DESKTOP-MDZHCPT
tion 29-06-2023 08:06:07 18394  Microsoft-Windows None M/ A DESKTOP-MD2HCPT
Tion 20-05-2023 0g8:05:42 16284 Microsoft-Windows Mone My A DESKTOP-MDZHCPT

£

Description

The description for Event ID ( 15 )} in Source { SecurityCenter } could not be found.
Either the component that raises this event is not installed on the computer or the installation is corrupted.You can install or repair the component
or try to change Description Server.

The following information was included with the event:
Windows Defenl:ler

Description Data

11:18
16-07-2023
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+ | Get-ZimmermanTools
Home Share WView

a | ChToolsh Get- fimmerman Tools Search Get-ZimmermanTools

Mame Date medified Type

= Pictures ~

Evidence EvtxECmd 28-06-2023 13:40 File folder
Execution EZViewer 28-06-2023 13:40 File folder
MNTFS Hasher 28-06-2023 13:41 File folder
Registry iisGeclocate 28-06-2023 13:44 File folder
_ JurnpListExplorer 28-06-2023 13:41 File folder Open the
H This PC .
command base

MFTExplorer 28-06-2023 13:41 File felder
# 5D Objects RECmd 28-06-2023 13:41 File folder
M Desktop RegistryExplorer 28-06-2023 13:42 File folder EvtxECmd.

|| Documents SDBExplorer 2-08- 3 13:42 File folder

M 265

J Downloads ShellBagsExplorer 7-2023 10:36 File folder

SOLECd ! -2023 13:43 File folder
TimelineExplorer 7-2023 05:43 File folder
) 023 13: ile folder
HWFIM : 13:44 File fold
B Videos & "RemoteFileDetails 8-06-2023 13:44 CSV File
= SDT_xb4FREE_EM

J‘! FAusic

&= Pictures

o AmcacheParser 11-05-2023 11:49 Application

§" CD Drive (D:) Vir st AppCompatCacheParser 7-03-2023 15:13 Application

- System Reservec % bstrings - -2022 12:3 Application

. Local Disk (F:) =] Changelog ! 5-2023 13: Text Docurnent

|5 Get-ZimmermanTools 18-05-2023 14:2 Windows Powers...
‘; JLECmd 13-03-2023 17:06 Application

I5¥ LECrnd 3-2023 10:3 Application

¥ Metwork 3° MFTECmd ! 1022 13:37 Application

& PECmd ' 022 12: Application

- Local Disk (G:)
== [lownloads (WOWWE

[
32 items 1 itermn selected

11:20
16-07-2023




Adrministrater: CAWindows\System32hemd.exe

Microsoft Windows [Version 186.8.17763.737]
(c) 2818 Microsoft Corporatiom. All rights reserved.

i -\ Tools\Get-ZimmermanTools\EvtxECmd>EvtxECmd . exe
Description:
EvtxECmd wersion 1.5.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/evtx

Examples: EvtxECmd.exe -+ "C:\Temp\Application.ewtx™ --csv "c:\templout” --csvf MyOutputFile.csv
EvtxECmd.exe - "C:\Temp\Application.evix”™ --csv "c:\templout”
EvtxECmd.exe - "C:\Temph\Application.evix”™ --json "c:\temp\jsonout”

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
EvitxECmd [options]

File to process. This or -d is required
Directory to process that contains evtx files. This or -f is required
--CE5W <CSV> Directory to sawve CSV formatted results to
--csvf <cswf>» File name to sawve CSV formatted results to. When present, overrides default name
--Jjson <json>» Directory to sawve JS0N formatted results to
--Jjsonft <jsonf> File name to sawve J1S0N formatted results to. When present, overrides default name
--¥xml <xml> Directory to save XML formatted results to
--xmlf <xmlf> File mame to save XML formatted results to. When present, overrides default name
--dt <dt>» The custom date/time format to use when displaying time stamps [default: yyyy-MM-dd HH:mm:ss. 1]
--inc <inc: List of Eyeqt IDs to process. All others are ignored. Overrides --exc Format is 4624 ,4625,5416

The following information was included with the event:
Windows Defender

Description Data

myw g - =

| 11:27
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- @ ~ @Y e ogrops
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Adrinistrator: CAWindows\System3 2 omd.exe

--17 kihen true, export all available data when wsing --json [default: False]

--tdt <tdt>» The number of seconds to use for time discrepancy detection [default: 1]

--met bihen true, show metrics about processed event log [default: Truel]

--maps <maps>» The path where event maps are located. Defaults to "Maps® folder where program was executed
[default: C:\Tools\Get-ZimmermanTools\EvtxECmdyMaps]

--W55 Process all Volume Shadow Copies that exist on drive specified by -f or -d [default: False]

--dedupe Deduplicate -f or -d & VSCs based on SHA-1. First file found wins [default: True]

--SYNC If true, the latest maps from https://github.com/EricZimmerman/evitx/tree/master/evtx/Maps are
downloaded and local maps updated [default: False]

--debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False]

--version Show version inmformation Create the Event log fOIder
-7, -h, --help Show help and wusage information il’l Analysis fOldCI‘ then Aﬁer
this command is execute.

-f or -d is required. Exiting

C:%\Tools\Get-ZimmermanTools\EvtxECmd>EvtxECmd.exe -d C:\Cases\Fi\Windows\System32\winevti\logs --csv C:“Cases‘Analysis\Eve
ntlogs
EvtxECmd version 1.5.8.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman,evitx

Command line:

Windo Defender

Description Data

11:27
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= | Eventlogs

Home Share WView

A | C:hCasesiAnalysis\Eventlogs Search Eventlogs

]

Mame Date modified
3 CQuick access

I Cesktop
4 Downloads

[£Z] Documents

] 20230716112553_EvixECmd_Output 16-07-2023 11:26

= Pictures
Evidence
Execution Show the all event output 1in this file
MTFS
Registry

E This PC
J 30 Objects
I Cesktop
[(Z] Documents
“r Downloads
J'!' Music
&= Pictures
m Videos
o SDT_xBAFREE_EM
84 CD Drive (D¢) Vir
Systern Reservec
Local Disk (F1 ¥

11:28
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[&] Timeline Explorer v1.3.0.0

File Tools Tabs View Help

20230715112553_EwvixECmd_Qutput.csv

ere

Time Created

28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
28023 -86-28
2023 -86-28
2023 -86-28
2023 -86-28
2023 -86-28
2023 -86-28

Show the output

nter texXtT 1o searcn...

Provider

Aflc

SecurityCenter
Microsoft-Windows-Security
SecurityCenter
SecurityCenter
SecurityCenter
Microsoft-Windows-Security
Microsoft-Windows-Security
Microsoft-Windows-Security
V55
Microsoft-Windows-Security
Microsoft-Windows-Security
Microsoft-Windows-Security
Microsoft-Windows-Security
Windows Error Reporting
SecurityCenter
Microsoft-Windows-Security
Microsoft-Windows-Security
Windows Error Reporting

Windows Error Reporting




1. Windows Event LLogs Defender Analys

Event IDs
5000
5001

S

Description
Defender enabled
Defender disabled

Source
Microsoft-Windows-Windows Defender

HH select an

Select none

DD Invert selection

E Open -

Edit

i [F=1 - -
o Cut -—__-I x _El L= Mew item

§ | Easy access ~
Copy Delete Rename
to - -

d

Properties

= L]

Copy Paste

<=

MMowe
to -

w| Copy path
M ews

folder

Pin to Quick
P] Paste shortcut

Clipboard M ey Select

- »1’\ >

Organize Open

This PC » |SDT_x84FREE_EM-US WVHD () > Cases > F > Windows » Systern32 > winewvt > logs w | ) Search logs

&= | Pictures ~ Mame Date modified Type Size

1017 iterms

Evidence
Execution
MNTFS
Registry

[ This PC
P 20 Objects
Il Desktop

Documents
Downloads
Music

Pictures

Videos
SDT_xe4FREE_EM
CD Driwve (D) Vir
Systermn Reservec

Local Disk (F:)

I L T P ey |

b

{2 Microsoft-Windows-UserPnp34Deviceln...

Q Microsoft-Windows-VolumeSnapshot-Dir...
@ Microsoft-Windows-Womswo el O peratio...
2] Microsoft-Windows-WebAuthM34Opera...
{2] Microsoft-Windows-WER-PayloadHealth...

E Microsoft-Windows-WFP 24O peraticonal
@ Microsoft-Windows-Windows Defender...
@ Microsoft-Windows-Windows Defender...

{2] Microsoft-Windows-Windows Firewall W...
{2 Microsoft-Windows-Windows Firewall W...

E Microsoft-Windows-WindowsBackup2:4...

@ Microsoft-Windows-WindowslUpdateClie...
{2] Microsoft-Windows-WinlMet- Config2c4P...
{2] Microsoft-Windows-Winlogon3-4Operati...

{2 Microsoft-Windows-WinRM34O peratio...
{2] Microsoft-Windows-WhI-Activity 240 p...
@ Security

3 setup

{2] Systemn

1 itermn selected &8.0 KB

o Pd Pd P | P T

= = R w'x

fd I

JdoPd

(V=i o= R s

Ww oW oW

o [l

Ll g L.'I.l L.'..l

Lid

went
went
went
went
went

went

m

went
went
went
went
went
went
went
went
went
went
went

went

m m mmim™mmT mT’ImMmT’im’im/mm

went

Log
Lorg
Lorg
Log
Log
Log
Lorg
Lorg
Log
Log
Log
Lorg
Lorg
Log
Log
Log
Lorg
Lorg
Log

-

-

=]

(= I R R R T T
[ == ¥ R = R ' R

fwd CH

[ T B B

[Se T s R a)

i
o
=

[ == ¥ R = R R

Load the Windows
Defender log on
Event Log Explorer

12:40
16-07-2023
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@ Untitled.ELX - Event Log Explorer
Eile

= B [+

0Objects trea

Database Tree Log View Ewent

EB‘?

Search | e 4

Bl wWiN-AIDB7GOIQ| | Type

Advanced Window Help

<Load filter>

-

¢

4[4 =

wiE Microsoft-Windows-Windows Defender 340 perational .evtx
P M | 57

[+ 1

|Date

LmC

| Time |Event |Source |Category |User |Computer

Lag Files

i) Information
Task templates

@ Inﬁ:lrmatinn

@ Information
i) Information
(i) Information
i) Information
i) Information
i) Information
(i) Information
i) Information
i) Information
(i) Information
i) Information
i) Information
i) Information
<

Show the
output of
windows
defender
log.

Description

malware.

Description

Old wvalue: DefaultFeaturesy TamperProtectionSource =
Mew value: HKLMV\SOFTWARE\Microsoft\Windows Defender\Features\ TamperProtectionSource

DESKTOP-I
DESKTOPR-I

5007  Microsoft-Windows Mone
5007 | Microsoft-Windows Mone

29-06-2023
20-06-2023

08:15:09
08:15:09

VWSYSTEM
\SYSTEM

DESKTOP-I
DESKTOPR-I
DESKTOPR-I
DESKTOP-I
DESKTOP-I
DESKTOPR-I
DESKTOP-I
DESKTOP-I
DESKTOPR-I
DESKTOPR-I
DESKTOP-I
DESKTOP-I
DESKTOP-I .
>

Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
Mone

Micro 5|:|ﬂ: Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windowvs
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windowvs
Microsoft-Windows

29-06-2023
20-06-2023
20-06-2023
29-06-2023
29-06-2023
20-06-2023
20-06-2023
29-06-2023
20-06-2023
20-06-2023
29-06-2023
29-06-2023
20-06-2023

08:15:0
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:
08:15:

5007
5007
5007
2007
5007
3007
5007
5007
5007
5007
2007
5007
3007

\STSTEM
\SYSTEM
\SYSTEM
\SYSTEM
\SYSTEM
\S¥STEM
\SYSTEM
\SYSTEM
\SYSTEM
\SYSTEM
\SYSTEM
\SYSTEM
\S¥STEM

oo
o7
o7
o7
o7
oz
o7
o7
o7
o7
o7
o7

=

Microsoft Defender Antivirus Configuration has changed. If this is an unexpected event you should review the settings as this may be the result of

00

0x5

Data

12:41
16-07-2023
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25
=

File Databaze Tree

+ B

Objects trea

Search |

B wWiIN-2IDB7GOIQ
Log Files
Task templates

Filter the
Particular
log as your
requiremet

Apply filter to:
(®) Active event log view (File: C:\Cases\FiWindows\System32winevtYogs \Microsoft-Wind
() Event log view(s) on your choice

Event types
Verbose

Information
Warning
T User: " Exdude
Critical

audit Success
Audit Failure

Source: e Exdude

Category: --- Exdude

Computer: e Exdude

Event ID(=):
| 5000,5001] | Exdude
Enter ID numbers andjfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.qg. 1-19,100,250-450110,255)

Text in description:

| RegExp Exdude

[ lJoate [ ]Time

From:  |15-07-2023 |

Separately

Display event for the last

Custom columns  Description params

Mame |value

Computer

DESKTOR-I
DESKTOPR-I

Custom column 1
Custom column 2
Custom column 3
Custom column 4
Custom column 5

DESKTOP-I
DESKTOPR-I
DESKTOPR-I
DESKTOP-I
DESKTOR-I
DESKTOPR-I
DESKTOPR-I
DESKTOP-I
DESKTOPR-I
DESKTOPR-I
DESKTOP-I
DESKTOR-I

DESKTOP- ..
>

=

nay be the result of




fflj} Untitled.ELX - Event Log Explorer
File Database Tree Log WView Event Advanced Window Help

TR E—mRAY <Load filter> - ¥ G¢) M [Q &=

Objects tree wm Microsoft-Windows-Windows Defender 3e40perational .evtx

Search | M€ » M| 57 5F a1 uTC
B wWiIN-AIDB7GOIQ| | Type \Date | Time |Event |Source |Category |User |Computer
Log Files i) Information 29-06-2023 | 08:02:07 5000 | Microsoft-Windows Maone \SYSTEM DESKTOP-I
Task templates |5 nformation 28-06-2023  16:47:04 5001 Microsoft-Windows None \SYSTEM DESKTOP-

@) nformation | 26062023 _[16:32:14 | 5000 | Microsoft-Windows None  |\SYSTEM | DESKTOP

i) Information 28-06-2023 | 16:28:01 5001 Microsoft-Windows MNaone \SYSTEM DESKTOP-I

<
Description

Microsoft Defender Antivirus Real-time Protection scanning for rmalware and other potentialy unwanted software was enabled.

Description Data




'-ﬁ} Untitled.ELX - Event Log Explorer

File Database Tree Log Wiew Event Advanced Window Help

B £ — 8 E ? <Load filter>
=

Objects tree wim Microsoft-Windows-Windows Defender 3%.40perational . evix

SEarChl M4 » | 575 a1 uTC

Bl wWiIN-AIDB7GOIQ|  Type \Date Time Event Source |Category |User Computer s
Log Files @ Inforrmation 29-05-2023 08:02:07 5000  Microsoft-Windows Mone YWSYSTEM DESKTOP-I
Task templates |7y 1nformation 28-06-2023  16:47:04 5001 Microsoft-Windows None \SYSTEM DESKTOP-}

{D Inforrmation 28-06-2023 16:22:14 5000 | Microsoft-Windows Mone VWSYSTEM DESKTOP-I

@) normeton 26062025 | 16:26:01 5001 | Microsoftwindows None _|\SYSTEM | DESKTOP

£

Description

Microsoft Defender Antivirus Realtime Protection scanning for mahware and other potentialy unwanted software was disabled.

Description Data




2. System log Analys

Event IDs
7045

Description
A new service was installed

Viewr

FH setect an

Select none

EID Invert selection

= | oy Cut
= L e

Copy Paste

HZ x - Ii LT'_I Mew item - COpen ~

% | Easy access —
Copy Delete BRename
t,:. - -

] =

Properties

4=

kMowe
to -

Copy path Edit
P| Paste shortcut

Clipboard

l I >

COrganize M ewr Cpen Select

This PC » SDT_wb4FREE_EMN-US VWVHD (C:) » Cases » F » Windows » winewt » | 02

o

Systerm3z2 » logs

Search logs

L

| Pictures Mame Date modified Type Size

Ewvidence '3 0907 Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent

Microsoft-Windows-VolumeSnapshot-Dr... Log

Execution

MTFS

Microsoft-Windows-Womsvc2ed O peratio...
Microsoft-Windows-WebAuthMN224 O pera...
Microsoft-Windows-WER-PaylcadHealth...
Microsoft-Windows-WFP %4 O peraticonal
Microsoft-Windows-Windows Defender...
Microsoft-Windows-Windows Defender...
Microsoft-Windows-Windows Firewall W...
Microsoft-Windows-Windows Firewall V...

Log
Log
Registrny Log
Log
[ This PC

g 3D Objects
B Cesktop

Docurments

Lod the system log
on Event log
explorer

Log
Log
Log
Log
Microsoft-Windows-WindowsBackup %
Microsoft-Windows-WindowsUpdateClie...
Microsoft-Windows-WinlMNet- Config2edP...
Microsoft-‘Windows-Winlogon 34O perati...
Microsoft-Windows-WinRM 24O peratio...

Downloads Leg
) Log
Music
Log

Pictures L
og

Videos Log

101 items

SDT_x64FREE_EM
CD Drive (D) Vir
Systermn Reservec

Local Disk (F:)

I =l Mie - A2

b

S (6 (6 R (R G (6 D O D EE) ) ) 9

ET

Microsoft-Windows-WHI-Activity 24O p...
Security

Setup

Systern

Windows PowerShell

1 itermn selected 1.06 ME

Ewent
Ewent
Ewent
Ewent

Ewent

Log
Log
Log
Log
Log




0 Untitled.ELX - Event Log Explorer
File Database Tree Log View Ewent Adwvanced Window Help

LR £ — P = <Load filter> .
=

Objects trea aky System.evix

5earch| M4 4 » M | o 518 [+ 1
Bl wWiN-A1DB7GOIQ| | Type Source

Log Fies 18] information
Task templates | 7 infarmation 20-06-2023  09:07:51 50106 Microsoft-Windows Service State Event 'NT AUTHORITY\LOCAL SERVICE

@ Information 20-05-2023 09:07:30 51057  Microsoft-Windows Service State Event NT AUTHORITY\LOCAL SERVICE

@ Information 29-06-2023 09:07:30 51047  Microsoft-Windows Service State Event NT AUTHORITY\LOCAL SERVICE

@ Information 29-06-2023 09:07:30 50105  Microsoft-Windows Service State Event NT AUTHORITY\LOCAL SERVICE
Cth @ Information 29-06-2023 09:07:50 50104  Microsoft-Windows Service State Event NT AUTHORITY\LOCAL SERVICE

{D Information 29-06-2023 09:07:51 6006 EventlLog Mone My &

this icon (i) Information 20-06-2023 | 09:07:48 7002 | Microsoft-Windows, (1102) \SYSTEM

@ Information 29-06-2023 09:07:41 1074 User3z Maone $5-1-5-21-33314640962-214784631-32
@ Information 29-06-2023 09:06:16 7040 Service Contral Mar Mone VSYSTEM

@ Information 29-06-2023 09:04:23 7040  Service Control Mar None \SYSTEM

@ Information 29-06-2023 08:27:44 16  Microsoft-Windows Mone \SYSTEM

@ Information 29-06-2023 08:27:08 19 | Microsoft-Windows Windows Update Age \SYSTEM

{D Information 29-06-2023 08:27:06 16 | Microsoft-Windows Mone 85-1-5-21-3331464962-214784631-32
@ Information 29-06-2023 08:27:06 43  Microsoft-Windows Windows Update &Age \SYSTEM

(D Information 29-06-2023 08:27:03 16  Microsoft-Windows Mone \SYSTEM

£

Description

DHCPw4 client service is stopped. ShutDown Flag value is 1

Description Data

13:02
16-07-2023




'-'i::l'} Untitled.ELX - Event Log Explorer
File Database Tree Log View Event Advanced Window Help

o R T T ¢ <Load filter> - % G M [Q =

Objects tree wln System.evix

Search | MA 4 » M | o518 5 w0 [ 1 uTC

B winN-2IDB7GOIQ|| | Time |Event |Source |Category |User | Computer |
Log Files 16:58:13 7045 Service Control Mar None §5-1-5-21-3331464962-214784631-3394824829-1001  DESKTOP-MDZHCPT
el ™ 176:56:75 ™ 7045 [Service Control MaiNone —|\5-1-5-21-3331464062-214794631-3304824820-1001 | DESKTOP-MDZHCPT |

16:30:52 7045 Service Control Mar None §5-1-5-21-3331464962-214784631-3394824829-1001 DESKTOP-MDZHCPT

16:230:52 7045 Service Contral Mar None 45-1-5-21-3331464962-214784631-3394824829-1001  DESKTOP-MD2ZHCPT

16:30:51 7045 Service Control Mar None $5-1-5-21-3331464962-214784631-3304824829-1001 DESKTOP-MD2ZHCPT

16:30:40 7045 | Service Control Mar None "WSYSTEM DESKTOP-MDZHCPT

16:30:43 7045 | Service Control Mar None "WSYSTEM DESKTOP-MDZHCPT

16:07:49 7045 Service Control Mar None WSYSTEM SIN-SMBOMDMNIQ04

16:06:25 7045 | Service Control Mar None "WSYSTEM WIN-SMBOMDMNI3I Q04

16:05:21 7045 | Service Control Mar None WSYSTEM SIN-SMBOMDMNIQ 04

£
Drescription

& service was installed in the system.

Service Mame: Sysmon DeSCI'lpthn about the attack
Service File Mame: C\Windows\Sysmon.exe .

Service Type: user mode service SCI'lpt.

Service Start Type: auto start

Service Account: LocalSystemn

Description Data




3. Security and Authentication Event logs

4624

Security

An account was successfully logged on

Wiewr

e Cut L"TL'NEW item -

= EES| —
== =l we Copy path 4 x ;EI

Pin to Quick Copy Paste MMove Copy Drelete Rename Properties
ACCESS "| Paste shortcut ta - ta - - =

\./"] & open - [ select an

Edit Select none

EID Invert selection

_| Easy access

Clipboard Crganize M eww Crpen Select

— R » This PC » SDT_xBAFREE_EM-US_VHD (C:) » Cases »*» F » Windows » Systerm32 » winevt > logs | D

= | Pictures e

Evidence
Executicn
MTFS
Registry

3 This PC
@ 30D Objects

[l Desktop

=| Documents
Downloads
Pusic
Pictures
Wideos
SDT_x64FREE_EM
ZD Drive (D) Vir
Systern Reservec

Lacal Disk (F:)

I =1 M- £ 200 e

101 itemns 1 itermn selected 1

e
Mame Drate modified

Q Microsoft-Windows-VolumeSnapshot-Dr... ! 2023 090

E Microsoft-Windows-Weocmswc2e4Operatio...
2] Microsoft-Windows-WebAuthM2:A0pera...
E Microsoft-Windows-WER-PaylcadHealth...
i2] Microsoft-Windows-WFP 240 perational
E Microsoft-Windows-Windows Defender...
E Microsoft-Windows-Windows Defender...
i2] Microsoft-Windows-Windows Firewall W...
E Microsoft-Windows-Windows Firewall W...
i2] Microsoft-Windows-WindowsBackupa4...
E Microsoft-Windows-WindowsUpdateClie...
Q Microsoft-Windows-WinlMNet-Config2:4P...
i2] Microsoft-Windows-Winlogon24Qperati...
E Microsoft-Windows-WinRM24dOperatio...
E Microsoft-Windows-WHhI-Activity 3540 p...
i8] Security

Q Setup

i2] System

Q Windows PowerShell

06 ME

Type

Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent
Ewent

Log
Log
Log
Log
Log
Lorg
Log
Log
Log
Log
Lorg
Log
Log
Log
Log
Log
Log
Log
Log

Size

Click the security event
log and load on the
event explorer

14:01
16-07-2023
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O: Untitled.ELX - Event Log Explorer
File Database Tree Log View g Advanced Window Help

Tl E—-—mFBRIT <Load filter> - ¢ M [ =

Objects trea &l Security.evix

Search | MO 4 » MM | b 1181 [+ 1 uTC

Bl wWinN-AIDB7GOIQ| | Type |Date | Time |Event |Source | Category |User |Computer

Log Files ©, Audit Success 20-06-2023 09:07:51 1100  Microsoft-WWindows Service shutdown M A DESKTOP-MD2H

Task templates | |@, Audit Success 20-06-2023 | 09:07:48 4798 | Microsoft-Windows User Account Manage N/A DESKTOP-MD2H

-

%L, Audit Success 29-06-2023 09:07:48 4798 | Microsoft-Windows| User Account Manage MN/A DESKTOP-MD2H

F
il

L, Audit Success 29-06-2023 09:07:48 47398  Microsoft-Windows User Account Manage N/ A& DESKTOP-MD2H

=

=L, Audit Success 20-06-2023 09:07:48 47398  Microsoft-Windows User Account Manage N/ & DESKTOP-MD2H

Cth thlS ':_,:J Audit Success 29-06-2023 09:07:48 47398  Microsoft-Windows User Account Manage M/ & DESKTOP-MD2H

=

“L, Audit Success 29-06-2023 09:07:46 4547 | Microsoft-Windows Logoff My A DESKTOP-MD2H

icon for filter @, Audit Success 29-06-2023 | 09:04:27 4799  Microsoft-Windows Security Group Manag N/A DESKTOP-MD2H

=
=

-

the event ld =L, Audit Success 29-06-2023 09:04:27 4799 | Microsoft-Windows Security Group Manag M/ A DESKTOP-MD2H
'f'ld Audit Success 29-06-2023 09:03:19 4672 | Microsoft-Windows| Special Logon M A DESKTOP-MD2H

a5

=l Audit Success 29-06-2023 09:03:19 4624  Microsoft-Windows Logon My & DESKTOP-MD2H

=

:'_H Audit Success 29-06-2023 08:46:45 4672 | Microsoft-Windows Special Logon M DESKTOP-MD2H
'fr,:d Audit Success 29-06-2023 08:46:45 4624 | Microsoft-Windows Logon My A DESKTOP-MD2H

L, Audit Success 29-06-2023 08:32:32 4672 | Microsoft-wWindows| Special Logon My A DESKTOP-MD2H

2N Audit Success

S

':_H Audit Success 29-06-2023 08:27:36 4672 | Microsoft-Windows Special Logon M DESKTOP-MD2H

'fld Audit Success 29-06-2023 08:27:36 4624  Microsoft-Windows Logon M A DESKTOP-MD2H
'ffu Audit Success 29-06-2023 08:16:45 4672  Microsoft-Windows Special Logon My & DESKTOP-MD2H

L, Audit Success 29-06-2023 08:16:45 4624 | Microsoft-Windows Logon My A DESKTOP-MDZH ..
<

Description

An account was successfully logged on.

Subject:

05:10
17-07-2023
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=)
File Database Tree Log | Apply filter to:
- (®) Active event log view (File: C:\Cases\FiWindows\System32winevtYogs\Security. evix)
+ &

() Event log view(s) on your choice

Dbjects trea

Event types
Verbose
Information Category: e Exdude
Warning
- E User: Exdude
crf;'f | DESKTOP-MDZH
a Fa Computer: Exclude DESKTOP-MD2H
-""'-'dft SUFEESS DESKTOP-MDZH!
Audit Failure DESKTOP-MD2Hi

Fill the event Event ID(s): DESKTOP-MD2H:

1d and 0624 | [ ] Exdude
rs andjfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450110,255)

descr]‘ptlon Text in description:

Source: e Exdude

Search |

-_

| Computer

B wWiIN-2IDB7GOIQ
Log Files
Task templates

Y
B =

=
ul

o

7
)

=
]
4

7
A

A
| A | A

as per |Denisha | [ JregExp [ ]Exdude

requirement [Joate [JTme | |Separately

From:  [17-07-2023 | :| To: [17-07-2023

Display event for the last = = Exdude

Custom columns | Description params

Mame |Operator |value
Custom column 1
Custom column 2
Custom column 3
Custom column 4
Custom column 5 g the Server service, or a

05:40

= A% 7070003 A




0! Untitled.ELX - Event Log Explorer
File Database Tree Log Miew Event Advanced Window Help

Tl E—-RAY <Load filter> - ¥ Q) M [Q =

Objects tree wiE Security.ewtx

Search | MO 4 » M | 1161 57 o [F o uTC

Bl wWiIN-AIDB7GOIQ [Type |Date | Time |Source |Category | Computer

Log Files 'E:Q'J Audit Success 29-06-2023 09:03:19 4624 | Microsoft-Windows Logon DESKTOP-MD2H!I

Task templates |\ @ Audit Success 20-06-2023 | 08:46:45 4624 | Microsoft-Windows Logon DESKTOP-MD2Hi

'fx'd Audit Success 20-06-2023 08:32:32 4624  Microsoft-Windows Logon DESKTOP-MD2H:
- Audit Success 29-06-2023 08:27:36 4624 | Microsoft-Windows Logon DESKTOP-MD2H!1
y Audit Success 29-06-2023 08:16:45 4624 | Microsoft-Windows Logon DESKTOP-MDZ2H!I

Audit Success

-H'J
F
.=

w7
&
Th 1
i1

-H'J

I R R B B E N E————
< >
Description

An account was successfully logged on.|

subject: Show the all detail about this

Security ID: 5-1-5-18

Account Mame: DESKTOP-MD2HCPTS

Account Domain: JORKGROUP event 108-
Logon I0v: 0x3e?

Logon Information:
Logon Type: a
Restricted &Admin Mode: -
Virtual Account: Mo
Elevated Token: Yes

Impersonation Level: Impersonation

Mew Logon:
Security ID: 5-1-5-18
Account Mame: SYSTEM
Description Data

0512

= 9% 17070003




4. Authentication & L.ogon IDs logs

4624 event 1d use for login detail which by filtering we can see
all login details same but same time same login details have
different login 1d. If the eventlog 1s viewed by filtering the
login ID , 1t will show any Malicious activity like user joined a
Administrator group, Any user 1s created , Any other user
change the credential details etc.



2
=

File Database Tree Log

Objects trea

Search |

B wiN-AI1DB7GOIQ
Log Files
Task templates

Filter with
login ID

Apply filter to:
(@) Active event log view (File: C:\Cases\FiWindows\System32winevtYogs\Security. evix)

() Event log view(s) on your choice

Event types
Verbose

Information
Warning
Errar

Critical

Audit Success
Audit Failure

Source: Exdude

Category: Exdude

ser; Exdude

Computer: Exdude

Event ID{s):

| | Exdude
Enter ID numbers andfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19, 100, 250-4501 10, 255)

Text in description:
|0%20c75

[loate []Time

|17-07-2023 | : To

| [ ]regExp [ ]Exdude

Separately

From: |17-07-2023

Display event for the last Exdude

Custom columns | Description params

Mame |Operatar |Value

| Computer

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

Custom column 1
Custom column 2
Custom column 3
Custom column 4
Custom column 5

-

s

17-07-2023




O Untitled.ELX - Event Log Explorer

File Database Tree

s R E—wAY

Objects treea

Loeg Wiew Ewvent Adwvanced Window Help

i

<Load filter=

O MAe

wiE Security.evix

Search |

B wWiIN-AIDB7GOIQ
Log Files
Task termplates

Same login ID
and details
show different

4 4

Type

(I

o, 1161 57 19 [ 1
\Date

| Time

|Source

|Category

Tc

|User

| Computer

[
i
-

“L, Audit Success

-
[

-
[

=,

=
o1
"
=
=
R ]
=
=
h]
R
=

=

<
Description
_Lredential Manager credentiais Were read.

Subject:

T4, Audit Success
“L, Audit Success
L, Audit Success
"L, Audit Success
“L, Audit Success

“4, Audit Success
L, Audit Success
“L, Audit Success
"L, Audit Success
“L, Audit Success
“L, Audit Success

Security ID:
Account Mame:
Account Domain:
Logon ID:

Read Operation:

28-06-2023
28-06-2023
28-06-2023
28-06-2023
28-06-2023
28-06-2023
28-06-2023
28-06-2023

16:19:55
16:19:22
16:19:22
16:19:22
16:19:22
16:19:19
16:19:19
l6:19:19

Microsoft-\Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-\Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-Windows
Microsoft-\Windows

Logon M/ A
User Account Manage M/A
User Account Manage M/A
User Account Manage M/A&
User Account Manage M/A&
User Account Manage M/A
User Account Manage M/A
User &ccount Manage M/&

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

28-06-2023
28-06-2023
28-06-2023
28-06-2023

16:19:19
16:19:19
16:18:43
16:18:43

Microsoft-Windows
Microsoft-\Windows
Microsoft-Windows
Microsoft-Windows

5-1-5-21-33314640962-214784631-32304824829-1000

defaultusern
DESKTOP-MDZHCPT
Ox20c7 5

Enumerate Credentials]

User Account Manage M/A
User Account Manage M/A&
Other System Events|M/Aa
System Integrity My A

This event occurs when a user performs a read operation on stored credentials in Credential Manager.

Description Data

1 s

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

a2 1
17-07-2023




£ Untitled ELX - Event Log Explores

Eile Database Tree Log View Event Advanced Window Help

iy “ ’ﬁ pa— h B Y <Load filter> . ? (,) H ")]

Objects tree X sy Microsoft Windows Windows Defender %A0perational.evex

M4 > s Tu:
WIN-BK10Q9542K3L (local) Date
By Q
i Audt Success 18/2

Audt Success /18/2022

ea

Windows Defender%40perational (C:\Cases\E\\
s\E\Windows\System32\wnavt\logs\System,evtx)
) Securtty (C \Casns\E\WInaom\smem}’\wneﬂ\ws\Securty evix)

Aud Succe 3 »4 ')
Task termplates uak Succas: 02

Audr Success 3/16/2022
AudRr Success /18/2022
Audt Succass 3/18/2022

AudE Success 2022

Success

Success

Same login
ID and
details show

Subtect

different i P

Name

k4 Systom.ovix oy Seaurity.ovix

uTc
Source
4732 | Microsoft-Windows-Securty-Auditng
4724  Microst ndows-Securty - Auditng
4738 Micro Windows-Securty-Auditing
4788 Microsoft-Windc Securty-Audtng
Microsoft-Windows-Securty-Auditng

dows-Securty-Audtng

47284 Microsoft Windows Securty-Auditing
4672 Microsoft-Windows-Securty-Auditing

4624 Microsoft-Windov curty-Auding

6304019-2269080069-1000

§-1-5-21-3461203602-4096304019-2269080

count Name art-tast
count Domar MSEDGEWIN1O0

Attributes:

SAM Account Name:
'
Pmcipal Name

Home Drectory:
Home Drive:
Script Path:
Profie Path

Account Expres

Prmary Group 1D:

Alowed To Delegate To

Oid UAC lue

New UAC Vale

User Acc ﬁd t Contro

Disabled

'‘Password Not R
‘Normal Account

User Parameters: <value n

5ID History

Logon Hours

onal Information:

Privizges

Descripbior Dsts

Category

Secutity Group Management
User Account Managemant

L Account Management

User Account Management

Securty Group Management
Usar Account Management

User Account |

Securty Group Managemen
Specal Logon

Logon

Computer
MSEDGEWT
MSEDGEWINI(
MSEDGEWINIO
MSEDGEWD
MSEDGEWINI
MSEDGEWINIO
MSEDG N0

MSEDGEWINIO
MSEDGEWINI
MSEDGEWINIO

-

>

\!DMCIOUC,

1672022




5. Windows Event logs Power shell
overview,Analyse Malicious Activity.

Windows PowerShell 400 Engine state is changed from None to Available

Windows Power shell stored all logs about the command base
execution like run the any script , install the any applications , etc.



= | legs

Home Share View

'—.-‘_-l = do Cut P EE x _il 07 Mew item - Ii—l {2] open ~  HH select an

we| Copy path T | Easy access ~ Edit Select none
Fin to Quick Copy Paste Fowve Copy Delete Rename Mew Properties

access F| Paste shortcut to - to - - folder DDImrert selection

Clipboard Crganize Mewr COpen Select

— R ¥ This PC » S50T_xE4FREE_EM-US VHD (C:) » Cases » F » Windows »* System32 » winevt » logs w | O Search logs

Fa

-~ Mame Date modified Type Size

Evidence

Execution E Microsoft-Windows-VolumeSnapshot-Dr...
MTFS {2 Microsoft-Windows-Wemsve%40peratio...
Registry E Microsoft-Windows-WebAuthM %40 pera...
{4] Microsoft-Windows-WER-PayloadHealth...
E Microsoft-Windows-WFP %40 peraticnal
# 3D Objects {2] Microsoft-Windows-Windows Defender...
I Desktop {2 Microsoft-Windows-Windows Defender...

wvent Log
wvent Log
wvent Log
wvent Log
B8 This PC wvent Log

wvent Log

wvent Log 58 K Load the WindOWS
vent Log 028 K power shell logs on
wvent Log 28 K explorer

E

E

E

E

E

E

E

|=| Documents E Microsoft-Windows-Windows Firewall W... E

J' Dawnloads @ Microsoft-Windows-Windows Firewall W... i E
.b Music {2] Microsoft-Windows-WindowsBackup34... 2 5-2023 163 Event Log

E Microsoft-Windows-WindowsUpdateClie... E

{2] Microsoft-Windows-WinlMet-Config2:4P... E

m Videos E Microsoft-Windows-Winlogon %4 Operati... E

SDT_xGAFREE_EN {2] Microsoft-Windows-WinRM340peratio... E

CD Drive (Dn) Vir E Microsoft-Windows-WMI-Activity 21 0p... E

= Downloads (VWVE 2] Security E

{4] Setup E

4] System E
" {2] Windows PowerShell 06 0:07 Event Log

101 items 1 itemn selected 1.06 ME

) wvent Log
= | Pictures
wvent Log
wvent Log
wvent Log
wvent Log
wvent Log
wvent Log

P Network wvent Log

P A% 17.07-2023




0! Untitled.ELX - Event Log Explorer

File Database Tree Log Wiew Event

+ P R YT

Objects treea x

Advanced Window Help

< Load filter> - O j-‘ @ é

wEm Windows PowerShell.evtx

M4 4 » M
Bl wWiN-AIDB7GOIQ| | Type

Search |

[+ 1 uTC
|Date |Event

o, 188

| Time |Source | Category |User | Computer

Lag Files
Task termplates

£

iy Information
(i Information
(D Inﬁ:urmati-:un

@ Information
(i) Information
(i) Information
iy Information
(i Information
(i Information
(i) Information
(i) Information
(i) Information

Drescription

29-06-2023
20-06-2023
29-06-2023

20-06-2023
29-06-2023
29-06-2023
29-06-2023
20-06-2023
29-06-2023
28-06-2023
28-06-2023
28-06-2023

HostMame=ConsoleHost
HostWersion=5.1.19041.1237

08:10:
08:10:

0g8:10:

08:03:3
08:03:
08:03:
08:03:
0g8:03:
08:03:
18:02:
18:02:

o7
o7
oz

35
35
35
35
35
oo
oa

18:01:44

200 | PowerShell
600 | PowerShell
g0  PowerShell

600  PowerShell
600  PowerShell
600  PowerShell
600  PowerShell
600  PowerShell
00  PowerShell
800 PowerShell
800 PowerShell
400 | PowerShell

Provider Lifecycle
Provider Lifecycle
F'rl:ﬂ.ficler Lifecycle

F‘rn:wu:ler Lifecycle
Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Provider Lifecycle

Pipeline Execution De
Pipeline Execution De

Engine Lifecycle

My A
My A
M A

My A
My A
M A
My A
My A
M A
M A
My A
My A

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

DESKTOP-MD2H ,

Hostapplication=C:\Windows' System32\WindowsPowerShellvl.0\powershel.exe -noexit -command Set-Location -literalPath 'C:\Users\Denisha

Runspaceld= 34|:|134|:|3 9h15-4195 8393-39236e79bd83

Pipelineld=
CommandMame=

Crrmrmand Tuvna=

Description Data

\Desktoph PWE-rmain '-LF‘WF main\AtomicRed Team'

-

Js

08:06

1 _.-"—;}_.-'—-21}35: E|




0! Untitled.ELX - Event Log Explorer
File [Database Tree Log View Ewvent Adwvanced Window Help

+ P R YT

Objects trea x

O M Q=

<Load filter= -

wE Windows PowerShell, evtx

M4 4 » MM | | 188 ¥ 1 uTC

Search |

B wWiIN-AIDB7GOIQ
Log Files
Task termplates

Type

|Date

| Time

|Category

|User

| Computer

iy Information
i Information
i Information
i) Information
i) Information
i Information
i Information
iy Information
i Information
G} Inﬁ:urmatu:un

@ Information
i Information

£

Drescription

28-06-2023
29-05-2023
29-06-2023
29-06-2023
29-06-2023
29-06-2023
29-06-2023
28-06-2023
29-05-2023
29-06-2023

28-0g-2023
28-06-2023

0g:10:
0g:10:
og:10:
0g:03:
0g:03:
08:03:
0g:03:
0g:03:
08:03:
0g:032:

18:02:00
18:01:44

Userld=0DESK | OP-MUO2ZHCF 1\Denisha
HostMame=ConsoleHost
HDEt'-.-’erEiDn=5 1.19041.1237

600 PowerShell
e00 PowerShell
e00 PowerShell
400 PowerShell
600 PowerShell
e00 PowerShell
600 PowerShell
600 PowerShell
e00 PowerShell
e00 PowerShell

B00 | PowerShell
400 | PowerShell

Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Engine Lifecycle

Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Provider Lifecycle
Pr-:uw:ler LrFe::-,rl::Ie

MY A
M A
MY A
NfA
NS A
MY A
MY A
MY A
M A
MY A

Pipeline Execution De N/A

Engine Lifecycle

N/A

DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H
DESKTOP-MD2H

DESKTOP-MD2H

DESKTOP-MD2H ,

HDEtAplecatlun C '-l‘u'-.fmn:h:u'.'J5'-L5v5tem32'-l‘u'-.fmdD'.'JEPD'.'JerSheII'wl Dhpowershel.exe -noexit -command Set-Location -lteralPath 'C:\Users\Denisha
JE- PWE

Runspaceld= 5!]33?995 2:53-425& 83f6-200ad2331f12
Pipelineld=14

ScriptMarme=C:\Windows\system22\WindowsPowerShellvl.0\Modules\Microsoft.PowerShell. Archive\Microsoft. PowerShell. Archive.psmi

Description

Data

-

s

0807 E
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Memory Analysis

Setting up volatility3 in Ubuntu

Setting up the Volatility3 in the Ubuntu that open the link https://bluecapesecurity.com/build-your-forensic-
workstation/
Show the instruction linux based tools.




FireGet :
Hit:
Get:
Get:

'Get:
Get:

Eventet:

ExplOet:
Get:
Get:
Get:

llﬁet:
Get:
bogat -
Get:
Get:

Get
!Egﬁet:
Get:
Get:
Get:

Get:
Nﬂ-tEFGEt
Get:
Get:
UsGet :

accounts_WV..

1
2
3
A
5
[
7
a
=
18
11
12
13

sudo apt install <deb name:»

— L LN L

b I

15
16
17
18
19
28
21
22
23
e
25
26

http:
http:
http:
http:
http:
http:
http:
http:
http:

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

H—:JDE?G:Z:EJ:n$I5udD apt-get update I

[sudo] password for forensics

ffsecurity.ubuntu.com/ubuntu focal-security InRelease [114 kB]
ffarchive.ubuntu.com/ubuntu focal InRelease

ffarchive . ubuntu.com/ubuntu focal-updates InRelease [114 kE]
flarchive . ubuntu.com/ubuntu focal-backports InRelease [188 kB]
ffsecurity.ubuntu.com/ubuntu focal-security/main amd64 Packages [2384 kB]
ffarchive.ubuntu. com/ubuntu focalfuniverse amdéd4 Packages [8628 kE]
ffsecurity.ubuntu. com/ubuntu focal-security/main Translation-en [367 kB]
fFisecurity . .ubuntu. com/ubuntu focal-security/main amd&d c-n-+ Metadata [13.8 kB]
fisecurity.ubuntu.com/ubuntu focal-security/restricted amd64 Packages [1987 kB]

Hfarchive.
Ffarchive.
Flfarchive.
Flfarchive.
Flarchive.
Flarchive.
Slarchive.
Sfarchive.

Fisecurity.
fisecurity.
fisecurity.
Fisecurity.
ffsecurity.
ffsecurity.
ffsecurity.
Ffarchive.ubuntu. com/ubuntu focal/universe Translation-en [5124 kE]

S fsecurity.ubuntu. com/ubuntu focal-security/multiverse amd64 c-n-+ Metadata [548 B]

ubuntu

ubuntu

ubuntu.
ubuntu
ubuntu.
ubuntu.
ubuntu
ubuntu.
ubuntu.
ubuntu

ubuntu.
ubuntu.

ubuntu.
ubuntu.

ubuntu.

com,/ ubuntu
com/ ubuntu
. com/ubuntu
com/ ubuntu
com/ ubuntu
. com/ ubuntu
com/ ubuntu

com/ubuntu

.com/ubuntu

com/ubuntu
com/ubuntu

.com/ubuntu

com/ubuntu
com/ubuntu

.com/ubuntu

E m o O

tocal-security/restricted Translation-en [277 kEBE]
tocal-security/restricted amdtd c-n-+ Metadata [576 B]
tocal-security/universe amdé4 Packages [858 kB]
focal-security/universe Translationm-en [179 kB]
tocal-security/universe amd64 c-n-t Metadata [18.8 kE]
focal-security/multiverse amded4 Packages [23.6 kE]
focal-security/multiverse Translation-en [5584 B]

focal/universe amdbd c-n-f Metadata [265 kEBE]
focal/multiverse amdéd Packages [144 kE]
focal/multiverse Translation-en [184 kE]
focal/multiverse amd6d4 c-n-f Metadata [9136 B]
tocal-updates/main amd64 Packages [2687 kEB]
tocal-updates/main Translation-en [449 kB]
tocal-updates/main amd64 c-n-+ Metadata [16.9 kE]
tocal-updates/restricted amdt4 Packages [2692 kE]
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Windows License valid for 156 days
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Fetched 27.7 MB in 22s (1269 kB/fs) -~
$Reading package lists... Do

forensic@WIN-AJDEYGOIQE]D :~% |sudo apt install python3-pip
Reading package lists... Do
FirBuilding dependency tree
Reading state information... Done
The following additional packages will be installed:
s binutils binutils-common binutils-x86-64-linux-gnu build-essential cpp cpp-92 dpkg-dev fakercot g++ g++-9 gcc gcc-9
q

gcc-9-base libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl libasan5 libatomicl libbinutils
libc-dev-bin libct libct-dew libccl-© liberypt-dev libctf-nobfde libectf@ libdpkg-perl libexpatl libexpatil-dew
Even libfakercot libfile-fcntllock-perl libgcc-9-dev libgompl libisl22 libitml liblsan® libmpc3 libpython3-dewv
Expl libpython3.8 libpython3.8-dev libpython3.8-minimal libpython3.8-stdlib libquadmath® libstdc++-9-dev libtsan@
libubsanl linux-libc-dev make manpages-dev python-pip-whl python3-dev python3-wheel python3.8 python3.8-devw
python3.8-minimal zliblg zliblg-dew
Suggested packages:
binutils-doc cpp-doc gcc-9-locales debian-keyring g++-multilib g++-9-multilib gcc-9-doc gcc-multilib autoconf
automake libtool flex bison gdb gcc-doc gcc-9-multilib glibc-doc bzr libstdc++-9-doc make-doc python3.8-venwv
python2.8-doc binfmt-support
The following MEW packages will be installed:
|! binutils binutils-common binutils-x86-64-linux-gnu build-essential cpp cpp-92 dpkg-dev fakercot g++ g++-9 gcc gcc-9

Motef

gcc-9-base libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl libasan5 libatomicl libbinutils
libc-dev-bin libct-dev libccl-8® libecrypt-dev libctf-nobfd@ libctf@ libdpkg-perl libexpatl-dewv libfakeroot
libfile-fcntllock-perl libgcc-9-dev libgompl 1libis122 libitml liblsan® libmpc3 libpython3-dev libpython3.8-dew
libquadmath®& libstdc++-9-dev libtsan® libubsanl linux-libc-dewv make manpages-dewv python-pip-whl python3-dew
python3-pip python3-wheel python3.8-dew zliblg-dewv

The following packages will be upgraded:
libce libexpatl libpython32.8 libpython3.8-minimal libpython3.8-stdlib python3.8 python3.8-minimal zlibilg

8 upgraded, 58 newly installed, ® to remove and 251 not upgraded.

Meed to get 61.4 MB of archives.

Upfter this operation, 228 MB of additional disk space will be used. e
accounts_WV...

bc
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update-alternatives:

using fusr/bin/g++ to provide Jusr/binS/c++ (c++) in auto mode

Setting up python3-dev (3.8.2-8ubuntu2)

$Settir‘|g up build-essential (12.8ubuntul.1)

Processing triggers for libc-bin (2.31-86ubuntu9.2)

FirProcessing triggers for man-db (2.9.1-1)

dUsage:
Even
Exp/Commands :
install
download
: uninstall
freeze
list
Phatey show
check
config
search
wheel
hash
be  completion
debug
help
Iﬁer‘neral Options:
-h, --help
U __jsolated

Processing triggers for mim

P —

orensic@WIN-AJID

pip32 <command?> [options]

accounts_V...

e

i

e-support (3.6d4ubuntul)

Install packages.

Download packages.

Uninstall packages.

Output installed packages in reguirements format.
List installed packages.

Show information about installed packages.

Verify installed packages have compatible dependencies.
Manage local and global configuration.

Search PyPI for packages.

Build wheels from your requirements.

Compute hashes of package archives.

A helper command used for command completion.
Show information usetful for debugging.

Show help for commands.

Show help.
Run pip in an isolated mode, ignoring environment wvariables and

user configuration. v

Windows Server 2019 Datacenter Evaluation
Windows License valid for 156 days
Build 17763.rs5_release.180914-1434
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--no-color Suppress colored output -~
$ --no-python-version-warning

: : ings for upcoming unsupported Pythons.
forensic@WIN-AJDBYGOIQED: pip3 install wvolatility3
FirrCollecting wvolatility3

Downloading volatility3-2.4.1-py3-none-any.whl (687 kB)
| 687 kB 1.8 MB/s
Collecting pefile>=2817.8.1
§ Downloadin efile-2823.2.7-py3-none-any.whl (71 kB)
| | 71 kB 4.2 kB/s
EvenInstalling collected packages: pefile, volatility3
Expl WARNING: The scripts vol and volshell are installed in "/home/forensic/.local/bin’ which is not on PATH.
Consider adding this directory to PATH or, if you prefer to suppress this warning, use --no-warn-script-location.

Successtully installed pefile- ild -2.4.1
forensic@WIN-AJDBYGOIQED: pip3 install capstone
Collecting capstone

Downloading capstone-5.8.08.postl-py3-none-manylinuxl =86 64 . manylinux 2 5 =86 64.whl (2.9 MB)
| | 2.9 MB 2.1 MB/s
Installing collected packages: capstone
!Success-Full}f installed capstone-5.8.8.postl

Motef

forensic@WIN-AJDBEYGOIQED :~%

L) L
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orensic@EIN-AJDEVGOIQE] :~% vol -h "~

Command 'wvol' not found, did you mean:

command 'gol' from deb growl-for-linux (©.8.5-5)

command "wl1' from deb atfs (1.4pl6-14)

command "hwvol®" from deb hfsutils (3.2.6-14)

command "sol’ from deb aisleriot (1:3.22.9-1)

command "wvor' from deb vor (8.5.7-3)

command "wvos' ftrom deb openafs-client (1.8.4~prel-lubuntu2.4)
command 'col® from deb bsdmainutils (11.1.Zubuntu3)

Try: sudo apt install <deb name>»

orensic@EWIN-AJDB7GOIQE]:~% 1s -la

drwxr-xr-x 1 forensic forensic 512 Jul 21 17:48

druxr-=xr-x 1 root root 512 Jum 28 85:44

A B 1 forensic forensic 148 Jul 16 86:27 .bash _history
-rw-r--r-- 1 forensic forensic 228 Jun 28 B85:44 .bash_ logout
-ru-r--r-- 1 forensic forensic 2771 Jun 28 85:44 _bashrc
drwxruxrux 1 forensic forensic 512 Jul 21 17:48

drwxr-xr-x 1 forensic forensic 512 Jun 28 B85:45  landscape
drrse------ 1 forensic forensic 512 Jul 21 17:48 .local
-rw-rw-ru- 1 forensic forensic 8@ Jul 21 17:32 _motd shown
-rw-r--r-- 1 forensic forensic 887 Jun 28 85:44 .profile
-rw-r--r-- 1 forensic forensic 8@ Jul 21 17:37 .sudo _as admin_successful
orensic@WIN-AJDBYGOIQE]:~% source .profile
orensic@WIN-AJDB7GOIQE] :(~% wol -h

Volatility 3 Framework 2.4.1

usage: wolatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIN DIRS]
[-s SYMBOL_DIRS] [-v] [-1 LOG] [-o OUTPUT DIR] [-q] [-r RENDERER] [-f FILE] [--write-config]
[ --save-config SAVE COMFIG] [--clear-cache] [--cache-path CACHE PATH] [--offline]

[--single-location SINGLE LOCATIOM] [--stackers [STACKERS [STACKERS ...]111
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE_SWAP LOCATIONS ...]]]
plugin

[ 13
[ | |
o
il

; 17:51
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What is memory Analysis

Memory forensics (sometimes referred to as memory analysis) refers
to the analysis of volatile data in a computer's memory dump.
Information security professionals conduct memory forensics to
investigate and identify attacks or malicious behaviors that do not leave

easily detectable tracks on hard drive data.



Copy the target machine memory image from host system and paste the memory in cases > Analysis > memory
folder create > paste Here.
Open the Ubuntu linux. Go to the path on memory image file did paste.

E.'I' forensic@WIN-AJDBTGOIZER fmint/c/ Cases/Analysis/Memorny

* Documentation: https://help.ubuntu.com -
*= Management: https://landscape.canonical.com

= Support: https://fubuntu.com/advantage

System information as of Sat Jul 22 87:54:56 DST 2823

System load: B8.52 Processes: 7

Usage of Shome: wunknown Users logged in: &

Memory usage: A43% IPv4 address for ethe: 18.8.2.15
SwWwap usage: 1%

259 updates can be applied immediately.
188 of these wupdates are standard security updates.
To see these additionmal wupdates run: apt list - -upgradable

This message is shown once a day. To disable it please create the
Shome/storensic/ . hushlogin file.

% pwd
Shome/sforensic
+ cd /Smnt
% 1=
% cd
SR 1s
bim lib libsa shimn

1ib32 l1ibx32
¥ cd Smnt/fc/Cases/Analysis/ Memory /S

: % pwd
SmntSc/Cases/Analysis/Memory
: %+ 1s -1a
total 2234248
drwxrwxriwx 1 forensic forensic 512 Jul 22 87 :49
drwxrwxrw=x 1 forensic forensic 512 Jul 22 87 :49
-rwHrwxrw® 1 forensic forensic 2287868348 Jul 22 86:38
= ¥ = ~
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Gathering Windows system information with Volatility3

Select forensic@WIN-AIDBTGOIQER fmntfc/Cases/Analysis/Memorny

forensic@WIN-AJDEYGOIQED : $ vol -h ~

Volatility 3 Framework 2.4.1

usage: wolatility [-h] [-c¢ CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIN DIRS] [-s5 SY¥MBOL_ DIRS]
[-v] [-1 LOG] [-o OUTPUT_DIR] [-g] [-r REMDERER] [-f FILE] [--write-config] [--save-config SAVE_COMFIG]
[--clear-cache] [--cache-path CACHE_PATH] [--offline] [--single-location SINGLE_LOCATIOM]

[--stackers [STACKERS [STACKERS ...]]11
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE_SWAP LOCATIONS ...]1]11
plugin

An open-source memory forensics framework

optional arguments:
-h, --help Show this help message and exit, for specific plugin options use "wolatility <pluginname> --help®
-Cc CONFIG, --config CONFIG
Load the configuration from a json file
--parallelism [{processes,threads,offt}]
Enables parallelism (defaults to off if no argument given)

-e EXTEND, --extend EXTEMND
Extend the configuration with a new (or changed) setting Type the Command

-p PLUGIN DIRS, --plugin-dirs PLUGIN_DIRS 11
Semi-colon separated list of paths to find plugins ﬁDr‘VOlatﬂlty11elp

-5 SYMBOL_DIRS, --symbol-dirs SYMBOL_ DIRS :
Semi-colon separated list of paths to find symbols and ShOW all pluglns

-v, --wverbosity Increase output verbosity for dlfferent

-1 LOoG, --log LOG Log output to a file as well as the console .

-o OUTPUT_DIR, --output-dir OUTPUT_DIR Operatlng System_
Directory in which to output any generated files

-q, --quiet Remowve progress feedback

-r RENDERER, --renderer REMNDERER

Determines how to render the output (quick, none, csv, pretty, Jjson, Jjsonl)
-¥ FILE, --file FILE Shorthand for --single-location=file:// if single-location is not defined
--write-config Write configuration JSOMN file out to config.json
--save-conftig SAVE_COMNFIG
Save configuration JSOM file to a file
--clear-cache Clears out all short-term cached items
--cache-path CACHE_PATH
Change the default path (/home/forensic/.cachefvolatility3) used to store the cache
) 0g=12
e - 6 22 07-2023 %—.}
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Select forensic@WIN-AJDEBYGOIGER fmnt/c/Cases/Analysis/Memory

Checks for malicious trustedbsd modules s

mac .vfsevents . VFSsevents

Lists processes that are filtering file system events

timeliner.Timeliner

windows

windows

windows .

windows .
windows .

windows .

windows

windows

windows .

windows .

windows .

windows .

windows .

windows

windows .

windows .

windows

i
i

Runs all relevant plugins that provide time related information and orders the results by time.
.bigpools.BigPools

List big page pools.
.callbacks.Callbacks

Lists kernel callbacks and notification routines.
cmdline.CmdLine

Lists process command line arguments.
crashinfo.Crashinfto
devicetree.DeviceTree

Listing tree based on drivers and attached devices in a particular windows memory image.
dlllist.DllList

Lists the loaded modules in a particular windows memory image.
driverirp.DriverIrp

List IRPs for drivers in a particular windows memory image.
.drivermodule.DriverModule

Determines if any loaded drivers were hidden by a rootkit
driverscan.DriverScan

Scans for driwvers present in a particular windows memory image.
dumpfiles.DumpFiles

Dumps cached file contents from Windows memory samples.
envars. Envars

Display process environment variables
tilescan.FileScan

Scans for file objects present in a particular windows memory image.
getservicesids.GetServicesSIDs

Lists process token sids.

.getsids.GetSIDs
Print the SIDs owning each process we have use
handles .Handles . .
Lists process open handles. windows info

info.Info Show 05 & kernel details of the memory sample being analyzed.

-joblinks.JobLinks plugins .

Print process job link information

€ m oo H ~ s s W



forensic@WIN-AIDBYGOIQER fmnt/c/Cases/Analysis/Memory

Progress: a0 .08 Reading Symbol layer -~
Progress: a0 .08 Reading Symbol layer
Progress: oo, 99 Reading Symbol layer
Progress: oo, 90 Reading Symbol layer
Progress: Q0,90 Reading Symbol layer
Progress: oo, o0 Reading Symbol layer
Progress: oo, o0 Reading Symbol layer
Progress: Qo .99 Reading Symbol layer
Progress: 1868.80 Reading Symbol layer
Progress: 19868.80 Reading Symbol layer
Progress: 16868.08 PDE scanning ftinished
Variable Value

Kernel Base BxT8663d41daBo

DTE 8x1laadea

Symbols file:///home/forensic/.local/lib/python3.8/site-packages/volatility3/symbols/windows/ntkrnlmp.pdb/CASE2FB1B822EDEG3ST
S0BBFBFB62997-1. json.xz

Is64Bit True

IsPAE False

layer name 8 WindowsIntel32e
memory_layer 1 ElfedLayer
base_layer 2 FilelLayer
KdvVersionBlock exf8863e82c368 ;
Major/Minor 15.19841 Type this command how the
MachineType 34404 —
KeNumberProcessors 2 TCSUJL
SystemTime 2023-87-22 ©6:37:29
MNEtSystemRoot C:\Windows
NtProductType NtProducthWinNt
NtMajorVersion 1@
MEtMinorVersion @
PE MajorOperatingSystemVersion 18
PE MinorOperatingSystemVersion 8
PE Machine 34484
PE TimeDateStamp Wed Jan 4 84:27:11 1995
orensic@WIMN-AJDEFGOIQED: & vol - winlé-memory.raw windows.info

08:29
22-07-2023 E
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forensic@WIMN- 4]

IDBTGOIOED:

Smntfc/Cases/Analysis/Memory

memory layer
base layer
KdversionBlock
Major/Minor
MachineType
KeNumberProces
SystemTime
MNEtSystemRoot
MNtProductType
NtMajorVersion
MNtMinorVersion
PE MajorOperat
PE MimorOperat
PE Machine

PE TimeDateSta

LA E __-\_!.I-\._ll_

Volatility 3 F

mELMCress: 11.

[1]+

ore __hw“_H—

Stopped

_______ —ll
L = — L 0L

Unlatlllty 3 F

Progress: 180.
PID PPID

4 e

= 1484 4

= 92 4

= 348 4

532 =
596 =

= 29a 596

= 2188 596

:36:56.8680088
== 2488 2188
* 976 595

_______ ||_
L = — L RN

1 ElfodlLayer
2 FilelLayer
BxT8063eB2Cc368
15.19841
34464

Sors 2

2823-@7-22 86:37:29

C:\WWindows

MNtProductlWinht

16

a
ingSystemVersion
ingSystemVersion

34484

mp ked Jan

JDBET7GOIO)
ramework 2.4.1
38

EJ:/mnt

vol

e

il

1a
a8

4 54 2? 11 1995

.-- $ W

ol

Scanning memory layer using BytesScanner

© .

-f wlnia memﬂry raw windows.pstree

- winl@-memory.raw windows.pstree

128,
52.
a9 .
37.
37.
48,
=41 .

43,

Using the pstree plugin list out the how many services are
running.

ExitTime

MSA

gaa80e
gaaeoe
alelstelele
alelstelele
geogeo
geogeo
aa8806

8ae606

MSA

IB7GOIQE] : 1t/ cf/CasesSfAnalysis,/Mer £ vol -f winl@-memory.raw windows.pstree > pstree.txt
-TD'ﬁG:Z:EJ: 1t/ cfCasesSAnalysis,/Mer _$ vol - winl@-memory.raw windows.pstree
ramework 2.4.1
28 PDE scanning finished
ImageFileMNames Offset (V) Threads Handles SessionId Wowbd CreateTime
System GxccBb68767dese 124 = M8 False 2823-87-22 B86:323:89 . 800000
MemCompression @&xccBb68e3i@sada 14 = M/ False 2823-87-22 86:34
Registry BxccBb877bbobB4e 4 = M A False 2823-87-22 B6:30:
SmMsSs . exe @xccaesscoceda 2 = M A False 2823-a7-22 B6:33:
C5rss.exe BxccBb68d3609888 12 = 1 False 2823-a7-22 B6:33:
winlogon.exe Bxcc@68a750248 6 - 1 False 20823-87-22 B6:33:
fontdrvhost.ex Oxcc@b8d3foe88 5 - 1 False 2823-87-22 B6:33
userinit.exe BxccBbB8eaafoB8e 0 - 1 False 2823-87-22 B6:36
explorer.exe Bxcc@68ec7B8088 49 - 1 False 2823-87-22 B6:36
dwm. exe ExccEEEeldaEEE 16 = False 2823-@7-22 86:33:42 . 8868006
-II:-:-_'F'_::::I. tSc/CasesfAnalysis = '-_$ -

T i =

Mo
M/ A
M/ A
NS A
N/ A
N/ A
2823-07-22 a6

M/ A

03:48
22-07-2023

5



forensic@WIN-AIDBTVGOIGQER fmnt/c/Cases/Analysis/Memory

orensic@WIMN-AJDBVGOIQED] :: fmnt/c/Cases/Analysis/Memory$d vol -+ winlé-memory.raw windows.pslist -h ﬂ
Volatility 3 Framework 2.4, 1
usage: wvolatility windows.pslist.PsList [-h] [--physical] [--pid [PID [PID ...]]1] [--dump]
optional arguments: USlng pSllSt plugln
-h, --help show this help message and exit gather information
--physical Display physical offsets instead of wvirtual . .
__pid [PID [PID ...]1] using pid.
Process ID to include (all other processes are excluded)
- -dump Extract listed processes
orensic@WIMN-AJDBVGOIQE] :: /mnt/c/Cases/Analysis/Memory$: vol - winl@-memory.raw windows.pslist 596

Volatility 3 Framework 2.4, 1

usage: wvolatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIN DIRS] [-s S¥YMBOL DIRS]
[-v] [-1 LOG] [-o OUTPUT_DIR] [-g9] [-r REMDERER] [-f FILE] [--write-config] [--save-config SAVE CONFIG]
[--clear-cache] [--cache-path CACHE PATH] [--offline] [--single-location SINGLE LOCATION]

[ --stackers [STACKERS [STACKERS ...]]]
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE SWAP LOCATIONS ...]]]
plugin
vnlatility error: unrecugnlzed arguments: 596
orensic@WIN-AJDEBYGOIQE]D : /mnt/c/Cases/Analysis/Memory$ wol -+ winl@-memory.raw windows.pslist 8596

Unlatlllty 3 Framework 2.4.1

usage: wolatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIMN_DIRS] [-5 SYMBOL_DIRS]
[-v] [-1 LOG] [-o OUTPUT_DIR] [-gq] [-r REMDERER] [-f FILE] [--write-config] [--save-conftig SAVE_CONFIG]
[--clear-cache] [--cache-path CACHE PATH] [--offline] [--single-location SINGLE LOCATION]

[--stackers [STACKERS [STACKERS ...]]1]
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE_SWAP LOCATIONS ...]1]1]
plugim
volatility: error: unrecngnlzed arguments: 8596
orensic@WIMN-AJDETFGOIQED] . /mnt/c/Cases/Analysis/Memoryd vol -f winl@-memory.raw windows.pslist @596

VWolatility 3 Framework 2.4.1

usage: wolatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIMN DIRS] [-s5 SYMBOL DIRS]
[-v] [-1 LOG] [-o OUTPUT _DIR] [-q] [-r REMDERER] [-f FILE] [--write-config] [--save-config SAVE CONFIG]
[ --clear-cache] [--cache-path CACHE PATH] [--offline] [--single-location SINGLE LOCATION]

[--stackers [STACKERS [STACKERS ...]]]
[--single-swap-locations [SINGLE_ SWAP LOCATIONS [SINGLE SWAP LOCATIONS ...]]1]
plugin

volatility: error: unrecognized arguments: 8596
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forensic@WIN-AIJDBTSOIQE)R fmnt/c/Cases/Analysis/Memorny

[--stackers [STACKERS [STACKERS ...]]1] ~
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE SWAP LOCATIONS ...]]]
plugin
volatility: error: unrecugnlzed arguments 596
orensic@WIN-AJDBYGOIQED : /mnt/c/Cases/Analysis/Memory$ vol - winl@-memory.raw windows.pslist @596

Volatility 3 Framework 2.4. 1

usage: wvolatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIN DIRS] [-s SYMBOL DIRS]
[-v] [-1 LOG] [-o OUTPUT _DIR] [-gq] [-r REMDERER] [-f FILE] [--write-config] [--save-config SAVE COMNFIG]
[--clear-cache] [--cache-path CACHE_PATH] [--offline] [--single-location SINGLE_LOCATIONM]

[ --stackers [STACKERS [STACKERS ...]]1]
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE_SWAP LOCATIONS ...]1]1
plugimn

volatility: error: unrecugnlzed arguments 8596

orensic@WIN-AJDEFGOIQED] : /mnt/c/Cases/Analysis/Memory$ vol - winl@-memory.raw windows.pslist 8596

Volatility 3 Framework 2.4.1

usage: volatility [-h] [-c CONFIG] [--parallelism [{processes,threads,off}]] [-e EXTEND] [-p PLUGIN DIRS] [-s5 SYMEOL DIRS]
[-v] [-1 LOG] [-o OUTPUT_DIR] [-gq] [-r REMDERER] [-f FILE] [--write-config] [--save-config SAVE COMFIG]
[ --clear-cache] [--cache-path CACHE PATH] [--offline] [--single-location SINGLE LOCATION]

[--stackers [STACKERS [STACKERS ...]]1]
[--single-swap-locations [SINGLE_SWAP LOCATIONS [SINGLE SWAP LOCATIONS ...]]]
. plugin ... Show the services
volatility: error: unrecognized arguments: 8596 . L. .
for individual pi1d
orensic@WIN-AJDBEVGOIGQE] t/c/CasesfAnalysis/Memory$
orensic@WIn-AJDBVGOIGQE] t/c/Cases/Analysis/Me ry$
orensic@WIn-AJDBVGOIGQE] t/c/Cases/fAnalysis/Me £ vol - winl@-memory.raw windows.pslist --pid 596
Volatility 3 Framework 2.4.1
Progress: 189.89 PDEBE scanning finished
PID PPID ImageFileMName Offset (V) Threads Handles SessionId llowb4 CreateTime ExitTime File
output
596 512 winlogon.exe BxccBb68a758248 6 - 1 False 2823-87-22 86:33:37 . 62060 M/ A Disab
led
orensic@WIN-AJDEVGOIQED:: t/c/Cases/Analysis/Me ryE
orensic@WIN-AJDE7GOIGQE]D : t/c/CasesfAnalysis/Me
orensic MN-AJDB7GOIQ v 9

0934
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forensic@WIN-AIDBTYGOICER fmint/c/Cases/Analysis/Memaory

= NS A False 2023-67-22 86:30:52 . 800500 M/ A "~

* a2 4 Eeglstry Bxcceb877bbede 4

* 348 4 SmMsS . exe gxcceesyceceda 2 = NS A False 2023-67-22 86:33:69 . 800500 M/ A

532 g C5rss.exe BxccB68d369888 12 = 1 False 2823-87-22 a86:323:37.8606088 NS A

596 = winlogon.exe @xcCcBe8a750248 6 = 1 False 2823-87-22 96:23:37.000060 M/ A

* BBE oG fontdrvhost.ex GxccBb68d3fEB88 5 - 1 False 2823-87-22 B5:332:408.868888 N/ A

* 2188 596 userinit.exe Bxcc@t8eaafos8e 0 - 1 False 28232-87-22 06:36:41 . 888000 2822-87-22 06
:26:56. 808808

= 2488 2186 explorer.exe BxccBbe8ec7E80B6 409 = 1 False 2823-67-22 06:36:43 . 8666060 M/ A

* a7e Lae6 dwm . exe BxccEESeidaEEE 16 - 1 False 28232-87-22 B6:232:42 8800080 M A
orensic@WIN-AJDE7GOIQE]:: /mnt/c/Cases/Analysis/Memory$d vwol -+ winl@-memory.raw windows.dlllist --pid 596

Unlatlllty 3 Framework 2.4. 1
“CTraceback (most recent call last):
File "/home/forensic/.local/bin/wol”™, line 8, in <module>
sys.exit({main())
File "/home/forensic/.local/lib/python3.8/site-packages/volatility3/,/cli/ dinit .py™, line 797, in main
CommandLine().run{)
File "/home/forensic/.local/lib/python3.8/site-packages/volatility3/cli/ init  .py", line 382, in run
automagics = automagic.available(ctx)
File "/home/forensic/.local/lib/python3.8/site-packages/volatility3/framework/automagic/ dinit .py", line 37, in available
import files(sys.modules[ name 1])
File "/home/forensic/.local/lib/python3.8/s5ite-packages/volatility3/framework/__init__ .py", line 152, in import_files
failures += import_file(
File "/home/forensic/.local/lib/python3.8/site-packages/volatility3/framework/_ _init__ .py", line 184, in import_file
importlib.import module{module)
File "Jfusr/lib/python3._8/importlib/_ init__ .py", line 127, in import_module
return bootstrap. gcd import({name[level:], package, level)
File "<frozen importlib. bootstrap>", line 1814, in gcd import

File "<frozen importlib. bootstrap>", line 991, in find and load .
File "<frozen importlib. bootstrap>", line 975, im find and load unlocked SCaTCh Other ﬁlCS run on pld no 596
File "<frozen importlib. bootstrap:>", line 671, in load unlocked using du hst

File "<frozen importlib. bootstrap extermnal:>", line 844, in exec module
File "<frozen importlib. bootstrap extermnal>", line 239, in get code
File "<frozen importlib. bootstrap external>", line 1838, in get data

KeyboardInterrupt
orensic@WIN-AJDBYGOIQED : t/c/Cases/Analysis/Memory$ vol -+ winl@-memory.raw wWwindows.dlllist --pid 526 > dll1.txt
orensic@WIN-AJDE7GOIQED: t/c/Cases/Analysis/Memory$
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access d | dll - Notepad

File Edit Format WView Help
» ThisPC » SDT_xB4FREytility 3 Framework 2.4.1

w; jl:]pen = EESEIECI: all
T | Easy access ~ J | Edit select none

Nelete Beamames Bl eiar Pronertisg

Clipboard
« v

L]

Evidence Mame

Process Base Size MName Path LoadTime File output

Execution
Memorny
Registry

[ This PC

P 30 Objects
B Desktop
=| Documents
4 Downloads
J'!' Music
=/ Pictures
B Videos
i SDT_xBAFREE_EM
CD Drive (D) Vir
= [lownloads (VWWE

o F Metwork

3 items

ot

1 item selected 3.66 KB

=| dll

=| pstree
| win10-memag

All dll file
here.

winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.
winlogon.

Wi n lmonn

Bx7Te/4bbBBB6
Bx7F+942438808
Bx7FF941+18806
Bx7FF93+e70000
Bx7F941e78B006
Bx7 942358088
Bx7T+941438800
Bx7 948638808
Bx 7948218808
Bx7 94122006
Bx7FF93+9cBBee
Bx7ff93+9a0ea
Bx7T+93+a28800
Bx7 948438806
Bx7T+93+tb58808
Bx7 941 7bBB0E
Bx7 948318806
Bx7ffodeldaaes

Bx7+942298800
Aw 793+ R9ARAA

BxeclBd winlogon.exe
Bx1f5808
Bxbeddd KERMEL3Z2.DLL
Bx2c9808
Bx9e080 msvcort.dll
Bx9bB8E8 sechost.dll
Bx12a808
Bx355808
Bx1a8008
BxacBBl adwvapili2.dll
BxAbBB0 powrprof.dll
Bx12888 UMPDC.d11l

Bx1fe8e profapi.dll
Bx1alaoe
Bx22000 win32u.dll
Bx2b@Be GDI32_d11
Bx18bBoa
Bx9dege mswvcep win.dll

Bx30aen IMM32_DLL
AwSaPRA winsta Al

Lnix (LF)

ntdll.dll

KERNELBASE.d11

RPCRT4.d11

combase.dll

ucrtbase.dll

user3d2.dll

gdi3d2full.dll

C:\Windowshsystem32Z\winlogon.ex»
C:WWindows \SYSTEMI2\ ntc
C:iyWindows'\System32M\KERNEL32. DL
C:\Windows\S5ystem32MKEF
C:\Windows\System32\mswvcrt.dll
C:\Windows\System32\sechost.dl]
C:\WindowshSystem32YRP(
C:\WindowshSystem32Y con
C:\WindowshSystem32hucr
C:\Windows\System32\adwvapil?.d]
C:\Windows\SYSTEM32\ powrprof.d]
C:\Windowsh\system32\UMPDC.d11

C:\Windowshsystem32\protapi.dll]
C:\WindowshSystem32huse
C:iyWindowsSystem32hwind2u.dll
C:\Windows\System32WcDI32. d11

C:\Windows\System32hgdi
C:A\Windows\System32\mswvcp win.c

C:y\Windows\System323\IMM3I2 _DLL
C =% nAdmes W SYSTRFMA?2 v msta A1

Ln1, Col 1




Select forensic@WIN-AJDBVGOICER fmint/c/Cases/Analysis/Memory

KeyboardInterrupt
orensic@WIN-AJDBYGOIQED: /mnt/c/Cases/Analysis/Memory$ vol - winl@-memory.raw windows.dlllist --pid 596 > dll.txt
orensic@WIN-AJDBYGOIQED: /mnt/c/Cases/Analysis/Memory$ vol - winlo-memory.raw windows.dlllist --pid 596 --dump
Volatility 2 Framework 2.4.1
Progress: 186.68 PDBE scanning finished Extract the files and give
PID Process Base Size Mame Path LoadTime File output . .
more information
5a5 winlogon.exe ex7+674bboBee OxecoBd winlogon.exe C:\Windowshsystem32\winlogon.exe 2823-87-22 B6:33:37.8
Bee66 pid.596.winlogon.exe.8xlat71f81e98 . 8x7FF674bb&aoe . dmp
Sag winlogon.exe Bx7 42436608 6x1T5600 ntdll.dl1l C:\WindowshSYSTEM32\ntdll.dl1l 2923-87-22 B6:33:37.8
oaa8s pid.586.ntdll.dl]l . .éxlaft71f81des . ex7 9424368606 .dmp
506 winlogon.exe ex7ffad4ifleess exbeodd KERMNEL3Z.DLL C:\Windows\System324\KERNEL32 .DLL 2823-67-22 86:33:37.0
oaeao pid.596 . KERMEL3Z2 .DLL .8x1aft71f82436 . 6x7o941f166866 .dmp
596 winlogon.exe Bx7fo3fte7ogoe 6x2co0888 KERMELBASE .d11 C:\Windows%\S5ystem32\KERNELBASE.d11 2023-67-22 06
13337 .008000 pid.526.KERMELBASE.d1]l .8xlaft71f82a46 .6x7ff93te70666 .dmp
596 winlogon.exe ex7fo41e70008 Ox%9e0080 msvcort.dll C:\Windows\System32\msvcrt.dll 2823-87-22 B86:33:37.808686686868 p
id.526.msvcrt.dll.exlat71f83c50.0x7H941e700008 . dmp
5a5 winlogon.exe Bx7 2423500808 0x9beed sechost.dll C:\WindowshSystem32\sechost.dll 2823-87-22 8656:33:37.008808 p
id.526.s5echost.dll.@x1af71+83+de.ex7ffo042358080 . dmp
5a5 winlogon.exe Bx7 241486008 Ox12a006 RPCRT4.d11 C:\Windows\System22\WRPCRT4.d11l 28232-87-22 86:33:37.8
68886 pid.596.RPCRT4.d1]l.8x1af71+843cH.0x7 04148680860 . dmp
5aG winlogon.exe Bx7 248630008 Ox355866 combase.dll C:\Windows\System22\combase.dll 2823-87-22 86:33:37.6
ele sl pid.5%96.combase.dl]l.@x1af71f84868 . 6x7 048630606 . dmp
Sag winlogon.exe Bx7foda2leaoe 8x1806800 ucrtbase.dll C:\Windows\System32hucrtbase.dll 2023-87-22 86
:33:37 . 680600 pid.586 . ucrtbase.dll  éxlaf71f84ccH.8x7 946216666 .dmp
56 winlogon.exe ex7ffod4l12fee08 exacesd advapi3z.dll C:\Windows\System32hadvapi3l2.dll 2023-87-22 B86:33:37.86
oaeao pid.596.advapi32.dll . éxlaf71f85680 . 6x7F9412t6666 .dmp
Sog6 winlogon.exe ex7ffa3focesss ex4beed powrprof.dll C:\Windows\SYSTEM3Z2\powrprotf.dll 20823-867-22 B86:33:37.86
geeas pid.596.powrprof.dll.@xlaf71f858e0.0x7fo3focea0e . dmp
5a5 winlogon.exe ex7ffo3foapoee ©x12e88 UMPDC.dll C:\Windowsi\system22\UMPDC.dl1l 2923-87-22 ©6:33:37.000008 p
id.526.UMPDC.d1ll.@xlaf71f9lace.ex7Fo3fo0ae000 . dmp
5a5 winlogon.exe Bx7f23faceee8 ex1feed profapi.dll C:\Windowshsystem32\profapi.dll 2823-87-22 B86:33:37.006808 p
id.526.profapi.dll.@x1af71+849e8.8x7fFo03+a08080 . dmp
5a5 winlogon.exe Bx7+o48480008 Ox1a1866 user2.dll C:\Windows\System22huser22.d11l 2823-87-22 86:33:37.8
88886 pid.596.user32.dll.8x1af71+96e96 .07 04648686860 . dmp
Cag winlogon.exe ex7ffo3ftbseaoe 6x22080 win3Zu.dll C:\Windowsh\System32\win32u.dll 2823-87-22 B8656:33:37.0660808 p
® ~o =5 € m o BN 4 =l .. T
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= | Memory

Home Share View

S b Cut [ x -ﬁ 75 New item - v‘*] “Jlopen ~ [ select all
_—-l =l W Copy path * T | Easy access = | Edit select none
Fin to Quick Copy Paste kowve Copy Delete Rename Mew Properties .
AcCess "| Paste shortcut to - to - - folder - DDImrert selection
Clipboard Crganize Mew COpen Select
— R » This PC » SDT_xB4FREE_EMN-US_WHD (C:) » Cases * Analysis » Memory w | ) Search Memon

Evidence -~ Marme Date modified Type
Execution all 22-07-2023 12:36 Text Document
Memory pid.596.advapi32.dil.lk] af T1f85680.0u7F9,..  22-07-2023 12:44 CMAP File

pid.506.apphelp.dil.Ox] af71fa0acO.0x7FO3...  22-07-2023 12:45 DMP File 7 Sh he all d
pid.596.Berypt.dil.Ox]af71f98d70.0:7F040,..  22-07-2023 12:44 DMP File : ow the all adump

Tl R U A R

pid.596. beryptprimitives.dil.Ox1af71f98ea...  22-07-2023 12:44 DMP File file in memory folder
pid.596.combase.dIl.0x1af71f84800.0x7FF9...  22-07-2023 12:44 DMP File
pid.596.CRYPT32.dI1.0x1af71fa0860.0:7FF0...  22-07-2023 12:45 DMP File
2| Documents pid.596.CRYPTBASE.dIl.0x1af71fa8db0.0x...  22-07-2023 12:45 DMP File
4 Downloads pid.596.cryptsp.dil.Ox1afT1Fa87c0.0xTFFO3F...  22-07-2023 12:45 DMP File

L1
Registry L]
L1
L1
L1
L1
L1
L]
J" PMusic [ ] pid.5396.DMSAPLdILDx] af 7 1FIETE0. 0 THF93... 22-07-2023 12:44 DMP File
L]
L1
L1
L1
L1
L1
L1
L1
L1

H This PC
P 30 Objects
B Desktop

pid.596.0DPAP]. A0k af T1fa0320. 0 FHFO3FE... 22-07-2023 12:45 DMP File
pid.596.dsreg.dll.Cec1af 71fadaf 0.0 TFF93c6... 22-07-2023 12:45 DMP File
pid.596.dwmapi.dll.Cecl af 71 fa%dd0.0e7HF3...  22-07-2023 12:45 DMP File
pid.596.dwminit.dll.Ox1 af 71 fa2e00.0x 793, 22-07-20235 12:45 DMP File
pid.596.firewallapi.dll.Ox1af T1FG9100.0e 7FF... 22-07-2023 12:44 DMP File
pid.596.fwbase.dll.O0x1af7T1fad430.0x7ff93e...  22-07-2023 12:44 DMP File
pid.596.G0D132.d11L.0x1af 7198 270.00 FFFOA1 7., 22-07-2023 12:44 DMP File
pid.596.gdi32full.dll.Cec1 af 71F9E300. O PEFD... 22-07-2023 12:44 DMP File
pid.596.MM32.DLL.Cec1 af F1FR83F0.Coe 7 AFOS... 22-07-2023 12:44 DMP File

30 items 1 itemn selected 5.66 KB

&= | Pictures

B Videos

5DT_xB4FREE_ENM

CD Drive (Ok) Vir
= [lownloads (WWVE

o F Metwork
W

12:45

22-07-2023

T s




EJ‘ Select forensic@WIN-AJDB7GOICQER fmnt/c/Cases/Analysis/Memorny

96.MPR.d1]l.8x1at71taabbt.ex7+2939b6e6de . dmp "~

: % strings pid.596.dsreg.dl]l . éxlat71fa88f6. 6x7ffo93c686660 . dmp
'This program cannot be rum in DOS mode.
Richs

.text

T .rdata

@.data

.pdata

@.didat . . . .
.rsrc Gathering deep information using

@.reloc .
L$eH particular dmp file.
L$xH

L% (H
D%eH

D% H
L$BH3
HEXH
t$ H
THxL
DELOA
D%4AT
D%8H

D% H

t$ UlWAavH
ta<Bu
A9 <@u
A9 <@u
D% H
DEPH
DEaL
D$pE3
L$xT

| $|H
M@H3
A~ ]

t$ UllAlH

- L

I
()
[
:
()

12:47
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Identify process owners and associated SIDs

Windows.getsids.GetSIDs plugin use for print SIDs owning each process.

E ) forensic@WIN-AJDBTGOIQE) fmnt/cfCases/Analysis/Memony
TTEBL -
TEMP

TEMPP

H7 ~A

TEMP%

TEMP

TEMP

TEMP

TEMPd

w0l

TEMP

g=Z=

TEMP

% vol -+ winl@-memory.raw windows.getsids -h

Volatility 2 Framework 2.4.1

usage: wolatility windows.getsids.GetsSIDs [-h] [--pid [PID [PID ...]111]
optional arguments:

-h, --help show this help message and exit

--pid [PID [PID ...1]1

FlltEP on specific process IDs
% vol - winl@-memory.raw windows.getsids --pid 596 532
Volatility 2 Framework 2.4.1
Progress: 128 .88 PDE scanning finished
PIDy Process 5ID MName
532 CSrss.exe S-1-5-18 Local System
532 CSrss.exe S5-1-5-32-5449 Administrators . .
532 CSrss.gexe 5-1-1-8 Everyone GetSIdS plugln use fOl‘ ﬁnd the owner Of
532 CSrss.exe S5-1-5-11 Authenticated Users
532 csrss.exe S-1-16-16384 System Mandatory Level the process show the output here.
S96 winlogon.exe S-1-5-18 Local System
5956 winlogon.exe S5-1-5-32-544 Administrators
S5 winlogon.exe S-1-1-8 Everyone
S5 winlogon.exe S-1-5-11 Authenticated Users
S5 winlogon.exe S-1-16-16284 System Mandatory Lewvel
= $ -

T 3} 13210
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Detecting and Analyzing malicious registry key entries from memory

forensic@WIN-AJDEBTGOICER fmnt/c/Cases/Analysis/Memory

forensic@WIN-AJDBVGOIQED : /f/mnt/c/Cases/Analysis/ Memory$ vol - winlé-memory.raw windows.registry.printkey -h ~
Volatility 3 Framework 2.4. 1
usage: wolatility windows.registry.printkey.PrintKey [-h] [--offset OFFSET] [--key KEY] [--recurse]

optional arguments:

-h, --help show this help message and exit

--offset OFFSET Hive Offset

--key KEY Key to start from

--recurse Recurses thrﬂugh keys

orensic@WIN-AIDBYGOIQED :: /mnt/c/Cases/Analysis ry$d wol - winle-memory.raw windows.registry.hivelist

Volatility 3 Framework 2.4.1
Progress: 186.088 PDE scanning ftinished
Offset FileFullFPath File output
8xa3B838=2855080 Disabled
BxalB38e8980808 MREGISTRY'\WMACHIMNEMZWSYSTEM Disabled 3 5 5
Bxa3ia3gesfleaa WREGISTRYMWMACHIMNEMWHARDWARE Disabled USlng regIStry prlnt key
Bxa2B3185e5088 M\sSystemRoot\System22\ConfighSAM Disabled . : .
Bxa3e318551e88 ‘\SystemRoot\System22\Config\SECURITY Disabled a'nd regIStry hlve llst ﬁnd
B8xa3831a5f1e88 M\SystemRooti\System32\Config\DEFAULT Disabled . . .
8xa383185e7888 M\SystemRoot\System32\Conftig\SOF THWARE Disabled 1nf0rmat10n Sp@ClﬁC key
@xa3e3124beeed “\Device\HarddiskVolumel‘\BoothBCD Disabled ‘ﬂihle
@xa3e31282beee M\22\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT Disabled *

Bxa3B312a47088 A\?2\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT Disabled

Bxa3B312azedd® A\SystemRoot\System22)\ConfighBBI Disabled

8xa3e313e2cled N\22\C:\Windows‘AppCompat\Programsiamcache . hwve Disabled

8xa3e31421986868 A\??\C:\UsersiDenishalntuser.dat Disabled

Bxa3e314774088 M\??\C:\Users\Denisha\AppDatailLocal\Microsoft\kWindows\UsrClass.dat Disabled

6xa36316debBBd M\SystemRoot\System32)\config\DRIVERS Disabled

8xa3e3176l18e688 N\?2\C:\ProgramData\Microsofti\kWindows\AppRepository\Packages\Microsoft.Windows.Search_1.14.2.19841 neutral neu
tral cwsnlhZtxyewyi\ActivationStore.dat Disabled

8xa38317586888 A\?2\C:\Users\Denisha‘\AppDatailLocali\Packages\Microsoft.Windows.Search_cwSnlhZtxyewyiSettingsi\settings.dat D
isabled

8xa3e3177beeee N\22\C:\ProgramData\Microsoft\Windows\AppRepository\Packages\Microsoft.Windows .StartMenuExperienceHost _16.6.19
841 .1823 neutral_neutral cw5n1h2txyewy1ﬁct1vat1unStuPe dat Disabled

F'“"E;::.‘H—-TD?TG:ZQZT mnt/c/Cases/Analysis vE vol -f winlé-memory.raw windows.registry.printkey --offset 8xa38314774
888 --key AtomicRedTeam

. e =

13:26
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E?‘ forensic@WIN-AJDETGOICER Srmint/c/Cases/Analysis/Memory

: £ vol - winl@-memory.raw windows.registry.printkey --offset 8xa36314774 E3
680 --key AtomicRedTeam

Using this command find the detail about
Atomic RedTeam key value(any key enter).

G - 13:33
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Super Timeline Analysis

A detailed timeline of everything that occurred on a system, also known as a Super
Timeline, can be extremely beneficial in determining what took place in a digital

investigation.

3. Run Tools

1. Prepare Tools
Memory-generate bodyfile

Volatility3
Plaso Log2Timeline Disk-generate plaso file
9)=\%18] Merge files
Generate super timeline with psort
2. Prepare Evidence 4. Timeline Analysis
Disk image(RAW!) EZ Timeline Explorer

Memory image



Prepare tools and Converting the disk image with QEMU

Use the link for install the Tools

E} forensic@WIN-AIDBTGONCES: ~

% sudo add-apt-repository ppa:gift/stable ~
[sudo] password for forensic:
Periodic releases, contains periodic releases intended for non-development use
More info: https://launchpad.netf~gift/+archive/ubuntu/stable
Press [ENTER] to continue or Ctrl-c to cancel adding it.

Hit:1 http://farchive.ubuntu.com/fubuntu focal InRelease

Hit:2 http:/farchive._ ubuntu.comfubuntu focal-updates InRelease

Hit:3 http://security.ubuntu.com/ubuntu focal-security InRelease

Get:4 http://ppa.launchpad.net/gift/stable/fubuntu focal InRelease [18.8 kB]
Hit:5 http:// archive.ubuntu.com/ubuntu focal-backports InRelease

Add the plaso GIFT repository for this
command.

e
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forensic@WIN-AIDBTGOICEL ~ v
Get:4 http://ppa.launchpad.netfgift/stablefubuntu focal InRelease [18.8 kB] "
Hit:5 http://farchive.ubuntu.com/ubuntu focal-backports InRelease
8% [Working]

Get:b http:/S ppa.launchpad.net/gift/stablefubuntu focal/main amd&4 Packages [63.8 kB]
Get:7 http:/S ppa.launchpad.net/gift/stablefubuntu focal/main Translation-en [17.1 kE]
Fetched 28.1 kB in 6min 19s (258 B/s)

Reading package lists... Done
orensic@HWIN-AJDEFGOIQE]D : ~%

orensic@WIN-AJDE7GOIQE]:~% sudo apt install gemu-utils
Reading package lists... Don¥®

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
ibverbs-providers libboost-iostreams1.71.8 libboost-threadl.71.8 libibverbsl libiscsi7 libnl-3-286 libnl-route-3-286
librados2 librbdl librdmacml gemu-block-extra sharutils

Suggested packages:
debootstrap sharutils-doc bsd-mailx | mailx

The following NEW packages will be installed:
ibverbs-providers libboost-iostreams1.71.8 libboost-threadl.71.8 libibverbsl libiscsi7 1libnl-3-286 libnl-route-3-288
librados2 librbdl librdmacml gemu-block-extra gemu-utils sharutils

8 upgraded, 13 newly installed, ® to remove and 261 not upgraded.

Meed to get 7133 kB of archives.

After this operation, 33.7 MB of additional disk space will be used.

Do you want to continue? [Y/n] ¥

Get:1 http://Sfarchive.ubuntu.com/ubuntu focal-updates/main amdé4 1libnl-3-286 amdbd4 3 .4.8-lubuntud.l1l [54.4 kB]

Get:2 http://farchive.ubuntu.com/ubuntu focal-updates/main amdé&4 libnl-route-3-2868 amd6d4 3.4 _8-lubuntud.l [151 kB]
Get:3 http://farchive.ubuntu.com/ubuntu focal/main amdé64 libibwverbsl amd64 28.8-lubuntul [53.6 kB]

Get:4 http:/farchive.ubuntu.com/ubuntu focal/main amd64 ibwverbs-providers amd64 28 _8-lubuntul [232 kB]

Get:5 http://farchive.ubuntu.com/ubuntu focal/main amd64 libboost-iostreamsl1.71.8 amdb64 1.71.8-6ubuntub [237 kB]
Get:6 http:/Sarchive.ubuntu.com/ubuntu focal/main amdé4 libboost-threadl.71.8 amd64 1.71.8-6ubuntut [249 kB]

Get:7 http://archive.ubuntu.com/ubuntu focal/main amdé64 librdmacml amd&4 28.8-lubuntul [64.9 kB]

Get:8 http://archive.ubuntu.com/ubuntu focal/main amd&4 libiscsi7 amdé4 1.18.8-2 [632.9 kE]

Get:2 http://archive.ubuntu.com/ubuntu focal-updates/main amd64 librados2 amd64 15.2.17-Bubuntué.268.84.4 [3227 kB]

Get:18 http:/Sfarchive.ubuntu.com/ubuntu focal-updates/main amdt4 librbdl amd&4 15.2.17-8ubuntuB.28.84.4 [1625 kEB]

Get:11 http:/Sarchive.ubuntu.com/ubuntu focal-updates/main amdé4 gemu-block-extra amdéd4 1:4.2-Zubuntub.27 [52.4 kB]

Get:12 http:/S/farchive.ubuntu.com/ubuntu focal-updates/main amd64 gemu-utils amd64 1:4.2-Fubuntue.27 [969 kEB]

87% [12 gemu-utils 273 kKB/969 kKB 28%] 1918 kB/s Bs
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VirtualBox VM

Recycle Bin

-

Notepade+

©

Event Log
Explorer

]
/AR
Arsenallma...
- Shortcut

Machine

Viaw

Input

Devices

11

Get:12 http:
Get:13 http:
Get:14

Get:15 http:
Get:16 http:
Get:17 http
Get:18 http:
Get:19 http:
Ger:20 hrep:
Get:21 http:
Get:22 http:
Get:23 http
Get: http:
Get: http:
Get: http:

Window

http:

http://

Help

//security.
//security,
//security.,

pcurity,
//security,
//security.

ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu

yubuntu.com/ubuntu

vbuntu.com/ubuntu
ubuntu, com/ubuntu
ubuntu.com/ubuntu

//archive. ubuntu.com/ubuntuy
//archive.ubuntu, com/ubuntu
//archive ,.ubuntu,com/ubuntu

focal-security/universe amd64 Packages [706 k8|

focal -security/uni se Translation-en [126 kB]

focal -security/universe amd64 c-n-f Metadata [14.5 kB]

focal -security/multiverse amd6d Packages [22.2 kB]

focal-security/multiverse Translation-en [5376 8]

focal-security/multiverse amd64 c-n-f Metadata [512 B]
//ppa.launchpad.net/gift/stable/ubuntu focal/main amd64 Packages [62.9 kB]
//ppa.launchpad.net/gift/stable/ubunty focal/main Translation-en [17.1 kB)

focal-updates/main amd64 Packages [1874 ki)

focal-updates/main Translation-en [343 k8]

focal -updates/main amd64 c-n-f Metadata [15.4 kB]

://archive,ubuntu,

com/ubuntu

//archive.,ubuntu,com/ubuntu

//archive.ubuntu,
//archive. ubuntu.

com/ubuntu
com/ubuntu

Get: ://archive ., ubuntu, com/ubuntu
aet: ://archive . ubuntu.com/ubuntu
Get: farchive.ubuntu, com/ubuntu
Got: 3 s/ /archive .ubuntu, com/ubuntu
Get: ://archive , ubuntu, com/ubuntu
Get: 1/ /archive . ubuntu.com/ubuntu
Get: http://archive.ubuntu,.com/ubuntu
Get http://archive.ubuntu.com/ubuntu
Ger:35 http://archive. ubuntu.com/ubuntu
Fetched 8828 k8 in 20s (434 k8/s)
Reading package lists... Done

fore o ' 1 $

Building dependen

treea...

$ sudo apt-get install plaso-tools

Windows2019-FOR (after VOL memory analysis) [Running)

focal cur

focal -upda

focal /universe Translation-en [208 kB)
focal -upda L/unive amdbd c-n-F Met @ [20.7 kB)
focal -updates/multiverse amd64 ¢-n-f Metadata [596 8]

focal
)

focal-back

focal-bac

ox

fty/restricted amd64 c-n-f Metadata [52@ B8]

/restricted amdb4 Packages
focal-updates/restricted
focal-updates/restricted amd64 c-n-f Metadata [520 B]
focal-updates/universe amdb4 Packages [927 kB)

backports/main amd64 Packages [44.5 kB]
backports/main Translation-en [180.9 k8]
orts/main amd64 c-n-f Metadata [98@ B]
focal-backports/universe
orts/universe
‘ucal~Dau_purl:/unlu'lk;e

[1042 k8]

franslation-en [148 k8]

amd64 Packages [23.7 k8]
Translation-en [15.9 kB]
amdéd c-n-f Metadata [860 B)

Install p

A F W@ T dy

846 PM
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Manage Evidence
Home Share WView Disc Image Tools
Ly D m Cut = x -il L__'_I Mewr item - v; EESElect all
_J . Copy path * i | Easy access - J Select none

Fin to Quick Copy Paste - Fowve Copy Delete Rename Mew Properties
aCCess |E| Paste shortcut to - to - - falder - Dﬂlnuert selection

Clipboard Crganize COpen Select

— w » This PC »* Downloads 0OWBoxSwyr) (£2) » Ewidence w | ) Search Evidence

Fa

-~ Mame Date medified Type Size

Evidence

Execution - [0926ccea-dfd7-4e08-bd93-7a85bd79797... 29-06-2023 15:38 Hard Disk Image F...  1,40,05,697...
NTFS

Registry
H This PC

g 30 Objects
B Desktop

| Drocuments

Target Machine Virtual Hard disk copy

Downloads

Pusic

Pictures

Videos

5DT_x64FREE_EM

CD Drive (D) Wir
== [lownloads (W

oF Metwork

]
1 item 1 item =selected 13.3 GB

14:18
24-07-2023

T ds




Cases

Home Share View

Cut ~ 075 Mew item - ‘“‘"l HH setect an
= Copy path 7N T | Easy access ~
Pin to Quick Copy Paste Kove Copy Delete Rename Mew Properties
access o | Pﬂft'-: fl‘l':lrt':'.lt t':l t':l - fﬂlder -

Select none

DD Invert selection

Clipboard Crganize Cpen Select

= w » This PC » S0T_x64FREE_EM-US WVHD (C:) » Cases » w | ) Search Cases

Fa

- Mame Date modified Type

Evidence

Execution

e e T et e

Analysis 16-07-2023 11:2 File folder

NTFS F 30-06-2023 08:3 File folder

Registry - |09268ccea-dfd7-4el8-bd93-Tal5bd79797...  29-06-2023 13:3 Hard Dick lmmage F...  1,40,05,697...
=| 2023-06-30T02_30_13_57%8095_ConsoleLog  30-06-2023 D&:3 Text Document

(] 2023-06-30T08_30_13_5798095_CopylLog 30-06-2023 0&:3 CEW File

(S 2023-06-30T08_30_13_5798095_SkipLog.csv  20-06-2023 08:3 C5V File

@ This PC
P 30 Objects
I Desktop

o

= Docurments

4 Downloads

D Music Paste here the hard disk.

&= | Pictures

B Videos

. SDOT_x64FREE_EM
&4 CD Drive (D) Vir
= [Downloads (WWVE

oF Metwork

T s

24-07-2023




L

Recycle 8in

Firefox
total 15433700
rwxrwxrwx 1 forensics forensics 3760 Mar 23 22:40
-rwxrwxrwx 1 forensics forensics 195855 Mar 23 22:40

Notepade «

r
ruxrwuxrwx 1 forensics forens 1630 Mar 23 ): 40
r

i
i
1 ¥

d 51CS 512 Jun 7 17:51
1
i
i

drwxrwxrwx 1 torensics torens

drwxrwxrwx 1 forensics forensics 512 Mar 23 22:40

ruwxrwxrwx 1 ftorensics forensics /7374 May 18 ©4:37

3 -rwxrwxrwx 1 forensics forensics 15803884544 Mar 9 00 }
Event Log VXWX 1 rensi e 158 18 14 a | 1

Explorer | $ gemu-img convert -0 raw winl@-disk.vhd winl@-disk.raw

o R
Arsenallma
Shortcut

b 4
Y-

gemu-ing convert —O raw winl0-
disk.vhd winl0-disk.raw

Using the Following Command
converting the disk image.

ox Guest Adddions

o) (] o Lo - 927pM
% 4 i = ) ﬁ A [ e 0 ‘\'wm_‘ClO]Ud




Manage
7] ® "
Pcture Tool
& Cut Open =

4=

Mo

1 15433700 ! Wi Copy path

FPWXrWXrwx 1 [ ’ !

Notepads « W X
XWX WX
1 This PC Local Disk (C
1 X X X
. d rwxrwxrwx
rwXrwxrwx 1 T« # Quick access
1 . Analysis
Event Log X WXTWX +
Exploter

Cases
B Desktop
. -‘- Downloads
Arsenalima -
Shortcut & Pictures \ win 10-disk.raw

Documents ¢ Notes.docx

- winll hd

Evidence

Execution

Disk Image Of the Hard
Disk.

& Pictures
. Videos
e Local Disk (C:)

L (D) VirtualBox Guest Adddions

X278

6775022

[

~ (@ - o, cloud




Memory timeline creation with Volatility3

Create a folder Timeline . Go to the folder path in ubuntu linux.

Expl
[ I
Arsenalima..
- Shortcut
J— F32PM
= HoOom = ) ~ & w vaae J cloud




7]

Recycle Bin

3

Firefox

o

Notepad+ +

@ &) forensics@WIN-BK109542K3

Event Lo
bplol:vg vol volname volshell

m vol volname volshell
e 1 ! 1 : ¢ vol -h
o

Using vol —h show all
plugins in detail.
2 L2 H B = @ ) 3P

~ [ w ¥ e 0H.Cloud



a mac.netstat.Netstat

Recycle Bin Lists all network connections for all processes.
mac.proc_maps.Maps Lists process memory ranges that potentially contain injected code.
mac . psaux.Psaux Recovers program command line arguments.
mac.pslist.PsList Lists the processes present in a particular mac memory image.
mac.pstree.PsTree  Plugin for listing processes in a tree based on their parent process 1D.

Firefox mac.socket filters.Socket filters
Enumerates kernel socket filters.

mac.timers.Timers Check for malicious kernel timers.

mac . trustedbsd. Trustedbsd
Checks for malicious trustedbsd modules

mac.vfsevents . VFSevents

Notepad+ +
Lists processes that are filtering file system events
EEEEE- . Jineliner
k Runs all relevant plugins that provide time related information and orders the results by time.
windows.bigpools.BigPools
Event Log List big page pools.

Explorer windows.callbacks.Callbacks
Lists kernel callbacks and notification routines.
m windows.cmdline.CmdLine
- Lists process command line arguments.
o) windows.crashinfo.Crashinfo
- Shortcut windows.dlllist.DllList
Lists the loaded modules in a particular windows memory image.
windows.driverirp.DriverIrp
List IRPs for drivers in a particular windows memory image.
windows.driverscan.DriverScan
Scans for drivers present in a particular windows memory image.
windows.dumptiles.DumpFiles
Dumps cached file contents from Windows memory samples.
windows.envars.Envars
Display process environment variables
windows.filescan.FileScan
Scans for file objects present in a particular windows memory image.

windows.getservicesids.GetServiceSIDs o o

Lists process token sids. ShOW the tlmellne
windows.getsids.GetSIDs 1 . d h o
Print the SIDs owning each process p uglnS an gat erlng

windows . handles .Handles

Lists process open handles. the all detail abOut

windows.info.Info Show OS & kernel details of the memory sample being analyzed.

windows.malfind.Malfind target memory uSing

Lists process memory ranges that potentially contain injected code. . . .
windows .memmap . Memmap tlmehne plugln.
Prints the memory map
windows .modscan.ModScan
Scans for modules present in a particular windows memory image.
windows .modules .Modules
Lists the loaded kernel modules.
windows.mutantscan.MutantScan

~ @ w g0 e HY.Cloud




Recycle Bin

2
8
]

Event Log
Explorer

5

Arsenallma...

- Shortcut

windows.registry.certificates.Certificates

Lists the certificates in the registry's Certificate Store.
windows.registry . hivelist Hivelist

Lists the registry hives present in a particular memory image.
windows.registry.hivescan.HiveScan

Scans for registry hives present in a particular windows memory image.
windows.registry.printkey.PrintKey

Lists the registry keys under a hive or specific key value.
windows.registry.userassist.UserAssist

Print userassist registry keys and information.
windows.skeleton_key check.Skeleton_Key Check

Looks for signs of Skeleton Key malware
windows.ssdt.SSDT  Lists the system call table.
windows.statistics.Statistics
windows.strings.Strings

Reads output from the strings command and indicates which process(es) each string belongs to.
windows.svcscan.SvcScan

Scans for windows services.
windows.symlinkscan.SymlinkScan

Scans for links present in a particular windows memory image,

windows .vadinfo.VadlInfo USing this Command

Lists process memory ranges.

windows.vadyarascan.VadYaraScan ) ) ) and u51ng memory. raw

Scans all the Virtual Address Descriptor memory maps using yara.
windows.verinfo.VerInfo

windows.virtmap.VirtMap
Lists virtual mapped sections. StOI'e the one ﬁle.

yarascan.YaraScan Scans kernel memory using yara rules (string or file).

The following plugins could not be loaded (use -vv to see why): volatility3.plugins.windows.cachedump,
volatility3.plugins.windows.hashdump, volatility3.plugins.windows.lsadump

;1'-_'];' __».”.o. t"“".‘:-""

% vol timeliner -h

\-BK10Q9

Volatlllty 3 rramework P 9 1

Lists version information from PE files. COlleCt all eventlog and

usage: volatility timeliner.Timeliner [-h] [--plugins PLUGINS] [--record-config] [--plugin-filter [PLUGIN-FILTER [PLUGIN-FILTER ...]1]1]
[--create-bodyfile]
optional arguments:
-h, --help show this help message and exit
--plugins PLUGINS Comma separated list of plugins to run
record-config Whether to record the state of all the plugins once complete
--plugin-filter [PLUGIN-FILTER [PLUGIN-FILTER ...]1]
Only run plugins featuring this substring
create-bodyfile Hther to create a body file whilst producing results
forensics@WIN-BK109542K3 4% vol -f /mnt/c/Cases/Analysis/Memory/
dlls/ dlls. txt winl@-memory.raw
forensics@WIN-BK1Q9542K3L : $ vol -f /mnt/c/Cases/Analysis/Memory/winlh-memory.raw timeliner --create-bodyfil
e
-

~ @ w g0 .Cloud
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Notepad+ +
Event Log
Explorer

7 . 0900000

28:27.000000 N/A N/A N/A

e.dll (C:\Wind

(C:\Window

L Cut v item * s Open » -I'—« Select all

.

Move Copy
to* o+ olde = Invert selection

Copy path Lasy access = Lan Seiect none

Select

D 1st DLL lLoad: Pro

= Local Disk (C2) s - 3 S - :

D11 DLL Load: Pro 022-03- 28:27.000000
N/A N/A N/A

D11list DIl load: Pr¢ # Quick access

D1l DLL Load 0 Tools

DI1L DLL Load Pr Cases
11

Desktop

Dewnloads

Documents

Pictures

Show the file in timeline folder

Evidence

Execution
System3Z
B This PC
& 3D Objects
I Desktop

+ Documents

d O ¥ Downloads . 000000 N/A N/A
1 B f' Music
; - I : S Pictures

cons ' Videos

onne Local Disk (C)

CD Drive (It) VirtualBox Guest Additions

N irmants N
nne

aares 0 S 2 ! | / 3 -1 . BV

CONNEe« 2 svchost.exe 0.0.0.0:0 Remote Address c a Proto DPy 2022-03-18 © 7 .000000 N/A N/A N/A
OnnNed 2 svchost.exe 80.0.0. a ole Adc . BBB000 N/A N/A N/A
Annec 2 vchost . exe ® Remote Address 7 .600000 N/A N/A N/A

CONNEe( 2 svchost.exe 0.0.0.0:9 Remote Ad D7 . 000000 N/A N/A N/A
OnNnNec 2 svchost.exe (%) te Address . 3OO0 N/A N/A N/A
ronnectior 12 host.exe 0.0.0.0:0 Remote Add 7 . 000000 N/A N/A N//
ronnectior 12 svcho exe ® Remote Address 7 .000000 N/A N/A N/A

10544 PM

e Clgud

67773022




. 000(

N 2 -031-1¢ ) IR+ AO0000 N/ N/A N/A
Recycle Bin 22-93-18 ©00:.28.2/7.00000% NS A N/ A N/ A
2022-03-18 00:28:2/.000000 N/A N/A N/A

(] = | Timeline

4 Cut 1 Ne¢ ; 4 Setect all

.

w- Copy path e td Seiect none 00:28:27.000000 N/A N/A N/A
Move Copy F 2 A 4+ . N ~

- Invert selection 00:28:27.000000 N/A I/A I/A

00:28:2/7.06080000 N/A N/A N/A

Notepad+ + 3 e ) { - L v Op select

Timeline

000000

# Quick access 7 . 000000 I/} I/A I/}

000000 /A /A N/A

Tools ’ 0 with
Eréjt with Notepad+

Event Log
Explorer

7.000000 N/A N/A N/A

by 90:28 leTel N/A N/A N/A
sklop Share 2 ; A s d N 3
00:28:27.000000 {/A \/A \/A

¥ Dovmloads . Restore previous versions

& % Documents Send to

- Shortcut 111 DLL Loa Fro Pictures 2%
Cut

File open with

Create shortcut

Notepad++

Rename

Evidence

[ s PC
S This PC Properties
J 3D Objects

B Desktop

Documents

Downloads

Music

00:28:40. 000000 \/A I/A \/A

Pictures

Videos

Local Disk (C:)

CD Drive (D%) VirtualBox Guest Additions

N irmante A UT Al 170

1 item selected 1,11 MB

BOVOVO

07 .600000 N/A N/A N/A
<07 .000000 N/A N/A N/A

07 .000000 N/A N/A N/A
07 .600000 N/A N/A N/A

:0/7.0800000 N/A N/A N/A

07 . 000000 N/A N/A N/A
NetScan Network connection: Proc 28 svchost.exe Addr 07 .0600000 N/A N/A N/A




g CA\Cases\Analyses\ Timehine\volatility.body - Notepad-+ [Administrator)
Fle Edt Search View Encoding Lenguege Settings Tools Macro Run  Pluging  Window
cHHU R GRI «sHB|d2ecinag 2z HEF|ISFZIEEEHHAE=EEGEER

.tmmmru_s].muul.mmm 1| e TWARE e 3| B SYETEM e 3| [ Ustiess et 0 1] [ volatiey body B]

IPsList - Process: 4 System (221572833432000) 1011 111I1N1647562205

2 |PsList — Process: 88 Registry (221572834857024) 1111111 11€47562199

3 |PsList - Process: 316 smss.exe (22157284€485568) |11 [[L€475&62205

4 |PsList Process: 408 csrss.exe (221572897677440)1111111111e47562214

5 |PsList - Process: 484 wininit.exe (221572905160832) 11111111 ]11647562214

& |PsList - Process: 492 csrss.exe (221572905239872)|111111111€647562214

! |PsList Process: 544 winlogon.exe (221572905431168) | |11111111647562214

8 | PSTist — Process: 624 services.exe (221572897€376%&) 11111 111647562214

9 |PslList - Process: 632 lsass.exe (221572897€21120)1111111111e47562214
10 |PsList Process: 732 svchost.exe (2215729%04571648)1111111111647562215

|1 |PsList - Process: 744 fontdrvhost.ex (??157?89?94?464)|I|IIIIII1647562215
12 |PsList - Process: 752 fontdrvhost.ex (221572892955136)|I111111111647562215
13 |PsList Process: 824 svchost.exe (221bl£905198336)lllllIIII164756221b

14 |PsList — Process: 872 svchost.exe (221572905870208) 11111111 )11€475€2215
15 |PsList - Process: 920 svchost.exe (22157290&251008)|111111111647562215
16 |PsList - Process: 996 dwm.exe (221572912832704)|(11111111647562215 Show the All Events.
17 |PsList — Process: 360 svchost.exe (221572913124224) 11111111 11647562216
18 |PsList - Process: 480 svchost.exe (221572913214400)|||I1I1111]11647562216
19 |PsList Process: 688 svchost.exe (221572913365824) 11111111 11e47562216

20 |PsList — Process: €20 svchost.exe (221572913378240) 11111111 11€475€6221¢6
21 | PsList — Process: 1088 svchost.exe (221572833669312) | |11111]111647562216
22 | PsList Process: 1124 svchost.exe (221572834099328) 11111111 11e47562216
23 |PsList — Process: 1148 svchost.exe (221572834119808) 1111111 11647562216
24 |PsList - Process: 1284 svchost.exe (2215728339272%6)|11111111164756221¢6
25 |PsList Process: 1296 VBoxService.ex (221572833902720) 11111111 11e47562216
26 |PsList — Process: 1316 svchost.exe (22157291399&€544) 1111111 11647562216
27 | PsList - Process: 1368 svchost.exe (221572914&7€608) | |11111111647562216
28 | PsList Process: 1480 svchost.exe (221572915028736) 11111111 11e47562217
29 |PsList — Process: 1500 svchost.exe (22157291528€912) 11111111 11647562217
30 |PsList - Process: 1520 svchost.exe (221572915315520)|111111111€647562217
31 |PsList Process: 1548 svchost.exe (221572915380992) 11 11111111647562217
12 | PsList — Process: 1620 svchost.exe (22157291554905&) 1111111 11647562217
33 |PsList - Process: 1684 MemCompression (221572915695€80)1111111111647562217
34 |PsList Process: 1724 svchost.exe (221572915921792)1111111111e47562217
35 |PsList — Process: 1752 svchost.exe (221572915917568) | 111111 )11647562217
36 |PsList - Process: 1852 svchost.exe (22157291€216640) || 11111111647562217
37 |PsList Process: 1868 svchost.exe (221572915724416) | |11111111647562217
18 | PsList — Process: 1984 svchost.exe (221572916556&72) 11111111 116475€62217
39 |PsList - Process: 1144 svchost.exe (22157293368537€)||11111111647562217
40 | PsList Process: 1904 svchost.exe (221572933673088) 11111111 11647562217
41 |PsList — Process: 1944 svchost.exe (2215729336€68992)|I1I11111)11647562217
427 | Pslaist — Process: 2120 svchost.exe (221572933656704)Y 11111111 11684T7562218

Normal text file length: 1,174270 lines: 7,614 In:1 Col:55 Sel:9]1 Unix (LF)
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- Shortcut

Creating a Timeline of the disk image with Plaso tools

2K3L: /mint/c/C Analysis/Timeline

cs@WIN-BK10Q954,

ases

is 2147483648 (2 GiB). If a worker process exceeds this limit it is killed by the main (foreman) process. A
--worker_timeout MINUTES, --worker-timeout MINUTES
Number of minutes before a worker process that is not providing status updates is considered inactive. The default timeout is 15.0 minutes. If a worker
process exceeds this timeout it is killed by the main (foreman) process.
--workers WORKERS Number of worker processes. The default is the number of available system CPUs minus one, for the main (foreman) process.
sigsegv_handler, sigsegv-handle
Enables the SIGSEGV handler. WARNING this functionality is experimental and will a deadlock worker process if a real segfault is caught, but not signal
SIGSEGV. This functionality is therefore primarily intended for debugging purposes
rofiling arguments:
--profilers PROFILERS_LIST
List of profilers to use by the tool. This is a comma separated list where each entry is the name of a profiler. Use profilers list"™ to list the
available profilers.
--profiling directory DIRECTORY, --profiling-directory DIRECTORY
Path to the directory that should be used to store the profiling sample files. By default the sample files are stored in the current working directory.

--profiling sample rate SAMPLE RATE, --profiling-sample-rate SAMPLE RATE

Profiling 1000 files)

rate (defaults to a sample every

storage arguments:
--storage_file PATH, --storage-file PATH
The path of

--storage format FORMAT,

the storage file. If not specified, one will be made in the form <timestamp>-<source>.plaso

--storage-format FORMAT
the default is
ormat FORMAI

Format of the storage file, sqlite. Supported options: sq

format FORMAT, task-storage-f

task_storage_

Format for task storage, the default is: sqlite. Supported options: redis, sqlite

Example usage:
Run the tool against a storage media image (full kitchen sink)

og2timeline.py /cases/mycase/storage.plaso imynd.dd

log2t 1 y / ) t g 1 i.dd

. questions, indicate some of the options on the

command line (including data from particular VSS stores).

log2timeline.py --vss stores 1,2 /cases/plaso vss.plaso image.E01
And that is how you build a timeline using log2timeline... l

R ) "
fore . $ log2timeline.py --storage-file disk.plaso /mnt/c/Cases/
2022-03-237223835 _Consolelog.txt 2022-03-2371223835_Skiplog.csv £/ winl@-disk.raw
2022-83-237223835 Copylog.csv Analysis/ Notes.docx winl®-disk.vhd
- % log2timeline.py --storage-file disk.plaso /mnt/c/Cases/winl@-disk.raw

Using the disk image
execute this command
and store the output in
one file with name
disk.plaso .

~ @ w5 L aAticioud



Recycle Bin

W3542K3L: /mnt/c/Cases/Analysis/Timeline

@ forensics@WIN-BK1(

Q’ plaso - log2timeline version 28220428 A

Firefox Source path : /mnt/c/Cases/winl@-disk. raw
Source type : storage media image
Processing time : 91:40:20

R
E Tasks: Queued Processing Merging Abandoned Total

0 9 9 0 15805
Notepad+ + 9 ¢ ¢ ¢ 158051

Tdentifier PID Status Memory Sources Events S

Main 841 completed 622.5 MiB 158051 (0) 1451337 (0)
Worker_06 89 idle 415.6 MiB 59935 (0) 763754 (52) NTFS:\Users\lEUser\AppData\Local\Packages\Microsoft.Microsofttdge 8 3 1i

ge_8wekyb3d8bbwe\AC\Microsoft
AL Fdge\User\Default\DataStore\Data\nouseri1\120712-8049\DBStore\LogFiles\edbtmp. log
vent Lo 3 % DN . 3L -0 - -zt
bylol:vg lorker_01 91 idle 479.2 MiB 98115 (@) 687583 (36)

Edge\User\Default\DataStore\Data\nouser1\120712-0049\DBStore\LogFiles\edbresd0002. jrs

e_8wekyb3d8bbwe \AC\Microsoft

E N:l Processing completed.

Arsenallma.. - . ioe . ~
- Shortcut lumber of warnings generated while extracting events: 9.

Use pinfo to inspect warnings in more detail.

Take a more time for finish the process.

A

%39-4M
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Recycle Bin

o - OV AL ~ A
&) forensics@WIN-BK1QI542IGL: /mnt/c/Cases/Analysis/Timeline

p plaso - log2timeline version 20220428 "
Firefox Source path - /mHL/L,"I;LI';c‘f/\«1%(110 disk.raw
Source type : storage media image
Processing time : 91:40:20
E Tasks: Queued Processing Merging Abandoned Total
@ %) @ @ 58
Notepad+ + 9 v 0 9 158051
Tdentifier PID Status Memory Sources Events File
Main 84 completed 622.5 MiB 158051 (0) 1451337 (0)
Worker_06 89 idle 415.6 MiB 59935 (0) 763754 (52) NTFS:\Users\ltUser\AppData\Local\Packages\Microsoft.Microsoftedge 8S8wekyb3id8bbwe\AC\Microsoft
Eieral Edge\User\Default\DataStore\Data\nouser1\120712-8049\DBStore\LogFiles\edbtmp. log
Ve Ot s —nin . o ” 3 - co9 -y - \Tr IS \ \ L s I rA > \AC\MS ~ e nd
bp,,,,,,g Worker_01 21 idle 479.2 MiB 98115 (@) 687583 (36) NTFS:\Users\ItUser\AppData\Local\Packages\Microsoft.MicrosoftEdge_ 8wekyb3d8bbwe\AC\Microsoft
Edge\User\Default\DataStore\Data\nouser1\120712-6049\DBStore\LogFiles\edbres00002. jrs
A .! Processing completed.
Arsenalima ~ _r e =20 o 2 s
- Shortcut lumber of warnings generated while extracting events: 9.
Use pinfo to inspect warnings in more detail.
$ 1s -1
total 684952
-rwxrwxrwx 1 forensics forensics 7800153856 Jun 8 92:09
-rwxrwxrwx 1 forensics forensics 394 Jun 8 02:09 timeline ) Sh W h f'l : 'm 1' f ld
ruxrwxrwx 1 forensics forensics 1235166 Jun 7 22:46 latili Y 0 t ¢ 1lc 1 tl cline 10 cr
et s Aot i e and then after open the file
TErErsreresersseserereLese Dlaco Storage Information **etsssrssessrersssresesses
Filename : disk.plaso and ShORN the all eVent logS.
Format version : 20211121
Serialization format : json
I IS EEEE NN ENELENNEEEEEEERER RS Y \C:'Jl'_"l‘: EI SIS EEEEENEEEAESNEESSEEEEEERERESE S
ad8839b4-9583-4854-a69a-248c7b326453 : 2022-06-08T700:29:25.907642+00:00
Ll

ZA1-AM
~ Lf‘ﬂ - 7.0 &,m(L,;Cl@d
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Recycle Bin

G) Select forensics@WIN-BK10Q9542K31L: /mnt/c/Cases/Analysis/Timeline

QW

FEEEASETETITESHRIAEEEATE T4

SRS EON £ S LIS ERd DO AD

Parser (plugin) name

amcache : 19¢

explorer mountpoints2

Notepad+ + -
explorer_programscache : 1

o

Event Log

mrulistex string

Bxplorer  mrulistex_string_and_shell item
msie_zone

networks : 4 All event show in this file.

tinatio
cf_default : 76
olecf document summary

olect _summary

oxml

windows boot execute

windo 9
windows_sam_users : 13
windows services : 603

e 2

windows_task_cache : 443

windoy

windows timezone

windows_

SN
4
>

inevtx : 6

winlogon 4

Q

winreg_default : 464868
Total : 1451337

“H.cioud
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@) forensics @ WIN-BK10Q9542K3

L: /mnt/¢/Cases/Analysis/ Timeline

Generating a Super Timeline with plaso tool

total
FrwWXTrwxrwx
P WX

WX WX WX

684952

1
1
1

52

forensics fo

forensi

ocation:

TITION,

1800080

location:

mnt

location

\ 3| \winevt

MFT attribute MFT ent
type S, locatior /fmntT

type: RAW

TSK_PARTITI

NTFS, location

fc/Lases

winl@-disk.reé

/pl, part index: 2, start

ogs\Microsoft-Windows-Universal

ry: 81143

TelemetryClient¥40perational . .evtx,

s/winl@-disk.raw

pl, part index: 2, start

Jindows\System32\winevt\Logs\Microsoft-Windows-WMI -ActivityX40perational.evtx,
MFT attribute 2, MFT entry 82820
location mnt Cases/winl10-disk.raw
ISK_PAR ON, location: /pl, part index: 2, start

Ox00100000
type: NTFS, location
Systen
attribute: 2

type: 0S5,

\Windows
MFT MET

]\""' at ] on:
RAW
TSK_PARTITION,

Ox00100000

type
type:
rrsel

type: location

\wine

location:

\Logs\Mic

) rosoft-Windows-PushNotification-Platform¥40perational.evtx

32965

ases/winlO-disk.raw

/pl, part index: 2, start

Merging timelines with

\Windc \System32\winevt\Logs\Microsoft-Windows-Bits-Client®40perational.evtx,
MFT attribute: 2, MFT entr V6§ ) ) )
mactime parser using this
. command.
$ ls 1
orensics 700153856 Jun 8 02 *
51C 394 Jun 8 02
sics 1235166 Jun 7 22:46
$ log2timeline.py parser=mactime storage-file=disk.plaso volatil body o




Events:

Identifier

Filtered
1318514

PID

110

In time

Status

slice

ompleted

Duplicates

Memory

MACB grouped
140077

Events

140444 (9)

Total
1458

Tags

0 (9)

Reports
0 (©)



Identifier
Main

PID

sion 20220428

mnt/c/Cases/A
single file
00:00:02
Status

completed

Memory

178.0 Mi

ensi 703524864 Jur
ensic 4 Jun
orensics Jur
NS 1 1235166 Jun

Timeline

volatility.body

Sources
1 (©)

Events

7621 (1358

File

timeline

S:/mnt/c/Cases/A

yalvsis/Timeline/vol

ili
1atiiity.bod

'2022-03-01 ©00:00:00""

Using this command plaso file convert
to csv file. And also create super
timeline.



Events:

I

Identi

ime

Home

Compres

[ ] & Cut
w- Copy path

Paste

Ciipb

# Quick access
Tools
Cases

BB Desktop

& Downloads
Documents

= Pictures
Analysis_temp
Evidence
Execution

Timeline

Bl This PC
B 30 Objects
B Desktop
% Documents
4 Downloads
D Music
= Pictures
B Videos

= Local Disk (C2)

% CD Drive (D:) VirtualBox Guest Additions

e A

[7] Paste shorteut

ard

This PC Local Disk

Mo

(C

Extract Timeline

ed Folder Tool

G "I

to

Cases Analysis Timeline

disk.plaso

20133

log2timeline-2022060 02923

log2timeline
4| ] psont-20220608T025005.10g.9z
1) super-timeline.csv

volatility.body

New item ~ Select all

Easy access ~ Select none
Properties
- Invert selection

Select

log.gz

0608T024654 10g.92

Show the two new add file.




Super timeline Analysis

A detailed timeline of everything that occurred on a system, also known as a Super Timeline, can be
extremely beneficial in determining what took place in a digital investigation.

.EE

Recycle Bin

9

Open the supertimeline file
with timeline Explorer.




View Help

A - - ik 0 Qe - L [3 >

0001-01-21 00:00:00 System - Network Co.. LOG .a.. 46357 SSID: Network Description: Network Connection Type: Wired Default Gateway Mac: 52:54:00:12:35:02 DNS Suffix: <none>

’ 1 12022.83-01 22:10:46 PE Event PE el 126961 PE Type: Dynamic Link Library (DLL)

2 2022-93-01 22:10:47 PE Event PE «ssb 126963 PE Type: Dynamic Link Library (DLL)

3 2022-93-01 22:10:48 PE Event PE <sieD 126965 PE Type: Dynamic Link Library (DLL)

4 2822 22:10:49 PE nt PE el 126967 PE Type: Dynamic Link Library (DLL) ShOW All events'

5 2022- 22:10:49 PE Event PE «wwD 126969 PE Type: Dynamic Link Library (DLL)

6 2022- 22:10:50 PE Event PE «s'sD 126971 PE Type: Dynamic Link Library (DLL)

/ 2022.83-01 22:18:51 PE Event PE D 126973 PE Type: Dynamic Link Library (DLL)

8 2022-93-01 22:10:52 PE PE «ssb 126975 PE Type: Dynamic Link Library (DLL) N

9 2022-03-01 22:10:53 PE PE .u.b 126977 PE Type: Dynamic Link Library (DLL)

10 2022.-83-01 22:11:90 PE Event PE «esD 126979 PE Type: Dynamic Link Library (DLL)

11 2022-93-01 22:11:13 PE Event PE b 126981 PE Type: Dynamic Link Library (DLL)

12 2022-03-01 22:11:25 PE Event PE ...b 126983 PE Type: Dynamic Link Library (DLL)

13 2022-83-91 22:11:56 PE Event PE D 126985 PE Type: Dynamic Link Library (DLL)

14 2022-93-01 22:12:13 PE PE «ssb 126987 PE Type: Library (DLL)

15 2022-83-01 22:12:39 PE PE «s.b 126989 PE Type: Library (DLL)

16 2022-93-81 22:12:52 PE 3 oD 126991 PF Type: Library (DLL)

17 22:13:07 PE PE «vud 126993 PE Type: Dynamic Link Library (DLL)

18 22:13: 21 PE Event PE S 126995 PE Type: Dynamic Link Library (DLL)

19 22:13:26 PE Fvent PE T S 126997 PE Type: Dynamic Link Library (DLL)

20 22:13:30 PE Event PE b 126999 PL Type: Dynamic Link Library (DLL)

21 22:13:35 PE Event PE ety 127001 PE Type: Dynamic Link Library (DLL)

22 22:13:43 PE Fvont PE ...b 127603 PE Type: Dynamic Library (DLL)

23 22:13:47 PE Event PE «asb 127005 PE Type: Dynamic Link Library (DLL)

24 22:13:53 PE Event PE b 127687 PE Type: Dynamic Link Library (DLL)

25 22:13:57 PE Event PE b 127009 PE Type: Dynamic Link Library (DLL)

26 22:13:59 PE «ssb 127011 PE Type: Dynamic Link Library (DLL)

27 22:14:00 PE «sub 127013 PE Type: Dynamic Link Library (DLL)

28 22:14:82 PE PE SR 1278015 PE Type: Dynamic Link Library (DLL)

29 22:14:05 PE Event PE b 127617 PE Type: Dynamic Link Library (DLL)

30 22:14:06 PE Event PE vs:sD 127019 PE Type: Dynamic Link Library (DLL)

11 2022.-83-81 22:14:08 PE Event PE - 127821 PE Type: Dynamic Link Library (DLL)

32 2022-93-01 22:14:10 PE Event PE essD 127023 PE Type: Dynamic Link Library (DLL)

33 2022-03-01 22:14:11 PE Event PE PN 127025 PE Type: Dynamic Link Library (DLL)

4 2022-83-91 22:14:12 PE Fvent PE 22 127027 PE Type: Dynamic Link Library (DLL)

35 2022- 22:14:13 PE Event PE «asb 1270829 PE Type: Dynamic Link Library (DLL) -

sis\ Timeline\super-tim




kT P 200
% Timedine Explorer v1.3,0.0

File Tools

super-tmelne. cs

Tabs View Help

o |
66 2022-03-01 22:14:48
6/ 2022.83-91 22:14:49
68 2022-93-81 22:14:56
69 2022-83-01 22:14:51
70 2822.83.01 22:14:52
71 2022-83-081 22:14:53
72 2022-93-01 22:14:53
/3 2022.-03-81 22:14:54
74 2022-93-91 22:14:55
75 2022-03-01 22:14:56
/6 2022-83.-01 22:14:57
77 2022-83-81 22:14:58
78 2022-93-01 22:15:084
/9 2022.-83.-91 22:15:18
80 2022-83-01 22:1[329
81 2022-93-01 22:15:37
82 2822-83.-01 22:15:46
83 2022-83-81 22:15:57
84 2022-83-01 22:16:10
85 2822.83-81 22:38:82
86 2022-93-01 22:30:082
87 2022-03-05 03:19:27
88 2022-83-99 16:48:30
89 2022-83-89 16:48:30
99 2022-93-09 16:48:30
9 2022-83-89 16:48: 16
92 2022-83-11 19:30:07
93 2022-93-11 19:33:44
94 2822.-83.14 18:18:84
95 2022-83-14 18:18:04
96 2022-03-14 18:53:38
Q97 2022.-83-14 19:14:17
98 2022-03-14 19;14:17
99 2022-83-15 16:56:35
(31%] 2022-83-15 16:56:35
01 2022-83-15 16:56:35

=

meline\super-timeline.csv

PE

File stat

File stat

PE

PE

File stat

Event
Event
Event
Event
Event
Event
Cvent

Event

Event

Event

Event

Event
Event
Event
Event

Event

127e91
127893
127695
127697
127899
127161
127103
127185
127167
127109
127111
127113
127115
127117
127119
127121
127123
127125
127127
82809
89341
32865
54463
54463
54463
54463
e

)
82876
82878
%)
32881
32874
40112
49112
40112

PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:
PE Type:

PE Type:
PE Type:
PE Type:

NTFS: \Users\IEUser\AppData\Local\Temp\wctFDO2
NTFS:\Users\IEUser\AppData\Local\Temp\wctF1FS.tmp Type: file

PE Type:

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Executable (EXE)

Executable (EXC) Import hash:

Dynamic

Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library
Link Library

Link Library

Import

(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)
(DLL)

Executable (EXE) Import hash:

(DLL)

Dynamic Link Library (DLL)

Dynamic Link Library (DLL)

Dynamic

Dynamic

Link Library

Link Library

(DLL)

(DLL)

PE Type: Dynamic Link Library (DLL)

NTFS:\Users\IEUser\AppData\Local\Microsoft\Windows\Notifications\wpnidm\1c7f31e8.png Type:

PE Type:
PE Type:
PE Type:
PE Type:
PE Type:

Executable (EXE)

Import

Executable (EXC) Import hash:

c757b6532b1330412¢1daB7ete23042¢
c757b6532bf3304172eldad7efe23042e
73effd46557538d5Fa5561eeedffcS9c
[I)IRH TORY ENIRY {'XP()RI] DL

hash:

¢ USERMGRCLI.d1]

/3etdan557538d5Fa5561ece3H1c59¢

73effd46557538d5Fa5561eeel ffcS59¢

hash:

hash: +d490a02621Febd37990bdbda45¢01509
[DIRECTORY_ENTRY_EXPORT] DLL name: USERMGRCLI.d11 Import hash: fd498a30262febd37990bdbd445¢01509
Import hash: fdd490a0262febd37998bdbdd445c81509
£d490a02621ebd37990bdbda45c 01509

Dynamic Link Library (DLL) [DIRECTORY_ENTRY_EXPORT) DLL name: Qdvd.dll Import hash: 4a828507e62d541bc643dd70e74340c8

Dynamic

Link Library (DLL) [DIRECTORY ENTRY EXPORT] D
Dynamic Link Library (DLL) Import hash: 4aB828507e62d541bc643dd70274340c8

name: Qdvd.dll

4a828507062d541b¢ 64 3dd 700 /43488

»

Total lines 119,963 Visible lines |

¥4 Search options




m— = e ext Filters
a3 14:23 PE Event
r 14:24  PE Event P .
14:25  PE Event You can filter the specific events.
4b 14:26 PE F v Lntr
47 14:27 PE Event
48 14:28 PE Event
49 14:29 PE Event
50 PE Event
51 PE
52 PE Event
53 PE
55 PE Event
56 PE Event
57 PE Event ot
58 PE Event
59 PE
60 PE
61 Event
62 PE Event
63 2022-03-01 22:14:45 PE Event
o "
64 22:14:46 PE Event R
65 22:14 rPrefotch
66 22:
6/ 22:
68 22:
69 22:
/9 22
7 22
72 22:
/3 22 Close
74 22; rc 0 127107 UYTEmIC TINK CIOTEry ULy
75 22 PE A 127109 Dynamic Link Library (DLL)
/6 22:14:57 PE Event PE R 127111 Dynamic | ink ibrary (DLL)
77 Cvent PE b 127113 PE Type: Dynamic Link Library (DLL)

otal lines 119,983 Visible lines 118




Super timeline Analysis Malicious Events

You can show all
events

2022-03-17 01:04:57 chan FIl +3Cls y le reference: 81816-1 Parent i y : Update urce: : USN_REASON_DATA OVERWRITE
2022-03-17 104 USN change f Talle : % File reference: 81818-1 Pare ile erence: 1803 Jjpdate source: pdate re : USN_REASON_DATA OVERWRITE USN_REASON CLOSE
2022-83-17 :04:5 S USN chan E «sCo 57177 boo . i : 818198-1 e = : . Update s : n: USN_REASON_DATA_OVERWRITE
81810-1 ent file reference: 1803-1 Update so 1 ( r 1: USN_REASON_DATA_OVERWRITE USN_REASON_CLO
reference: 81810-1 file sference: 1863 Jpdate . sason: USN REASON DATA OVERWRITE
file : 1803 Update : Up : USN_REASON_DATA_OVERWRITE USN_REASON_CLOSE
file refer : 1803-1 - rce: date r ¢ USN_REASON_DATA OVERWRITE
1803-1 Update source: e ¢ USN_REASON_DATA OVERWRITE USN_REASON CLOSE
USN_REASON_DATA_OVERWRITL
Update source: pe : USN_REASON_DATA OVERWRITE USN_REASON_CLOSE
Jpdate source: season: USN_REASON FILE CREATE
1Fi nce: 3495-¢ i nce: 43 Up U t n: USN_REASON_DATA_EXTEND USN_REASON_FILE_CREAT
EtwRTDiaglog.e refer 2: 88516-3 Pare e pefer e: 4312-1 ( urce: ason: USN_REASON_DATA OVERWRITE
EtwRTDiaglog.etl Fi rfere r: Bt are file reference: 1 Update Update reason: USN REASON DATA OVERWRITE USN REASON DAT,
EtwRTEventl ) . i : - 3 it file : 4312-1 Update source: ( USN_REASON_DATA_OVERWRITE
Y 4312-1 Update source: Upc reason: _REASON_DATA_OVERWRITE USN_RE
BCD.LOG File reference: ile p: 3 Update source: Update reason: USN_REASON DATA OVERWRITE
Update reason: USN_REASON_DATA_OVERWRITE
A_EXTEND USN_REASOM_FILE_CREAT

88516-3 Parent file reference: 1 1 Update source: Update reason: USN REASON DATA OVERWRITE USN REASON DAT,

Update reason: USN_REASOM_DAT.

rce: Update reason: USN_REASON_DATA_OVERWRITE USN_RE

ATA_OVERWRITE

change F <2 Cs 77 bootstat.dat File reference: 81818-1 Parent file reference: 2 reason: USN_REASON DATA OVERWRITE USN_REASON CLOSE
808374-3 Upda rce: pdat on: USN_REASON_DATA_OVERWRITE USN_REASON_C

80374-3 Update source: Update reason: USN_REASON_DATA_OVERWRITE USN_REASON_CLO

SN change LE 7177 bootstat. 1 2 e 3 Par of : 1803 urce: Ipc n: USN_REASON_|

Dynamic ink Library ) Y EXPORT] DLL name: XboxGipRadioManager.dll Import hash: 5d628e9abd82abScfa%cdf396F6eb2an

X
154 )3 5:26:0 E 640 Type: Dynamic Link Library (DLL 1ame: XboxGipRadioManager.dll Import hash: 5d62Be9abd82a65cfa9cdfi96f6eb2aa
155 2 83 5:26:0¢ ven : ype: Dynamic nk Library
156 27 i :26:¢ Pt ot 41649 Pt ype: Dynamic Library (D hash: 5d62809%abd82ab5cfaY%cdf3i96tbeblaa
157 : 03-17 :10: Ev P “w 82877 PI 2: Dynamic Link Library
158 2 23 5:10: ? vent E 82879 ype: Dynamic k Library
159 83 : PE Even 127811 Pt Dynamic
160 2022-83-17 :17:40 E Even ode 127822 Dynamic
161 22-03 6:27:16 AppCompatCache Regi. ala 42071

162 e h:27: > % f %] FS:\AtomicRedleam\atomics\Indexes\Attack -Navigator-Lavers\art -navigator- layer

Imestamp Issameday 2022-03-1700:00:00 2022-03-18 00:00:00

19983 Vimible Ines 96,243 Open files: |




File

super-tmelne. cs

Timeline Explorer v1.3

ools

Tabs

920
32926
32927
32928
32929

32938
32931

2022-03-17
2022.83-18
2022-93-18
2022-83-18
2022-83-18
2022-83-18
2022-83-18
2022.-83-18
2022-83-18
2022-03-18

23:
0a:
08:
08:
0a:

00:
00
00:
0 H

35:
17:
17:
17:
17:
:31
17:
17:
17:
20:

52
31

31
i1

31
31
£ |
49

)3
File stat
NTES USN

change

NTFS USN ch

NTFS USN
NTES USN
NTFS USN
NTFS USN
NTES USN
File stat
File stat

lmestamp s same day 2022-03-1700:00:00 2022-03-18 00:00:00

ysis\ Timeline\super-timeline.csv

change
change
change

change

FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE
FILE

(s}

w

57177 BRISAEERck:pSl File reference:
57177 PRI=attackipsl File reference:
57177 BRI=attackipst rFile reference:
57177 BARISREERERRE] File reference:
57177 MRI-Sttack.psl File reference:
57177 ART=ateackipsl File reference:
57177 BRISREEREkopS] File reference: B4925-4 Parent

WA T -attack o1 . find

o)
@ NTFS:\Users\IEUser\Desktop\PWF-main\PWF-main\AtomicRedTeam\ART-SELACKpSE Type: file
B4925-4 Parent USN_REASON BASI(
USN_REASON_BASIC_INFO_CHANGE
USN_REASON_FILE_CREATE

USN REASON DATA EXTEND USN REASON FILE CREA
USN_REASON_DATA_EXTEND USN_REASON_FILE_CREA
USN_REASON_BASIC_INFO_CHANGE

USN_REASON_BASI(

file reference: 84923.4 Update source: Update reason: INFO CHANGE

84925-4 Parent file reference: 84923-4 Update source: Update reason: USN_REASON_CLO!

84925-4 Parent file reference: 84923-4 Update source: Update reason:

84925-4 Parent file reference: 84923-4 Update source: Update reason:

B4925-4 Parent file reference: 84923-4 Update source:
84923-4

file reference: 84923.4

Update reason:

84925-4 Parent file reference: Update source: Update reason:

Jpdate source: Update reason: INFO CHANGE USN REASON C1LOS

NTFS: \Users\IEUser\Desktop\PWF-main\PWF-main\AtomicRedTeam\ NICattackepsd Type: fil
NTFS:\Users\IEUser\Desktop\PWF -main\PWF -main\AtomicRedTean\ARTSSEEACRIPSE Type: fil

@

e

o

"

You can search specific events and
show result.

Edit Fiter

Mg Search options




-
3 Timelne

File Tools Tabs View Help

super-tmelne. csv

| Drag a column header hore

ine Ta

|

s

i = T Ti
|

l

T - ] -

161 2022-83-17
679 2022-83-17
64767 2022-93-18
64768 2022-63-18
64769 2022-83-18
64770 2022-93-18
64771 2022-83-18
64774 20228318
64786 2022-03-18
76958 2022-083-18
/6996 2022-83-18
77000 2022-83-18
77ee1 2022-03-18
/7682 2022.-83-18
77084 2022-93-18
77006 2022-03-18
r7ea7 2022-83-18
77608 2022-93-18
’ 77383 2022-83-18
/7384 20822.83-18
77385 2022-83-18
77386 2022-03-18
/8073 2022-83-18
97024 2022-83-18
97514 2022-93-18
97515 2022.-83-18
97516 2022-83-18
97518 2022-03-18
97522 2022-83-18

16:

16:

00:
e :
00:

-

0e:

-

00:
00:
22;
22:
22:
22:
22:
22:

00 ;

90
00:
08:
0e:

30 2

AppCompatCache Regi.
File stat

NTFS USN change

NTFS USN change

NTES USN change
NTFS USN change

NTFS USN change

File stat

WinEVTX

Mactime Bodyfile

e
REG
FILE
FILE
FILE
FILE
FILE
FILE
FILE
EVT
FILE

lame macb

O

sion Manage

pCompatCache] C

ached entry:

:\AtomicRedT

atomicservice.exe X - 'nd

8 NH-S:\Alnmuﬂu-dln-.un\.nlmln-.\llﬁdi.ié(f)i\bin\"__ nicS

reference: 126258-2
reference: 126258-2
p reference: 1262582
reference: 126258-2
reference: 126258-2

Parent
Parent
Parent
Parent
Parent

,,,,, GRaexs Type:

fxle reference:
file reference:
file refereonce:
file reference:
file reference:

@ NIES: \Al()ml( RedTeam\atomics\11543. d(fii\l)lr\\m‘m Type:
[ exe:

89021 [11 / ©xP88b] Source Name: Microsoft-Windows-Sysmon Strings:
@ Dlliist - DLL Load: Process 6572 AtomicService.

Wint
WinE
WinE| PHESSNE
Regi
WinE
WinE
Wing| | ——

NTFS
NTES ocrme
R NS
File stat

File stat

Registry Key
NTFS USN change
NTES USN change
NTFS USN change
File stat
WinEVIX

v ave

FILE
FILE
REG

FILE
FILE
FILE
FILE
Evi

%) Legend (for supported timeline formats)

X

177 NI
<1177

%)
¢

=

821 [1 / 8x8001] Source Name: Microsoft-Windows
19021 [1 / 8xP001] Source Name: Microsoft-Windows-Sysmon Strings: ['-°
799 [7045 / 0x1b85] Source Name: Service Control Manager Strings:
871 [HKEY LOCAL MACHINE\System\ControlSet®dl\Service

_ 921 [13 / 0x808d] Source Name: Microsoft-Windows-Sysmon Strings:
021

[1 / 6x@001] Source Mame: Microsoft-Windows-Sysmon Strings: ['-°

Loaded AtOMS

Sysmon Strings: [*

s\Atomicle

1 path hints:
'2022-03-18 00:25:36.805"
82874-5 Parent file reference: 88798-1 Update source:
reference: 88798-1 Update
80798-1 Update source:

wint (. - [/ @x0001] Source Name: Microsoft-Windows-Sysmon Strings: ['-°

PoussoeewGe ] TOMICSERVITECEXE - (FrBD82A. pf File reference:
SERVIC! m CFFBD82A.pf File reference:
] '!x'g-cnoaey\ p»‘ File reference:

82874.5 Parent file
82874-5 Parent file reference:

Type:

file

126257-2 Update
126257-2 Update
126257-2 Update
126257-2 Update
126257-2 Update
file

'2022-63-18 ©0:23:59.239°

'2022-93-18 00:25:36.619°
[ "AtomicTestService CMD'
stService CMD] Type:
[*T1e31 T1e50"

file

source:;
source:
source:s
source:

source:

Service
‘SetValue’
'2022-03-18 00:25:36.704"
\ATOMICREDTEAM

Update
Update
Update
Update
Update

reason:
reason:
reason:
reason:

reason:

USN_REASON_FILE_CREATE
USN_REASON_DATA_EXTEND USN_REASON_FILE.
USN REASON DATA EXTEND USN REASON F“f‘j
USN_REASON_BASIC_INFO_CHANGE |
USN_REASON_BASTC_INFO_CHANGE USN_REASO!

*{747F3096-D020-6233-6001-060000001200}" '6988"
BUENE (C:\AtomicRedTeam\atomics\T1543.003\bin\AtomicService.exe) Size 32768 OF
'2022-03-18 00:25:36.418"

{747F3096-D180-6233-FEO1-000000001200} " 3760 ‘(|

*{747F3096-D188-6233-0002-000000001200}° '5176° "C|
‘C:\\AtomicRedTeam\\atomics\\T1543.023\\bin\\SEORICSEOVICH
(8x10) Start: Manual (3) Image path: (:\Alum.%
*2022-03-18 00:25:36.676° '{747F3D96-CD[6A6233-9599-900d

Own Process

*{74773096-D180-6233-0102-000000001200} " 2168’ 'C;

TMPA\ATOMIC -RED

*{747F3096-D180-6233-0202-000000001200}* '6572° 'C
Update reason: USN_REASON_FILE_CREATE |

source: Update reason: USN REASON DATA EXTEND USN R“

TEAM MASTER\ATOMICS\ 11543 . 003\BIN\ATOMICSERV

Update reason:

USN_REASON_DATA_EXTEND USN_RI

46357 [“K[Y LO(AL hMCHIH[\Software\chrosoft\Hlndows NT\CurrentVersion\AppCompatFlags\CIT\Module\Microsoft.NET/Framework64/vA.0.30319/clr.d11] \Dev1ce\ﬁ

57177 |
5177

EEBVENE.1og File reference: 32823-6 Parent file reference:
tomi rVic j-m-l"ﬂ File reference: 32823.6 Parent file reference:
57177 Momicoervicesexns. log File reference: 32823-6 Parent file reference:

@ NTFS:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\CLR_v4.0\Usagelogs\ KEoRE
896021 [11 / 0x@00b] Source Name: Microsoft-Windows-Sysmon Strings:

Using colorcode you know about execution on events.

lmestamp  lssame day 2022-03-1700:00:00 2022-03-18 00:00:00

C\Casesi\Analysis\Timeline\super-timeline.csv

[*Proces

115206-3 Update source:
115286-3 Update
115206-3 Update source:

sHostingdotNETCode

source:

Update

Update reason: USN_REASON_FILE_CREATE
reason: USH_REASON_DATA_EXTEND USN_REASON F
dpdate reason: USN_REASON_DATA_EXTEND USN_R[ASOH_Fi

NEXE . 1og Type: file |

*2022-93-18 22:18:58.353" ‘{747F30D96-D180-6233-0202 -00%

Edit Fiter

Total lines 119,983  Visible lines 29 Open files: | Mg Search options




_ = ’
o T Explor e 0

Source Name

mach Inode Long Description

notepad.exe

[¥5] Detais for super timeline entry, Line # 77636, Inode: 59021

77636

2022-03-18 00:25:52
uTcC

m.b

EVT

WInEvVTX

Content Modification Time; Craation Time

[1 / 0x0001] Strings: ['~' '2022-03-18 00:25:52.204' '(747F3096-D190-6233-0...

[1/ 0x0001] Source Name: Microsoft-Windows-Sysmon Strings: [~' '2022-03-18
00:25:52.204" '(7A7F3D96-D190-6233-0A02-000000001200)' '6552" 'C:\
\Windows\\System32\\notepad.exa' '10.0.17763.1 (WinBuild, 160101.0800)'
‘Notepad' 'Microsoft® Windows® Operating System' 'Microsoft Corporation’
'‘NOTEPAD.EXE' "C:\\Windaws\\system32\\notepad.exe™ ' 'C:\\Uso Flser\
\AppData\\Local\\Temp\\' 'MSEDGEWIN10\\IEUser' '(747F3D96 CDFE-6233-AAS52
040000000000} "0x0000000000045232" ‘1" 'High'
'MD5=782877830735ABD1EAE241F13145F664
SHA256=E46B3CASAOEBB4AG979F852F50E22BD08CIF2D0206CC04383978BE0L172A
CBBEE IMPHASH = CB9228E3DCDFEBS994CIEEE7 745DC22E" "(747F3D96-D184-6233
-0502-000000001200)" '6156' 'C:\\Windows=\\System32\\WindowsPowerShell\
N S R o owershell exe” & {$mypid = (Start Process notapad
"as5 [ hru).id\nmavimect Smypid /INJECTRUNNING C:\\Atom cRed T eam)\atomics!
AR R T MBS R R "MSEDGEWINTO\\TEUser'] Computer Name:
SEDGEWINIO Record Number: 496 Event Level: 4

Show all events in long
description also.

Version
File name
Inode
Notes
Format

Bdra

?

NTFS:\Windows\System32\winevt\Logs\M
89021

winevix

message_identifier: 1; provider_identifier; {57703851-c22a-43e0-bf4¢-06156981Thd9};
recoverad: False; sha256_hash:
d74145chec3elafcbb6f565df4b7beab 2378 764edc/6d9 7aech256bbdb277439; user_sid:
S-1-5-18; xml_string: <Event
xmins="http://schemas.microsoft.com/win/2004/08/events/event”>- <System>
<Provider Name="Microsoft-Windows-Sysmon” Guid «"{5770385FC22A-43E0-BFC-
D6F5698FFBRDY) />~ <EventiD>1</EventiD>- <Vermon>5</Version>-
<Level>4</Lavel> <Task>1</Task> <Opcode>0</Opcode>
<Keywords>M8000000000000000</Keywords>- <TimeCreated
SystemTime="2022-03-18T00:25:52.2255829007"/ >-

<EventRecordID>496 </EventRecordiD> <Carraiation/ > <Exacution
ProcessiD="7468" ThreadlD»"3880"/>- <Channel>Microsoft-Windows-
Sysmon/Operational</Channel>-  <Computer>MSEDGEWIN10</Computer>-
<Security UserlD="5-1-5-18"/> </System>- <EventData>- <Data
Name="RuleName">-</Data>- <Data Name="UtcTime">2022-03-18
00:25:52.204</Data>- <Data Name="ProcessGuid™>{747F3D96-D190-6233-0A02-

000000001200} </Data>-  <Data Name="Processid*>6552</Data>- <Data
Name="Image">C:\Windows\System32\notepad.exe</Data>- <Data
Name="FileVersion">10,0.17763.1 (WinBuild.160101.0800)</Data>- <Dala

Name="Description">Notepad</Data>-  <Data Name="Product">Microsoft®
Windows® Operating System</Data>-  <Data Name»"Company™>Microsoft
Corporation</Data>- <Data Name="0riginalFileName*>NOTEPAD.EXE</Data>-
<Data Name="CommandLine">"C:\Windows\system32\notepad.exe” </Data>
<Data Name = "CurrentDirectory”>C:\Users\lEUser\AppData\Local\T emp\ </Data>-
<Data Name="User">MSEDGEWIN10\IEUser </Data>-  <Data Name="LogonGuid">
(747F3D96-CDFE-6233-AAS2 C-iOOOOOOIJOOC"} </Data> <Data

Name = "Logonld™ > (x0000000000045200</Data>~  <Data
Name="TerminalSessionld">1</Data>- <Dala
Name="IntegrityLevel">High</Data>- <Data

Name «"Hashes">MDS = 782877830735ABD 1 EAE241F13145F004
SHA256=F46B3CASADEBBAAG979F852F50E228D08COF2D0206CCO4383978BE0172AC8
BEE IMPHASH=CB8922BE3DCDFEBS994COEEET745DC22E</Data> <Data
Name="ParentProcessGuid” >{74 7F3096-D184-0233-0502-000000001200} </Data >~
<Data Name="ParentProcessid">6156</Data>- <Data Name="Parentimage">C:

Windnu el Curtam 3 N\ WindmsusrBasncShalllut. Dl nmunrchall avns INoats s Pt
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T a - O
2022-03-18 00:25:52 Mactime B
2022-83-18 @9:25:52 Mactime B Line #
2022-03-18 ©00:25:52 Mactime Bgd Timestamp
2022-03-18 00:25:52  Mactime BA Time sone
2022-83-18 00:25:52 Mactime B A
2022-83-18 00:25:52 Mactime Bq
2022-03-18 00:25:52 Mactime Bd o
2022-03-18 00:25:52  Mactime B ~OUre® description
2022-03-18 00:25:52  Mactime Bd ''P¢
2022-03-18 00:25:52 Mactime B User name
2022-83-18 00:25:52 Mactime B Host name
2022-83-18 00:25:52  Mactime Bd Short description
2022-03-18 00:25:52  Mactime Bd |40 description
2022-83.18 @0:25:52 Mactime B
2022-03-18 00:25:52 Mactime B
2022-83-18 00:25:52 Mactime B
2822-83-18 @0:25:52 Mactime B
2022-93-18 00:25:52 Mactime B
2022-93-18 00:25:52 Mactime B
2022-83-18 80:25:52 Mactime B
2022-03-18 00:25:52 Mactime B

’ 2022-03-18 00:25:52 WinEVTX
2022-83-18 00:25:52 WinPrefot
2022-93-18 00:25:53 Mactime B
2022-03-18 00:25:53 Mactime B
2022-83.18 @89:25:53 Mactime B
2022-03-18 00:26:02 NTFS USN
2022-03-18 00:26:02 NTFS USN
2822-83-18 60:26:02 NTES USN : w
2022-03-18 ©9:26:82  File stat il
2022-03-18 22:18:39  Registry ki
2022-03-18 22:18:45 File stat | Ahways ontop @
2022-03-18 22:18:45 File stat FILE
2022-03-18 22:18:45 File stat FILE
2022-83-18 22:18:50 Reglistry Key REG

X v Tmestamp lssameday 202203-1700:00:00 2022-03-18 00:00:00 .
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AP @ NTFS:\Windows\NOESpRUTENE Type: file
m,..
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Offset 140718688829440
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Size 2150400 Offset 140718838251520
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Size 7643136 Offset 140718874689536
Dffset 140718801420288

et
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-0A02 -000000001200}
me: 1 [sor
set 140718862237696
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55.0081.d11) Size 118784 Offset
REASON_DATA_TRUNCATION

REASON_DATA_EXTEND USN_REASON_DATA T.
REASON DATA EXTEND USN REASON DATA 1.

ial number fovi

1497187~

rerval: [REG_MD_LE] 20160 ETag: [RE.
Type: file

108: [REG S21 Rl

»

Edit Fiter

Total lines 119,983 Visible lmes 79 Open files: |y Search options




Reporting types and consideration

Reporting Considerations

1. Establish expectations in the beginning !
2. Consider the audience that you are targeting.
3. Alternative Explanations.

4. Actionable Information.



Types of Reporting

Forensic Report - Legal Cases

High-level presentation — Executive debriefs, Q &A documents

System Timeline — Events listed in temporal order

Etc. — Resolving Tickets like some proof screen shorts



Thanks for Attending This Session
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