Social-Media-OSINT

The distinction between traditional social media and messenger apps is probably not as defined as it once was, "Social
media are interactive technologies that facilitate the creation and sharing of information, ideas, interests, and other forms
of expression through virtual communities and networks." As a result on this page you will find some platforms that you

may not think as Social Media. There are links to useful, tools, technqiues & tradecraft.
If you are looking for Telegram, | decided that it should have its own Repository, as it was quite a large section.

Telegram (https://github.com/cqcore/Telegram-OSINT)
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Discord

Blogs

o TOCP Investigating Discord (https://osintcurio.us/category/social-media/discord/)

@BOsintBlanc blog on how to investigate and research Discord.

Resources

o Disboard, Discord Servers (https://disboard.org/)




o Discord Bee (https://discordbee.com/)
¢ Discord Bot List (https://discordbotlist.com/)

o Discord Centre (https://discord.center/)

o Discord.com, Discord Bots (https://discord.com/invite/OcDvigU2voWn4BaD)

o Discord History Tracker (https://dht.chylex.com/)

¢ Discord Hub (https://discordhub.com/user/search)

o Discord ID Creation Date Checker (https://hugo.moe/discord/discord-id-creation-date.html)
o Discord ID Lookup (https://discord.id/)

o Discord Servers (https://discordservers.com/)

¢ Public Discord Bots & Servers (https://discord.me/servers)

e Top.gg, Discord Bots & Servers (https://top.gg/)

Facebook

Blogs

Resources

¢ Codeofaninja (https://www.codeofaninja.com/tools/find-facebook-id/)

This tool called "Get Facebook ID" provides an easy and fast way to find a Facebook page's or Facebook profile's
numeric ID.

o CSE Facebook Image Search (https://cse.google.com/cse?
cx=013991603413798772546:jyvyp2ppxma#gsc.tab=0)

Use Keywords to search Facebook for images.
o CSE Facebook Search (https://cse.google.com/cse?cx=016621447308871563343:vylfmzjmiti#gsc.tab=0)

Obtain overall Results, Pages, Groups & Photos.

¢ Intelligence X (https://intelx.io/tools?tab=facebook)

Facebook Graph Searcher.

o Intelltechniques (https://inteltechniques.com/tools/Facebook.html)

Facebook Search Tool.

o Lookup-ID (https://lookup-id.com/)

Facebook profile ID / Group ID / Page ID lookup resource.

e Osint Combine (https://www.osintcombine.com/social-geo-lens)

Social Geo Lens, this tool is designed to provide a map based interface for geo searching on social media
platforms.

¢ Osint Combine (https://www.osintcombine.com/facebook-search-tools)

This tool is a simple way to quickly search for multiple keywords from a list or open mutual friends for multiple
profiles at the same time.

o Plessas Facebook Matrix (https://plessas.net/facebookmatrix)

This page contains Kirby Plessas Formulas for Searching Facebook.

¢ Socmint Tool (http://socmint.tools/)

Graph Search Tool.

o Sowdust Graph Tips (https://www.sowsearch.info/)




Replacement Graph Search developed by Sowdust.

o Who Posted What (https://www.whopostedwhat.com/)

Whopostedwhat.com is a non public Facebook keyword search for people who work in the public interest. It

allows you to search keywords on specific dates.

Instagram

Blogs

¢ Nixintel How to find timestamps (https://nixintel.info/osint/how-to-find-timestamps-for-verification/)

Nixintel's blog on how to find timestamps for verification (2022).

¢ Nixintel Instagram Osint (https://nixintel.info/osint-tools/instagram-osint-a-promising-new-python-tool/)

Nixintel's tutorial on how to install InstaScraper.

e TOCP How to search Instagram part 1 (https://osintcurio.us/2019/07/16/searching-instagram/)

Technisette talks through how to search Instagram, for people, stories, keywords, hashtags, locations (2019).

¢ TOCP How to search Instagram part 2 (https://osintcurio.us/2019/10/01/searching-instagram-part-2/)

Technisette continues her tutorial searching Instagram, for businessess, deleted content and tracking followers
(2019).

Resources

¢ Codeofaninja (https://www.codeofaninja.com/tools/find-instagram-user-id/)

Easy way for developers and designers to get Instagram account numeric ID by username.

e Download Gram (https://downloadgram.app/)

Instagram downloader tool, it helps you to download Instagram photos and videos.

e Imginn (https://imginn.com/)

Download instagram photos, videos and stories highlights.

o Instaloader (https://github.com/instaloader/instaloader)

Download pictures (or videos) along with their captions.

¢ Inteltechniques (https://inteltechniques.com/tools/Instagram.html)

Inteltechniques Instagram search tool.

o |Instalooter (https://github.com/althonos/Instal ooter)

API-less Instagram pictures and videos downloader.

e iZuum (https://izuum.net/)

Instagram profile downloader.

¢ Osint Combinne (https://www.osintcombine.com/instagram-explorer)

Find images by date on Instagram at particular locations easier and more efficient.

¢ Picnob (https://www.picnob.com/)

Enables you to browse Instagram profiles without the need of an account.

o Picuki (https://www.picuki.com/)

Instgram Editor & Viewer.

o Toutatis (https://github.com/megadose/toutatis)

Extract information from instagrams accounts such as e-mails & phone numbers.

o Who Posted What (https://www.whopostedwhat.com/)




Finds Posts on Date Tagged With Location, for people who work in the public interest

Kik

There are other Kik OSINT resources that would be considered legitimate, however | have decided not to list them, due

to the content they display.

o Kik Usernames (https://kikusernames.com/search)

Search thousands of Kik usernames by username or location.

Linkedin

Blogs

¢ Are You Linked in? (https://www.cqcore.uk/are-you-linked-in/)

Blog by Ginger T & Ritu Gill on how to search linked without being logged in (2021).

Resources

o Free Person Search Tool (https://freepeoplesearchtool.com/)

Find people easily on Linkedin.

o Custom Search Engine (https://cse.google.com/cse?cx=006639709984028990467:nl9wxsfepb0#gsc.tab=0)
UK Linkedin Search (1).

o Custom Search Engine (https://cse.google.co.nz/cse?cx=014394093098352383268:w7sqo_x4rb0)
UK Linkedin Search (2).

¢ Inteltechniques (https://inteltechniques.com/tools/Linkedin.html)

LinkedIn Search Tool.

« Recruitment Geek (https://recruitmentgeek.com/tools/linkedin/?sthash.Ls1u5yzO.mjjo#gsc.tab=0)

LinkedIn Xray Search.

Mastadon

Snapchat

Resources

o Ghostcodes (https://ghostcodes.com/)

¢ Snapmap (https://map.snapchat.com/)

¢ Snapchat Discover (https://www.snapchat.com/discover)

o Snapchat Web (https://accounts.snapchat.com/)




Videos

¢ How to download Snapchat videos (https://www.youtube.com/watch?v=17yiLinMPpk)

TikTok

Twitter
Blogs

¢ Nixintel How to find timestamps (https:/nixintel.info/osint/how-to-find-timestamps-for-verification/)

Nixintel blog on how to find timestamps for verification (2022).

Resources

The resources listed below all do very similar things but you can gleam different kinds of information about a Twtiier

account, so it always worth checking them all out. Some sites may need you to sign in to your own account to work.

Please bear in mind recent changes to Twitter, especially involving their APl (March 2023). this may have an adverse

affect on some resources until the owners have had chance to adapt.

¢ Analyze Words (https://liwc.net/analyzewords/index.php)

o Aware-Online (http://aware-online.com/en/osint-tools/twitter-search-tool/)
o Birdhunt (https://birdhunt.co/)

o Botometre (https://botometer.osome.iu.edu/)

e Codeofaninja (https://www.codeofaninja.com/tools/find-twitter-id/)

Easy way for you to get a Twitter profile's numeric ID.

o Foller (https:/foller.me/)

¢ Followerwonk (https://followerwonk.com/)

e Geo Social Footprint (http://geosocialfootprint.com/)
o Hash At It (https://hashatit.com/)

¢ Inteltechnigues (https://inteltechniques.com/tools/Twitter.html)

¢ Intelx (https://intelx.io/tools?tab=twitter)

o Make Adverbs Great Again (https://makeadverbsgreatagain.org/allegedly/)

e One Million Tweet Map (https://onemilliontweetmap.com/)

¢ Osint Conbine (https://osintcombine.com/social-geo-lens)

o Real Top Tweeps (https://realtoptweeps.com/rankings/)

¢ Social Bearing_(https://socialbearing.com/)

o Spoonbill (http://spoonbill.io/)

¢ Tinfoleak (https:/tinfoleak.com/)

o Tweet Beaver (https://tweetbeaver.com/)

o Tweep Diff (https://tweepdiff.com/)




Tweet Map (https://www.heavy.ai/demos/tweetmap)

Tweet Tunnel (https://tweettunnel.com/reverse.php)

Twint (https://github.com/twintproject/twint)

Twitter's Advanced Search (https://twitter.com/search-advanced)

Twopcharts (https://twopcharts.com/)

Tools

Treeverse (https://treeverse.app/>)

Twitter Video Downloader (https://www.downloadtwittervideo.com/)

Twitter Video Downloader (https://twittervideodownloader.com/)

Twitter Video Downloader (https://savetweetvid.com/)




