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SQL Injection 

What is SQL? Explain with Example 

SQL stands for Structured Query Language which is basically a language used by 

databases.  

This language allows to handle the information using tables and shows a language 

to query these tables and other objects related views, functions, procedures, etc.  

Most of the databases like SQL Server, Oracle, PostgreSQL, MySQL, MariaDB handle 

this language with some extensions and variations to handle the data. 

Some of The Most Important SQL Commands 
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What is SQL Injection Attack? explain in brief with diagram 

SQL injection is a web security vulnerability that allows an attacker to interfere with 

the queries that an application makes to its database. 

In many cases, an attacker can modify or delete this data, causing persistent 

changes to the application's content or behavior.  

In some situations, an attacker can escalate an SQL injection attack to compromise 

the underlying server or other back-end infrastructure, or perform a denial-of-

service attack. 

How does SQL Injection works? 

To make an SQL Injection attack, an attacker must first find vulnerable user inputs 

within the web page or web application. 

 A web page or web application that has an SQL Injection vulnerability uses such 

user input directly in an SQL query.  

The attacker can create input content. Such content is often called a malicious 

payload and is the key part of the attack.  

After the attacker sends this content, malicious SQL commands are executed in the 

database. 
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Types of SQL Injection: 

 

In-band SQLi –  

The attackers use the same communication channel to launch their attacks and 

collect results. 

In-band SQL Injection is the most common and easy-to-exploit of SQL Injection 

attacks. 

The two common types of in-band SQL injections are Error-based SQL injection 

and Union-based SQL injection. 

1. Error-based SQL injection –  

Here, the attacker performs certain actions that cause the database to generate 

error messages. Using the error message, you can identify what database it 

utilizes, the version of the server where the handlers are located, etc. 

Error-based SQLi is an in-band SQL Injection technique that relies on error 

messages thrown by the database server to obtain information about the 

structure of the database. In some cases, error-based SQL injection alone is 

enough for an attacker to enumerate an entire database. 
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Let's take an example for better understanding: 

This is the vulnerable website: testphp.vulnweb.com 

Let's begin! 

 

we have a search box over here which can be used as our injection point. Lets first 

try to inject a simple search query. 
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Perfect! We are getting a reflection on the page and on the URL which is having a 

parameter where test=query. 

Now, as we know we can inject a malicious payload into the URL which may reflect 

a SQL error if there is any SQL vulnerability. Let's try to inject a simple payload ' in 

the URL where test=query. 
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Notice that there is a SQL error on the page, which means the payload got executed 

successfully and the webpage is vulnerable to SQL injection attack. 

2. Union-based SQL injection –  

 

Here, the UNION SQL operator is used in combining the results of two or 

more select statements generated by the database, to get a single HTTP 

response. You can craft your queries within the URL or combine multiple 

statements within the input fields and try to generate a response. 

Let's take an example for better understanding: This is the vulnerable site below 

https://portswigger.net/web-security/sql-injection/union-attacks/lab-determine-

number-of-columns 

 

According to the question if there is SQL Injection attack it will return an additional 

row containing null values. 
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Let's Begin! 

 

This is the web page that contains all product category. Let’s go for Toys & Games 

category page and let’s see what it returns. 
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Toys & Games category returned us with an url which has a parameter and there 

are 4 products listed in the category. Now let’s start testing the URL. 

Let’s first try with the simple payload ' UNION SELECT NULL— 

 

This payload gave us an error which means that the number of nulls does not match 

the number of columns therefore the database returned an error. 

Let’s increase the number of Null ' UNION SELECT NULL,NULL— 

 

It again gave us a error. 

If the number of nulls does not match the number of columns, the database returns 

an error, such as:  

All queries combined using a UNION, INTERSECT or EXCEPT operator must have an 

equal number of expressions in their target lists. 

Let’s try to increase the Null ' UNION SELECT NULL,NULL,NULL— 
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BOOM!!!!! It returned an additional row containing null values. Which means the 

SQL Injection attack was successful. 

Inferential SQLi (Blind SQLi):  

Inferential SQL Injection, unlike in-band SQLi, may take longer for an attacker to 

exploit, however, it is just as dangerous as any other form of SQL Injection. In an 

inferential SQLi attack, no data is actually transferred via the web application and 

the attacker would not be able to see the result of an attack in-band (which is why 

such attacks are commonly referred to as “blind SQL Injection attacks”). 

 Instead, an attacker is able to reconstruct the database structure by sending 

payloads, observing the web application’s response and the resulting behavior of 

the database server. The two types of inferential SQL Injection are Blind-boolean-

based SQLi and Blind-time-based SQLi. 

1. Boolean-based (content-based) Blind SQLi:  

 

Boolean-based SQL Injection is an inferential SQL Injection technique that 

relies on sending an SQL query to the database which forces the application 
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to return a different result depending on whether the query returns a TRUE 

or FALSE result. Depending on the result, the content within the HTTP 

response will change, or remain the same. 

 

This allows an attacker to infer if the payload used returned true or false, 

even though no data from the database is returned. 

Let's take an example for better understanding: 

This is the vulnerable website: 

https://portswigger.net/web-security/sql-injection/blind/lab/conditional-

responses 

 

 

In this lab we have to check for Welcome back message in the response. 

Let's Begin! 
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Here in the webpage when we select the category Lifestyle, we can clearly see the 

parameter reflection in the URL page. 

Let’s start our BrupSuite and reload the page. 

 

Here is the request we can see the cookie which contains Tracking Id. Let’s try to 

modify it and check the response in the repeater tab. 

Where TrackingId= Y6xJkMLGtyJBhUjT' AND '1'='1 
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Since here "1 = 1" condition is true we get Welcome Back! message in the response 

tab. 

Now lets change the payload where TrackingId= Y6xJkMLGtyJBhUjT' AND '1'='2 
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Here we didn't get the Welcome Back message since "1 = 2 " is a false condition. 

2. Time-based Blind SQLi:  

Time-based SQL Injection is an inferential SQL Injection technique that relies 

on sending an SQL query to the database which forces the database to wait 

for a specified amount of time (in seconds) before responding. The response 

time will indicate to the attacker. 

 

whether the result of the query is TRUE or FALSE. Depending on the result, 

an HTTP response will be returned with a delay, or returned immediately. 

This allows an attacker to infer if the payload used returned true or false, 

even though no data from the database is returned. 

Let's take an example for better understanding: 

This is the vulnerable website: 

 https://portswigger.net/web-security/sql-injection/blind/lab-time-delays 

 

Acoording to the question given , to solve the lab we have to exploit the SQL 

Injection vulnerability to cause a 10 second delay. 
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Let's Begin! 

 

When we load the webpage and go to the corporate gifts category page, we can 

see there is a parameter in the URL. Let's try to reload the page and see the request 

in the Burp Suite. 
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Here is the request we can see the cookie which contains TrackingId.Lets try to 

modify it and check the response in the repeater tab. 

Where TrackingId=5Ws08BduKd0lKgVF'||pg_sleep(10)— 

 

There was time delay of 10 seconds. 
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Now let’s check without the payload. 

 

The page got loaded without any delay. 

 

Out-of-band SQLi: 

Out-of-band SQL Injection is not very common, mostly because it depends on 

features being enabled on the database server being used by the web application. 

Out-of-band SQL Injection occurs when an attacker is unable to use the same 

channel to launch the attack and gather results. Out-of-band SQL Injection 

techniques, offer an attacker an alternative to inferential time-based techniques, 
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especially if the server responses are not very stable (making an inferential time-

based attack unreliable). 

Voice Based SQL Injection: It is a SQL injection attack method that can be applied 

in applications that provide access to databases with voice command. An attacker 

could pull information from the database by sending SQL queries with sound. 

SQL Injection Attack through sqlmap 

sqlmap is an open-source penetration testing tool that automates the process of 

detecting and exploiting SQL injection flaws and taking over of database servers. 

It can be downloaded from https://github.com/sqlmapproject/sqlmap 

Let's see with an example how to use sqlmap: 

So, let's test the vulnerable endpoint  

http://testphp.vulnweb.com/artists.php?artist=1 

The Syntax for the command is 

sqlmap -u http://testphp.vulnweb.com/artists.php?artist=1%27 --dbs --random-

agent 
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Here we can see artist parameter is vulnerable. Let’s wait for SQL map to complete 

its scanning. 

 

Perfect!!! Here is the result of SQLmap which shows that the URL is vulnerable to 

SQL Injection Attack. 

List information about Tables present in a particular Database: 

Run: sqlmap -u http://testphp.vulnweb.com/artists.php?artist=1 --batch --

banner -D acuart --tables 
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List information about the columns of a particular table 

Run: sqlmap -u http://testphp.vulnweb.com/artists.php?artist=1 —batch —

banner -D acuart -T artists --columns 

 

Severity of SQL Injection: 

The severity of SQL Injection varies from P2 to P1 depending on what data is being 

exposed and if are able to get the shell or not. 

Impacts of SQL Injection: 

Confidentiality: Since SQL databases generally hold sensitive data, loss of 

confidentiality is a frequent problem with SQL Injection vulnerabilities. 

Authentication: If poor SQL commands are used to check user names and 

passwords, it may be possible to connect to a system as another user with no 

previous knowledge of the password. 

Authorization: If authorization information is held in a SQL database, it may be 

possible to change this information through the successful exploitation of a SQL 

Injection vulnerability. 

Integrity: Just as it may be possible to read sensitive information, it is also possible 

to make changes or even delete this information with a SQL Injection attack. 
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